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Abstract: This research focuses on enhancing the safety, reliability, and performance of IoT
devices by optimizing the vibration characteristics of materials and noise control. We analyze
materials’ vibration-damping properties to minimize mechanical resonance and ensure stable
operation. By evaluating stiffness and resistance to deformation under dynamic stress, we
examine the impact of vibration modulus on device reliability. Our study explores how
damping and modulus influence vibrational energy propagation, noise reduction, and acoustic
clarity. To integrate domain knowledge with real-time data, we develop interpretable methods
that provide actionable insights into the mechanical-acoustic relationship. Compared with other
established IoT security assessment techniques, this method has more effectiveness and
superiority. Hybrid materials combining elastic matrices with rigid reinforcements are
developed to fine-tune mechanical and acoustic properties for IoT applications, such as
industrial systems or wearable devices. Vibration analysis is applied to predict performance
under real-world conditions, improving safety and efficiency. Efforts are directed toward
reducing vibrational noise and enhancing sound transmission for devices like smart speakers
and voice recognition systems, ensuring a better user experience and greater functional
accuracy.

Keywords: belief rule base with interpretability; belief rule base; computer-aided engineering;
dynamic measurement and structural analysis; environment optimization algorithm; internet of
things; noise control application; vibration characteristics analysis

1. Introduction

Vibration characteristics play a crucial role in the safety [1], reliability, and
performance of loT devices. Analyzing these characteristics involves evaluating
parameters such as vibration damping and modulus, which impact the mechanical
stability and acoustic behavior of materials [2]. Vibration damping refers to a
material’s ability to absorb and dissipate vibrational energy, minimizing resonance
and ensuring stable operation. Enhanced damping reduces unwanted vibrational noise,
which could otherwise interfere with IoT sensors, transducers, or communication
systems [3]. The vibration modulus, representing stiffness during oscillatory motion,
is equally important. Optimized modulus values improve resistance to deformation
under dynamic stress, contributing to device durability and reliability.

This study integrates vibration analysis into loT safety assessment by combining
domain knowledge and real-time data to optimize mechanical and acoustic properties
[4]. For instance, materials with high damping properties can reduce noise
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transmission and enhance sound insulation, which is critical for devices like smart

speakers, wearable technology, and environmental monitoring systems [5]. Hybrid

materials, combining elastic and rigid elements, are developed to fine-tune these

properties, ensuring stability and functionality in dynamic environments [6].

Existing loT safety assessment models include black-box, white-box, and grey-
box approaches. While black-box models excel in accuracy, they lack interpretability,
and white-box models, despite being more transparent, often fail to handle complex
datasets [7]. Grey-box models, like the belief rule base with interpretability (BRB-i),
strike a balance between accuracy and interpretability. The BRB-i model uses a
combination of expert knowledge and data to address the challenges of uncertainty
and small sample sizes. By incorporating interpretable constraints, the BRB-i model
enhances transparency and aligns optimized parameters with real-world systems.

This work proposes a comprehensive loT safety assessment framework using the
BRB-i model. It includes an interpretable optimization algorithm, material analysis for
vibration damping and modulus, and hybrid material development for acoustic
optimization. These contributions aim to improve device safety, reliability, and
performance in industrial and consumer IoT applications. The rest of the paper is
organized as follows: Section 1 reviews existing loT safety models and their
limitations; Section 2 identifies key challenges in BRB-i model construction; Section
3 defines interpretability criteria and describes the structural safety model; and Section
4 validates the framework through experimental data. Finally, conclusions and future
directions are presented.

The main contributions of this research are as follows:

1) Development of an interpretable [oT Safety assessment model: We propose a
belief rule base with interpretability (BRB-i) model that combines domain
knowledge and real-time data to ensure accurate and interpretable safety
assessments for [oT systems.

2) Design of an optimization algorithm with interpretable constraints: An
optimization algorithm is introduced to enhance the accuracy of the BRB-i model
while aligning optimized parameters with real-world system requirements and
expert knowledge.

3) Analysis and optimization of vibration characteristics: We analyze and optimize
the vibration damping and modulus properties of materials to minimize
mechanical resonance, reduce noise, and improve device stability and reliability.

4) Development of hybrid materials for IoT applications: Advanced hybrid
materials combining elastic and rigid components are developed to fine-tune
mechanical and acoustic properties, enabling improved performance in dynamic
[oT environments such as industrial systems and wearable devices.

5) Validation through real-world scenarios: The proposed BRB-i model and
material optimization methods are validated using experimental data,
demonstrating their effectiveness in enhancing the safety, reliability, and acoustic
performance of [oT devices.
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1.1. Problem description

We are going to bring up the problems that should be solved to construct the
belief rule base with an interpretability-based IoT structure safety assessment model.

Problem 1: The first problem to be solved is how to develop a well-structured
and interpretable safety assessment model for the Internet of Things (IoT). Current
research demonstrates that belief rule base (BRB)-based IoT safety assessment models
with strong interpretability achieve two critical objectives: Preservation of optimal
decisions: These models retain optimal decision-making capabilities for complex
operational commands; Enhanced structural transparency: Simultaneously, they
enable systematic control while providing critical insights into the IoT architecture.
The process of constructing the interpretable IoT structure safety assessment model
can be represented by the following nonlinear functions:

y = assessModel(input, 9) @)

where: y stands for expected utility value; assess Model(:) represents the
interpretable structure safety assessment model; input represents the input index of
the structure safety assessment model; and 9 represents the set of parameters in the
process of the structural safety assessment model.

The proposed problem solution is presented in Sections 3.1 and 3.2.

Problem 2: The second problem is tended to solve how to develop an interpretable
optimization model for the parameters of the belief rule base. Taking into
consideration that the [oT structural safety assessment model based on belief rule base
is interpretable, it contrasts with the current optimization algorithms for belief rule
base, which only improve the model accuracy and not the interpretability. As a result,
the optimization model can damage the interpretability of the initial belief rule base.
Moreover, the expert knowledge cannot be effectively utilized; the optimized
parameters are unreasonable back to the optimized belief rule that does not correspond
to the actual IoT structure. Therefore, it is necessary to design an optimization model
that can improve the accuracy of the model while maintaining interpretability. The [oT
optimization process of the safety assessment model can be represented as the
following nonlinear function:

Opest = optimize(V, k) 2)

where 6)q4¢ 1S the optimal parameter set optimized by the optimization model of the
structure safety assessment; optimize(:) is the structure safety assessment
optimization model; and k is a set of parameters that appear in the optimization model.
The proposed problem solution is in Section 3.4.

1.2. 10T safety structural model based on belief rule base

As an expert system, the BRB can make full use of quantitative data and
qualitative knowledge in the modeling process and express the uncertain information
in the form of a belief distribution. The BRB-based safety assessment model is
interpretable in the process of modeling and reasoning. And it can reach good
modeling results in the small samples. Here, it discusses the interpretability of the
structural safety model based on BRB from the modeling and the reasoning aspects:
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Modeling interpretability: Expert knowledge derived from long-term practice
serves as a crucial source for the interpretable modeling process. Therefore, the
interpretability of the knowledge base is of particular significance. In the Belief Rule
Base (BRB), a set of rules forms the knowledge base, which features complete rules,
is concise and easy to comprehend, and has clear parameter meanings.

Interpretability of reasoning: The interpretability of the process is also highly
important. The structural safety model with an interpretable knowledge base has the
characteristics of the Internet of Things (IoT). Its interpretability is mainly manifested
in the following aspects:

a) ER demonstrates excellent processing and description capabilities for uncertain
information presented in the form of belief distribution, and it offers clear
explanations;

b) ER can integrate uncertainty information; uncertainty can be updated by new
information and finally make decisions;

c) Feasibility of the assessment process: ER reasoning has the ability to handle
multiple pieces of information concurrently. For example, it can deal with
natural-language-based information like “If A and B, then C”. ER can
simultaneously combine qualitative judgment and quantitative uncertainty data
information;

d) Traceability of the calculation process. The calculation process of the ER
algorithm is clear, and every step can be traced and explained.

The structure safety assessment model of smart buildings based on a belief rule
base with interpretability (BRB) is meant to explain the ability of the model to express
the system behavior in an understandable way. The system behavior is beneficial to
improve the degree of interaction between them.

The process of model construction is transparent. Additionally, the principal
design of the actual smart building, the knowledge gained from long-term practice,
and the arrow structure system can be integrated into the structure of the model.

The model can be traceable in the reasoning process; it can keep the rationality
and transparency of the reasoning steps.

The model can keep all the characteristics mentioned previously from being
destroyed in the optimization process and reconcile the optimized parameters with
their physical meaning and characteristics in a peaceful way. Consequently, we will
reach the target of the interaction between people, the established model, and improve
the credibility of the model. The IoT interpretable structure is important for
discovering the factors affecting safety in time and avoiding further danger. In the loT
safety assessment model, expert knowledge can be effective and interpretable. The
inference engine, expert knowledge base, and optimization model constitute the [oT
structure safety assessment model. Among them, the interpretable proposed
optimization model constraints can maintain the rationality of the optimized
parameters and make full use of the expert knowledge, which is recognized by every
expert. The overall structure of the proposed BRBi mode is shown in Figure 1.
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Figure 1. Overall structure of BRB-i model.

To address the gaps identified in Section 1.2 regarding the theoretical and
mathematical foundations of the BRB-i model, several strategic enhancements are
proposed. First, the mathematical underpinnings of the BRB model must be expanded.
This includes a formal definition of its core components—rule bases, weights, and
belief degrees—and their roles in handling uncertainty. The model’s capability to
quantify and propagate uncertainty should be elaborated, supported by equations that
illustrate how it processes data and generates interpretable outcomes, especially in
complex IoT scenarios.

Second, the role of the Evidential Reasoning (ER) algorithm should be clarified.
Its foundation in evidence theory and ability to handle uncertainty should be detailed,
with examples or mathematical validations to demonstrate its accuracy in uncertain
and dynamic environments. Providing a visual representation, such as a flowchart or
pseudocode, would help in understanding how the ER algorithm integrates into the
BRB-i model.

Third, practical examples and case studies should be included to showcase the
BRB-i model’s real-world applicability. These could involve IoT scenarios like
identifying vulnerabilities in devices or handling noisy and incomplete data,
emphasizing the model’s robustness. Finally, a comparison with alternative
approaches, such as fuzzy logic or Bayesian networks, should highlight the BRB-i
model’s superiority in uncertainty management and interpretability. Using
performance metrics like accuracy, processing efficiency, and scalability would
substantiate these claims.

Implementing these improvements will provide a comprehensive understanding
of the BRB-i model and the ER algorithm, demonstrating their practical effectiveness
and robustness. These revisions will not only strengthen the paper’s theoretical
foundation but also establish the BRB-i model as an innovative and practical tool for
advancing IoT security assessment.

The mathematical foundation of the Belief Rule Base (BRB) model, which
underpins its capability to manage uncertain information, has not been thoroughly
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elaborated [8]. Specifically, the theoretical constructs that enable the BRB model to
quantify and propagate uncertainty in decision-making processes remain unexplained.
Furthermore, the accuracy guarantees provided by the Evidential Reasoning (ER)
algorithm, particularly in addressing complex and uncertain scenarios, are not
discussed. The omission of these aspects leaves a critical gap in understanding how
the BRB model and ER algorithm collaborate to deliver reliable and interpretable
outcomes in intricate systems. To ensure clarity and robustness, it is essential to detail
the probabilistic reasoning and evidential synthesis mechanisms within the BRB
framework and to validate the ER algorithm’s performance through theoretical proofs
or empirical analyses.

The BRB-i model, introduced as a framework for [oT safety assessment, has been
shown to effectively integrate qualitative knowledge with quantitative data. It
expresses uncertain information as belief distributions, making it well-suited for
scenarios with limited data samples. While the model is described in Section 1.2,
further elaboration on its theoretical foundations is necessary to enhance
understanding, particularly regarding its mathematical basis for handling uncertainty
and the Evidential Reasoning (ER) algorithm’s guarantees for accuracy in complex
situations.

Mathematical basis of the BRB-i model: The BRB-i model utilizes a belief
distribution framework to represent and process uncertain information, offering a
robust method for combining qualitative expert insights with quantitative data. This
mathematical basis enables the model to construct a knowledge base comprising
interpretable rules, where each parameter is explicitly defined and grounded in real-
world relevance. Such a foundation ensures that the safety assessment model remains
transparent and traceable during both its construction and application.

Accuracy and effectiveness of the ER algorithm: The ER algorithm, a core
component of the BRB-i model, provides a structured approach to reasoning under
uncertainty. It excels at integrating various sources of information, whether qualitative
judgments or quantitative data, by updating beliefs based on new evidence [9]. The
algorithm guarantees accuracy by employing a clear, traceable calculation process,
where each step can be audited and explained. This property is critical for ensuring
that decisions made by the model are both rational and justifiable.

Interpretability in modeling and reasoning: The interpretability of the BRB-i
model stems from its ability to balance expert knowledge with empirical data:

1) Modeling interpretability: Expert-derived rules form a concise, easy-to-
understand knowledge base, ensuring that all parameters retain their physical
meaning during optimization.

2) Reasoning interpretability: The ER algorithm enhances the reasoning process
by supporting traceability, combining natural language statements with
quantitative data, and offering clear, step-by-step explanations of the decision-
making process.

By integrating these elements, the BRB-i model ensures that [oT safety
assessments remain transparent, reliable, and aligned with real-world scenarios [10].
Furthermore, the model’s interpretability facilitates timely identification of safety
risks in IoT systems, aiding in proactive risk mitigation. This approach not only
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enhances model credibility but also fosters effective interaction between users, the

model, and its outcomes.

1.2.1. Construction of interpretable criteria

In Ref. [11], the general interpretability criteria are described. Based on these

interpretability criteria, the interpretability criteria based on the IoT structural safety

models are defined, and six criteria are specifically defined, as shown in Figure 2.

Evaluate the completeness of indicators and

results

Differentiability of the spatial range of
variable values

The normative rationality of matching
Interpretable criteria for degree
structural safety models of
Smart Building
Evaluate the reasonableness of the rule

Clear physical meaning of parameters

Figure 2. Interpretability criteria diagram.

1.2.2. Belief rule with interpretability model exploration

The normative rationality of information
\ conversion

The belief rule base with the interpretability model is based on a set of “IF-Then”

rules that together constitute an interpretable belief rule base-based assessment model.

The following equal can describe the relationship between the IoT assessment index

safety assessment model and its safety state:
Ruley: If x; is Ay Axg iS Ay A ... Axyis Ay,
Then result is with rule weight y;,v5, ..., vk

{(51' ﬂl)l (52' BZ)' LR (SNI ﬂN)}:

and attribute weight 64, 8,,.., 0y
in b1, P2,---,Pp

where:
M denotes the number of assessment indicators;

x;(i=1,.....e......, M) is the IoT assessment index data structure safety.

3)

A;(i =1--M) represents the reference value corresponding to the safety

assessment index;

N denotes the number of assessment results of the smart building data structure

safety assessment model.

S;(i =1,....,N) represents the safety assessment results of the BRB-i model.

Bi(i =1, ....,N) represents the corresponding belief degree of each assessment

result.
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K represents the number of rules.

y;(i = 1...K) represents the weight of the rule.

6;(i = 1 --- M) denotes the attribute weight of the structure assessment index.

P represents the number of interpretability criteria based on the BRB-i model.
p;(i = I...P) represents each interpretability criterion.

Remark 1: Compared with the traditional BRB, the BRB-i model defines

interpretable criteria and adds interpretable constraints in the optimization process,

which makes the model more suitable and interpretable for engineering applications.

1.2.3. Inference of the BRB-i model

)
2)
3)
4)

The inference process of the BRB-i model consists of the following four steps.
Calculating the rule matching degree

Calculating the rule activation weight.

The reasoner uses evidential reasoning.

The expected utility value is calculated to obtain the final assessment result.
The reasoning process flow chart of the assessment model is shown in Figure 3.

Calculate the matching degree of rules

|

Calculate the rule activation weight

‘

Evidence reasoning

|

Calculate the expected utility

Figure 3. Inference process of BRB-i model.

The reasoning process of the BRB-i model is shown as follows:
(1) Calculating the matching degree of rules. It refers to the matching degree

between the input sample data information and the rule. The calculation of the rule

matching degree is mainly to complete the transformation of input data. According to

the different properties of the premise attributes, the transformation, including

qualitative attributes, quantitative attributes, and symbolic attributes, is completed

[12]. The calculation is as follows:

i X _ l 1+1
gk ={" i 4)

1—¢gf k=1+1
0 k=1-Kk+Ll+1
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where the matching degree of the i-th assessment index to the k-th rule is denoted as
eik; the sample data of the i-th assessment index is denoted as x;; and the reference
value of the i-th assessment indicator under rule [ is denoted as A..

(2) The activation weight of the rule. The combination of different attributes and
different reference values generates each rule of BRB. The activation weight of the
rule can be calculated through the following equation:

W= Yk [T, (9%
k — ]

where the rule activation weight under rule k is denoted by wy,.

©)

(3) Use evidence reasoning to fuse activation rules [13]. Yang proposed the ER
analytical method in 2007 as the inference method of this step, and the belief
distribution of the output can be obtained after the rule fusion [14].

The belief degree of the n-th result S, in the final belief distribution result set can
be expressed as f5;,:

_kX [H%:l(wlﬁn,l +1-w X, .Bi,l) - H1L=1(1 —w X, Bi,l)]
1- u X [ %:1(1 - Wl)]

Bn (6)

1
Y M (Wi + 1 =w X Biy) — (N = DT (1 —wy X, Biy)

Once all the rules are integrated, the output belief distribution set of BRB can be

u (7

acquired as follows:

G(x) ={(Sp.Bn)in=1,...,N} ®)

where the output belief distribution set of BRB is denoted as G (x).
(4) Output utility value calculation. The final output of the BRB model can be
expressed as:

N
w(600) = ) ulSy) b ©)
n=1

where:
u(G(x)) represents the expected utility value of the outcome of set G (x).
u(S,,) represents the utility value of outcome S,,.

1.2.4. Optimization of BRB-i model

Due to the complex system environment, its real health state is difficult to
accurately describe. After the modeling and reasoning process, the parameters of the
model can be destroyed by the optimization process.

Consequently, there is a need to devise an optimization algorithm that can
enhance accuracy and is interpretable. To achieve this, a novel optimization algorithm
featuring interpretable constraints is proposed. This algorithm clarifies the meaning of
parameters. The IoT data optimization algorithm with interpretable constraints can
thoroughly and efficiently utilize expert knowledge. It enables the actual system to
align with the optimized belief distribution and offers interpretability. The flow chart
of the proposed algorithm for the BRB-i model is illustrated in Figure 4. It is true that
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the proposed optimization algorithm succeeds in improving the model accuracy, but it

fails to maintain the interpretability in some parameters. This can be explained in the

following way:

1) The optimization algorithm does not make full use of expert knowledge, which
is an important source of the established model interpretability. The optimization
algorithm scatters points randomly; it deviates from the interpretability.

2) The rules optimized (as a source of accuracy and interpretability) should not
conflict with the existing actual system, but in this figure, some optimized rules
cannot match the significance of the actual [oT structure safety system.

3) Certain optimized belief degrees are irrational and exceed the range of practical
implications. Thus, it is essential to enhance the optimization algorithm to some
degree to render it interpretable. The flowchart of the enhanced optimization
algorithm is presented in Figure 4, and its procedure is as follows:

a) Parameter initialization: The data error value is d, and the number of
iterations is set to g.

b) Set the scatter mode: In this step, the data optimization algorithm based on
the random scattering mode is discarded. And established a new scattering
mode. The novel approach for scattering points involves distributing them
in the area adjacent to the expert knowledge. In this way, expert knowledge
can be effectively utilized to achieve interoperability. If the optimization
algorithm for the current data error value is represented by #, which indicates
the set of parameters after the modeling and reasoning process, it can be
expressed as:

n; = & + (rand(0,d) — 0.5) x 2 (10)

The belief degree of expert knowledge is &.
¢) Calculate the adaptive data value: The mean square error is denoted as the
objective function; it can be expressed as:

min{n = {y, 6, B}} in p1,p,
s.t.0<y<10<6<10<p<1

(11

d) Setinterpretable constraints. Some parameters are optimized by the meaning
of the actual system, and the improved algorithm solves this problem by
setting interpretable constraints: The specific constraints are as follows:

Limit the value range of the belief and obtain the approval of each expert. Expert

knowledge is the accumulation of knowledge on the safety of actual IoT data structure
over a long period of practice. Assuming that information is reliable and expert
knowledge is authoritative, the value of belief degree should not violate expert
knowledge and should be reasonably constrained [15]. This can be expressed as:

ﬁlpSﬁn,kSﬁup(n=1,...,N,k=1,...,K) (12)

where the maximum and minimum values of belief approved by each expert are By,

and B, respectively, and the k-th belief degree of rulen is denoted as S, .

e  Make the belief distribution in the optimized rule match with the actual system.
Optimized rules may not match the actual system, so it is necessary to set this

10
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constraint. This can be expressed as:
ﬁk"‘Rk(k = 1, .. ,K)

Ry € {{B1 < B2 <...< By},

(13)
{B1 =B, =..=2 B}
{,81 <...< max(ﬁl,ﬁz,...,) > = BN}}
. IoT data error that can be described as follows:
D=ICn*g— g | (14)
Ng+1=1"4—AD (15)

where g is the number of current iterations, D is the distance, and n* g is the position

vector of the current best solution, and A and C are the coefficient vectors updated in
each iteration, which can be obtained by the following formula:

A=2ar;—a (16)

C =2mn (17)
29

a=2-— 18

Ymax (18)

where a is a temporary variable that decreases linearly from 2 to 0; gpax 1S the
maximum value of iteration times; and r; and r, are random numbers between 0 and
1.

e  This behavior can be expressed by the formula:

Ng+1 = n*g + Dpeblcos(an) (19)

Dy=|n", =] (20)

If [ is a random number in the interval [—1,1] and b is the constant of the helical
shape.
e  Search for data error changes. Randomly searching is based on each other’s
location, which is described by the following formula:

Ng+1 = r]*g + DpeblCOS(ZTEl) 21)

D,=

n', =1l (22)

We deduce that the IoT data optimization algorithm with interpretability
improves the model accuracy.
[lustrating enhanced optimization with examples:

1) Belief value constraints: Imagine an IoT temperature monitoring system where
expert-defined belief degrees range between 0.2 and 0.8. By enforcing these
limits, the optimized model avoids generating unrealistic or impractical values,
ensuring results align with real-world sensor behavior.

11
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2) Rule alignment: In an industrial safety system, optimized rules must align with
existing configurations, such as emergency response protocols. For instance, if a
system rule requires activating cooling mechanisms at a specific threshold, the
optimized parameters should reflect this requirement to ensure operational
compatibility.

3) Error minimization: In a vibration monitoring system, guided search techniques
iteratively reduce data errors by adjusting parameters based on real-time
feedback. For example, optimization might refine the model to achieve closer
alignment between predicted and observed vibration amplitudes, improving
system reliability.

When setting interpretable constraints, we determine the exact range of belief
values and identify specific values within the BRB-i model. It is essential to use expert
knowledge and data-driven analysis. The belief values represent the degree of
certainty in a system’s parameters and must reflect practical, real-world constraints.
The process involves setting upper and lower bounds for these values based on the
knowledge accumulated through practice and observations in the relevant domain. For
example, in an IoT system monitoring environmental temperature, experts may
establish that the belief values should range between 0.2 and 0.8, where 0.2 represents
low confidence in abnormal conditions and 0.8 indicates high confidence in normal
operating conditions. These bounds can be defined by analyzing historical data,
consulting experts, and reviewing system performance under various scenarios.
Within this range, specific belief values are determined by considering the system’s
operational thresholds and applying optimization techniques that minimize data errors
without violating practical constraints.

Initialization * Ensure the rationality

of the optimized rules
Expert

knowledge * The parameters were
Scatter approved by each

expert
Update fitness
i value
+
[ Add interpretable constraints ]
= <>
Yes
v 1

Shrink
wrapping
| |

Yes 4‘:

Random
search

No

o meton
—p
parameters

Figure 4. Flowchart of IoT data optimization algorithm with interpretable

constraints.

12
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To refine these values, an iterative optimization process is employed, guided by
interpretable constraints. The process uses mean square error as an objective function
to ensure belief values align with the actual behavior of the system. Constraints ensure
that optimized belief degrees are not only within the specified range but also
contextually valid—for instance, adhering to safety standards in industrial systems or
operational protocols in IoT applications. By combining expert insights and
computational adjustments, the exact belief values are tailored to reflect both
theoretical and practical system requirements, ensuring accuracy and interpretability.

To understand better the optimization of the BRB-i model described in citation
1.2.4, let’s consider practical examples and expand on the key principles:

Paraphrased explanation with examples

Optimizing the BRB-i model requires ensuring that its rules and belief
distributions match real-world system requirements while maintaining interpretability
and accuracy. This is achieved through structured constraints, reliance on expert
knowledge, and adaptive error minimization. Random scattering of parameters must
be avoided; instead, parameter adjustments should align closely with the expertise and
practical boundaries of the system:

1) Belief value constraints: Consider an loT system monitoring factory temperature.
Experts might determine that the belief degrees, representing the likelihood of
sensor readings, must range between 0.2 and 0.8 to reflect realistic sensor
behavior. By enforcing these limits during optimization, the model avoids
generating belief values, such as 0.1 or 0.95, which would be considered
implausible and undermine interpretability.

2) Rule alignment with operational protocols: In an industrial safety system,
optimized rules must reflect critical processes. For instance, if a rule in the system
activates cooling mechanisms when the temperature exceeds 70 °C, the optimized
parameters must preserve this threshold. A deviation to 75 °C during optimization
might compromise safety, making it crucial to align optimization with real-world
rules.

3) [Iterative error minimization in dynamic systems: Take a vibration monitoring
system as an example. The optimization algorithm iteratively adjusts parameters
to minimize the error between predicted and observed vibration amplitudes. For
instance, if the model predicts a vibration level of 0.8 while actual sensors report
0.6, the optimization process refines parameters to reduce this gap, enhancing the
system’s predictive accuracy.

4) Expert-informed parameter scattering: During optimization, scattering points
should occur within regions defined by expert knowledge. For example, in a
structural health monitoring system, experts might identify specific ranges for
stress levels in materials. The optimization algorithm scatters points only within
these ranges, ensuring results are consistent with the material’s known properties.
We conclude that by using belief constraints, aligning rules with real-world

protocols, iteratively minimizing errors, and leveraging expert-informed adjustments,

the BRB-i model becomes both interpretable and accurate. These enhancements
ensure that the optimized model remains meaningful, practical, and reliable for real-
world applications.
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To ensure the optimization rules of the BRB-i model align precisely with the
actual system, the optimization algorithm must integrate interpretability and accuracy
through structured constraints and expert knowledge. Random scattering of
parameters should be replaced with a targeted approach that confines adjustments to
expert-defined ranges, ensuring practical and realistic outputs. Constraints must be
imposed to keep belief values within authoritative limits, align optimized rules with
operational protocols, and iteratively minimize data errors while maintaining
interpretability. For instance, in [oT systems, belief degrees should stay within
specified bounds, such as 0.2 to 0.8 for temperature monitoring, to avoid impractical
results. Furthermore, the optimization process should refine parameters through
adaptive methods, minimizing discrepancies between predictions and observations
without violating real-world constraints. By addressing these aspects, the algorithm
ensures the optimized model reflects the actual system’s logic while preserving its
accuracy.

2. Research and experimental applications

This section describes the methodologies and experiments conducted to optimize
vibration characteristics and material properties for loT devices. The study leverages
interpretable methods, domain expertise, and real-world data to ensure actionable and
reliable assessments.

2.1. Study of vibration damping properties

The IoT safety assessment model is based on the Belief Rule Base with
Interpretability (BRB-i) framework, which integrates belief rule systems, real-world
data, and expert knowledge to provide transparent, traceable reasoning processes [16].
Unlike binary models, BRB-i delivers nuanced, real-value outputs, allowing for the
capture of subtle variations critical for assessing IoT systems in dynamic
environments. Enhancing vibration damping properties enables materials to absorb
and dissipate energy effectively, reducing mechanical resonance and vibrational noise
[17]. These improvements are vital for applications like industrial machinery sensors
or communication modules, where vibrational interference can compromise
performance. The interpretability of the BRB-i model ensures engineers can address
uncertainties while iteratively refining the model for reliable assessments.

2.2. Vibration modulus

The vibration modulus is a critical parameter that measures a material’s stiffness
under dynamic stress. Materials with a high modulus resist deformation, ensuring
structural durability in applications such as accelerometers or wearable devices [18].
This parameter also governs the propagation of vibrational energy, influencing
mechanical and acoustic interactions. For example, selecting materials with
appropriate stiffness can prevent resonance and mechanical fatigue in industrial IoT
systems, extending device longevity [19]. Balancing stiffness with flexibility allows
engineers to optimize material performance across diverse environments. Interpretable
methods facilitate a transparent evaluation of the vibration modulus’s impact on device
reliability and operational efficiency [20].
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2.3. Impact on acoustic behavior

The interplay between vibration damping and stiffness significantly influences
acoustic performance, including noise reduction, sound insulation, and clarity. High-
damping materials dissipate vibrational energy, reducing noise, while optimized
stiffness ensures precise sound propagation [21]. These properties are particularly
important for devices like smart speakers and voice recognition systems, where
acoustic quality directly affects user experience [22]. Using interpretable methods,
engineers can optimize material configurations, preventing excessive damping that
may degrade sound quality or excessive stiffness that could amplify noise [23].

2.4. Tailoring and integrating material properties in IoT safety
frameworks

Customizing material properties enhances [oT device functionality, reliability,
and safety. High-damping materials reduce vibrational interference, while optimized
stiffness ensures stability under mechanical stress [24]. Hybrid materials, combining
elastic matrices with rigid reinforcements, balance flexibility and rigidity, making
them ideal for wearable devices or industrial IoT systems [25]. Advanced composites
allow engineers to tailor properties to specific environments, such as transportation
systems, where continuous motion and vibrations necessitate robust materials.
Incorporating vibration analysis into IoT safety frameworks enables engineers to
predict performance under real-world conditions, analyzing parameters like damping
and stiffness to mitigate risks and maintain stability [26]. For instance, Zhu et al.
demonstrated how vibration analysis improved safety in industrial [oT systems
exposed to heavy machinery vibrations [27]. Tailored materials enhance device
longevity and functionality in demanding environments, ensuring alignment with
operational needs through interpretable methods and data-driven design choices [28].

Although the manuscript highlights the importance of loT security assessment, it
does not fully address how the models introduced later are integrated within a specific
theoretical framework for IoT system security. Greater emphasis could be placed on
proposing mechanisms to account for the impact of complex interactions among loT
devices on security assessment, thereby enhancing the discussion and practical
relevance: More focus should be directed toward proposing mechanisms that
effectively address the impact of complex interactions among loT devices on security
assessments. [oT systems involve interconnected devices that communicate and share
data in dynamic environments, which can lead to multifaceted security challenges. For
instance, vulnerabilities in one device can propagate across the network, amplifying
potential risks. By developing mechanisms that model and analyze these interactions,
security assessments can become more comprehensive and accurate. These
mechanisms could include network simulation tools, behavioral analytics for device
interactions, and predictive algorithms that identify potential cascading vulnerabilities.
Incorporating such approaches would not only enhance the depth of the discussion but
also significantly improve the practical applicability of the research, making it more
relevant for real-world IoT security challenges.
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3. Study, development and evaluation steps

The main purpose of this paper is to build a structured IoT safety assessment
model data based on BRB with interpretability. The structure safety assessment index
system is shown in Figure 5. Therefore, some possible security risks will be
experimented with and analyzed as performed in Ref. [29].

Vibration frequency

Safety evaluation index system
of Smart Building body Ambient temperature
structure

Ambient humidity

Figure 5. Index system for [oT structural safety assessment.

The data used in this experiment are sourced from the wireless sensor platform
monitoring system established in the laboratory. A real-world environment is
simulated via the simulation process. Given that the ambient temperature and humidity
remained relatively stable throughout the experiment, only the data error value of the
indexes is taken into account as the assessment and monitoring indicator for the
structural safety assessment model in this section.

3.1. Initialization of BRB-i model

According to the IoT data-based structure safety assessment model constructed
above, the belief rules are constructed as follows:

Rule: If x; is 4;

with rule weight y4,v5, ..., ¥k (23)
A x5 is A,, Then result is {(S1, B1), (S2, B2), (S3, B3), (S4, B4)}, and attribute weight &4, 6,
inpllPZl"'lpP

where, x; and x, respectively represent two assessment indexes of variation
frequency, §; and &, are their corresponding attribute weights, and S represents the
IoT statement data structure safety, which can be divided into four states: normal (S;),
general (S5), slightly lower (S3), and low (S,4). A1 and A, are the reference values of
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the variation degree of IoT data, and the reference values and reference levels given
by combining expert knowledge are low (L), slightly low (SL), slightly high (SH), and
high (H). The specific situation of the two assessment indexes and the reference value
and reference grade of the IoT data structure safety state is shown in Tables 1-3.

Table 1. Class and reference value of IoT data frequency.

Reference grade L SL SH H

Reference value 3.0 6.5 31.50 70.0

All methods are under different proportions of training samples.

Table 2. Class and reference value of [oT data error frequency changes.

Reference grade L SL SH H

Reference value 0.02 0.03 31.50 0.09

All methods are under different proportions of training samples.

Table 3. Class and reference value of [oT data safety.

Reference grade S, S, S3 Sy

Reference value 1.0 0.75 31.50 0

All methods are under different proportions of training samples.

Furthermore, in the initial model, both the rule weight and attribute weight are
set as 1. Considering the reference levels and reference values presented in Tables 1—
3, Table 4 shows the initial model for the IoT structural safety assessment data
frequency and arrow body.

Four sets of real-world IoT safety state data are provided by on-site experts based
on their long-term practical experience. These data reflect the probability of [oT data
frequency accidents. Based on the analysis of the [oT safety state, experts determine a
relatively reasonable belief distribution for each state considering the actual usage
scenarios and historical loT safety cases. Expert knowledge represents the long-term
accumulation of knowledge regarding loT data frequency, and it serves as a crucial
resource for interpreting the BRB expert system [30]. The initial parameters of the
model are set using expert knowledge. Subsequently, real-time training data are
employed to adjust and refine these parameters, and then the safety evaluation results
are generated. The interpretability of the model is gauged by the degree of fit between
the initial belief distribution and the output belief distribution. The closer the two
distributions are, the higher the interpretability of the model.

3.2. Experimental results

Once the [oT structure safety evaluation model based on interpretable BRB is
established, the initial evaluation model will be influenced by the actual working
environment and its operational state. This is because of the limitations and
uncertainties in expert knowledge, which lead to the low accuracy of the model.

Consequently, when assessing the structural safety of the Internet of Things
(IoT), it is crucial to fine-tune the model’s parameters to boost the accuracy of the
evaluation model. In this experiment, a total of 515 data samples were gathered. Out
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of these, 450 were employed as training samples for the real-time adjustment and
rectification of the model parameters, and the remaining 65 served as test samples.

Table 4. Initial model for IoT structural safety assessment.

Serial number Variation frequency Error changes value Rule weight Output {S1, S, S3, S4}
1 L L 1 {0.9995,0.0005,0,0}

2 L SL 1 {0.51,0.42,0.07,0}

3 L SH 1 {0.40,0.20,0.20,0.20}

4 L H 1 {0.53,0.27,0.20,0}

5 SL L 1 {0.43,0.32,0.25,0}

6 SL SL 1 {0.45,0.33,0.22,0}

7 SL SH 1 {0.30,0.23,0.235,0.235}
8 SL H 1 {0.34,0.22,0.22,0.22}

9 SH L 1 {0.22,0.26,0.32,0.20}
10 SH SL 1 {0,0.20,0.52,0.28}

11 SH SH 1 {0,0.25,0.45,0.30}

12 SH H 1 {0,0.14,0.46,0.40}

13 H L 1 {0.06,0.12,0.25,0.57}
14 H SL 1 {0.12,0.20,0.23,0.45}
15 H SH 1 {0,0.05,0.35,0.60}

16 H H 1 {0,0.10,0.30,0.60}

All methods are under different proportions of training samples.

Additionally, the initial setup of the optimization model is detailed as follows:
the population size is fixed at 20, the optimization dimension stands at 82, and the
number of iterations is 800. Figure 6 illustrates the fit between the output results of
the BRB-1 models and the actual values, and Figure 7 displays the comparison chart
of the belief distribution for each rule.

BRB-i
0.32 T T T T

—— True

03F —=— Predict | ]
028 .

0.26

0.18 A

0.14 h

0.12 \ \ \ .
0 10 20 30 40 50 60 70

Data sample/strip

Figure 6. The output result of BRB-i model compared with the real value.
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Figure 7. Comparison diagram of belief distribution of each rule in BRB-i.

The output of the optimized rule weight and belief distribution is presented in
Table 5.

Table 5. Parameter output of optimized BRB-i model.

Serial number Variation frequency Error changes value Rule weight Output {S1, S2, S3, 54}

1 L L 0.5602 {0.8997,0.1003,0,0}

2 L SL 0.6216 {0.6091,0.3190,0.0719,0}

3 L SH 0.1073 {0.4936,0.3022,0.1021,0.1021}
4 L H 0.1120 {0.5296,0.3702,0.1002,0}

5 SL L 0.4205 {0.5358,0.4167,0.0475,0}

1 L L 0.5602 {0.8997,0.1003,0,0}

2 L SL 0.6216 {0.6091,0.3190,0.0719,0}

All methods are under different proportions of training samples.

Based on the aforementioned experimental outcomes, the output results of the
BRB-i model are highly precise and closely approximate the real values. Additionally,
the optimized belief distribution shows a strong fit with the initial belief distribution.
This suggests the effectiveness and accuracy of the constructed BRB-i model. The
optimization model demonstrates a favorable impact on parameter adjustment and is
interpretable.

3.3. Comparative experiments

Addressing Root Causes of Interpretability Issues in Existing Methods: The
limitations of traditional methods, such as the radial basis function neural network
(RBF) and extreme learning machine (ELM), lie in their inherent design as data-driven
approaches. These methods prioritize the accurate mapping of input-output
relationships using large datasets but do so at the expense of transparency. Their
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05

reliance on complex internal operations, such as non-linear weight adjustments or
transformations within hidden layers, renders their decision-making process opaque.
As a result, users cannot easily trace or understand how these models generate
predictions, nor can they explain the underlying rationale for specific outputs. This
“black box” characteristic fundamentally restricts their interpretability.

In contrast, methods that incorporate expert systems, such as the basic BRB and
PCMAES-BRB [31], utilize domain knowledge to construct interpretable structures.
These approaches allow for human involvement in adjusting belief rules and
distributions, offering a greater level of transparency. However, these systems still
encounter challenges when applied to highly dynamic or complex environments, such
as limited scalability and suboptimal performance in adapting to rapidly changing
conditions.

Innovations of the BRB-i model: Addressing Interpretability Challenges: The
BRB-i model represents a step forward by merging the strengths of expert systems
with the adaptability of data-driven techniques. Its primary innovation lies in its
dynamic adjustment of belief rules through optimization algorithms, such as those
based on evolutionary strategies. This mechanism enables the BRB-1 model to refine
its belief distributions in alignment with both expert insights and empirical data, as
demonstrated in Figures 8 and 9. The incorporation of the Evidential Reasoning (ER)
framework further enhances the model’s ability to handle uncertainty while
maintaining interpretability.
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Figure 8. Comparison diagram of the belief distribution of each rule in PCMAES-BRB.
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Figure 9. Comparison diagram of belief distribution of each rule in BRB.

Unlike RBF and ELM, which lack mechanisms for integrating expert knowledge
or offering interpretable outputs, the BRB-1 model ensures that its decision-making
process is both transparent and justifiable. The belief distributions are not static; they
evolve based on new data, reflecting a balance between human expertise and data-
driven optimization.

Empirical support for the BRB-i model’s superiority: Accuracy and performance:
Experimental results across different training sample proportions (Table 6) highlight
the BRB-i model’s superior predictive accuracy. At 85% training data, the BRB-i
model achieves an error rate of 0.0063, outperforming other methods, including
PCMAES-BRB (0.0032), RBF (0.0074), and ELM (0.0072). This consistent
performance illustrates the model’s robustness in capturing complex relationships
within data while maintaining its interpretability.

Optimization efficiency: Table 7 underscores the BRB-i model’s effectiveness
in parameter optimization. With 800 iterations and a population size of 30, the model
reaches its optimal accuracy (0.0012). Beyond this threshold, further increases in
iterations or population size do not significantly improve performance, reflecting the
model’s computational efficiency.

Comparative interpretability: Figures 8—13 compare the models’ interpretability.
While RBF [32] and ELM models demonstrate good accuracy, their outputs lack the
interpretability required for critical applications. In contrast, the BRB-i model
provides a clear visual and numerical comparison between initial expert-defined belief
distributions and those adjusted during optimization. This traceability ensures that the
outputs are aligned with both empirical data and expert knowledge, bridging the gap
between theoretical rigor and practical usability.

Enhancing the innovative impact of the BRB-i model: By addressing the root
causes of interpretability limitations in existing methods, the BRB-i model establishes

21



Sound & Vibration 2025, 59(2), 2144.

itself as a significant advancement in security assessment frameworks. Its integration
of dynamic belief rule adjustments, expert knowledge, and robust optimization
mechanisms makes it uniquely capable of providing both accurate and explainable
results. These features are particularly critical for applications such as [oT security
assessment, where transparency and accountability are paramount.

We could extend these innovations by incorporating real-time data processing
capabilities and exploring their scalability in larger IoT networks. This would further
cement the BRB-i model’s role as a leading framework for interpretable and reliable
decision-making in complex systems.

3.3.1. Results of various methods

In this experiment, several control experiments were also designed. The
employed methods included BRB, BRB using Projection Covariance Matrix
Adaptation Evolutionary Strategies (PCMAES-BRB), radial basis function neural
network (RBF), and extreme learning machine (ELM) [33].

It is worth emphasizing that both the BRB-i model and the PCMAES-BRB model
are founded on expert systems, whereas RBF and ELM are based on data-driven
approaches. Regarding the experimental accuracy, Figure 10 shows the comparison
between the real values and the model output values of the PCMAES-BRB model.
Meanwhile, Figure 11 presents the comparison between the model output values and
their corresponding real values.
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Figure 10. Comparison curve between the output results of the PCMAES-BRB model and the real value.
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Figure 11. Comparison curve between the output BRB model results and the real value.

Furthermore, regarding interpretability, Figures 10 and 11 illustrate the
comparison between the initial belief distribution determined by expert knowledge and
the belief distribution after the adjustment and correction of the established model.

The RBF and ELM models relying on the data-driven approach lack
interpretability. The fitting diagrams of the experimental results in terms of accuracy

are presented in Figures 12 and 13.
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Figure 12. Comparison curve between the output results of RBF model and the real value.
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Figure 13. Comparison curve between the output results of ELM model and the real value.

3.3.2. Experimental results

The tests were made under different proportions of training samples. When the
proportion of model training samples is varying, the accuracy of each method is shown
in Table 6.

Table 6. Precision comparison of each method.

Methods training sample BRB-i DATA-BRB PCMAES-BRB RBF ELM
25% 0.0094 0.0079 0.0120 0.0203 0.0824
45% 0.0079 0.0076 0.0096 0.0102 0.0623
65% 0.0065 0.0069 0.0087 0.0097 0.0315
85% 0.0063 0.0071 0.0032 0.0074 0.0072

All methods are under different proportions of training samples.

3.3.3. Table of experimental results of BRB-i model

Under different parameter settings and diverse initial parameter configurations of
the optimization model, Table 7 presents the accuracy comparison of the proposed
model. Generally speaking, prior to reaching a specific value, there is a positive
correlation between the number of iterations and population size and the model’s
optimization ability [34]. However, the optimization time will also grow. As can be
observed from Table 7, with the iteration number of 800 and the population number
of 30, the accuracy of the model will not change notably.

Root causes of lack of interpretability in existing methods: The shortcomings of
traditional models, such as RBF and ELM, stem primarily from their reliance on data-
driven approaches without incorporating expert knowledge or interpretable structures.
These models focus on fitting input-output relationships directly from data, often
sacrificing transparency in their decision-making process. The lack of interpretability
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arises because the internal workings of these methods, such as weight adjustments or
hidden layer operations, are not easily understood by humans. This “black box” nature
makes it challenging to trace how predictions are generated or to explain the rationale
behind certain outputs. In contrast, methods based on expert systems, like BRB and
PCMAES-BRB, integrate domain knowledge to enhance interpretability, allowing
users to adjust belief rules and distributions manually. However, these methods still
face limitations in scalability and optimization for highly dynamic and complex
systems.

Table 7. Accuracy comparison of the BRB-i model with different parameter settings.

Iteration

20 300 600 800 1000 1200
Population
20 0.0220 0.0219 0.0254 0.0098 0.0076 0.0074
30 0.0040 0.0015 0.0028 0.0019 0.0032 0.0012
40 0.0044 0.0034 0.0057 0.0028 0.0053 0.0015
60 0.0035 0.0036 0.0046 0.0028 0.0025 0.0030

Parameter settings (training data 450, test data 65).

Proposed model’s innovations: Addressing the gap: The BRB-i model builds on
these shortcomings by combining the advantages of expert systems and data-driven
approaches. Its innovation lies in its ability to adjust belief rules dynamically using
optimization algorithms, as demonstrated in the comparison diagrams (Figures 12 and
13). This approach enhances interpretability by aligning the system’s belief
distributions with expert knowledge while also providing the flexibility to refine these
distributions based on empirical data. The Evidential Reasoning (ER) framework
within the BRB-i model further bolsters its accuracy in handling uncertain and
complex environments. Unlike traditional methods, the BRB-i model ensures that the
outputs are both explainable and statistically reliable.

Experimental evidence supporting the innovations: Accuracy performance: The
BRB-i model consistently outperforms other methods across varying proportions of
training samples, as shown in Table 6. With 85% training data, it achieves the lowest
error rate (0.0063) compared to PCMAES-BRB (0.0032), RBF (0.0074), and ELM
(0.0072), underscoring its superior predictive power.

Parameter optimization: Table 7 demonstrates the BRB-i model’s sensitivity to
parameter settings, showing that increasing iteration numbers and population sizes
improves optimization performance up to a threshold. For instance, with 800 iterations
and a population size of 30, the model achieves optimal accuracy (0.0012). Beyond
this threshold, further increases do not yield significant improvements, reflecting the
model’s efficiency in resource utilization.

Comparative interpretability: Figures 8—13 illustrate that while RBF and ELM
achieve reasonable accuracy, their outputs are not accompanied by interpretable
explanations, limiting their applicability in scenarios requiring transparency.
Conversely, the BRB-i model allows for a clear comparison between initial and
adjusted belief distributions, ensuring that outputs are understandable and aligned with
both data-driven insights and expert expectations.
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iii).

iv).

Innovative nature of the BRB-i model: By addressing the root causes of
interpretability issues in existing methods, the BRB-i model represents a significant
advancement in security assessment frameworks. Its combination of expert knowledge
integration, dynamic belief rule adjustments, and robust optimization mechanisms
ensures both accuracy and explainability. Future research could focus on extending
these innovations to other domains, such as real-time IoT security and adaptive control
systems, to further enhance their impact and scalability.

3.4. Analysis and experimental tests summary

Table 6 shows that BRB-i, DATA-BRB, and PCMAES-BRB based on expert
systems have little difference in the accuracy of results when the training sample size
changes, which proves that BRB has good processing ability for IoT data. In terms of
interpretability, Figures 7, 10, and 11 show that the BRB-i model is more reasonable
than the other two methods in terms of fitting belief distribution curves. The BRB-i
model has good interpretability, while the other two methods do not. Because BRB-i
has the following four characteristics:

BRB-i scatters points in a more reasonable way. The initial scatter method of

BRB-i is expert-centered, while DATA-BRB and PCMAES-BRB are global

random scatter.

BRB-i limits the value range of belief to make it more reasonable. However,

DATA-BRB and PCMAES-BRB do not have such constraints.

BRB-i can solve the problem of unreasonable belief distribution after

optimization. However, DATA-BRB and PCMAES-BRB also do not have such

constraints. This is BRB-I, which has the following characteristics:

a) BRB maximizes the use of expert knowledge based on long-term practice,
while ELM does not have this ability.

b) BRB-i has a transparent inference element, and the inference process itself
is built-in interpretability. However, RBF and ELM cannot explain the
internal principle.

BRB-i has an [oT database optimization algorithm with interpretable constraints.

4, Conclusion

The improved loT framework demonstrates significant potential for managing
sound and vibration across engineering applications. In smart building acoustics, [oT
devices equipped with vibration-damping capabilities enable real-time noise
adjustments through active cancellation systems and dynamic acoustic panels,
enhancing residential and commercial comfort. For industrial machinery monitoring,
IoT vibration sensors detect anomalies in mechanical systems with optimized fault
detection accuracy enabled by interpretable data models. However, current
implementations face limitations in three key aspects: First, the computational
overhead of belief rule base (BRB)-evidential reasoning (ER) hybrid models may
constrain edge device deployment in latency-sensitive scenarios. Second, the system’s
dependency on high-frequency sensor data requires sustained power supply and
communication bandwidth, challenging IoT nodes in resource-constrained
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environments. Third, hardware heterogeneity across loT platforms necessitates further
standardization for the seamless integration of vibration-damping solutions.

These systems deliver actionable insights through methods balancing accuracy
and explainability—a critical requirement in safety-critical domains. Data-driven
BRB-ER models effectively handle uncertainty while maintaining interpretability
thresholds, as demonstrated in automotive cabin noise optimization and industrial fault
prevention. Notably, our evaluation framework currently focuses on discrete vibration
events rather than continuous spectrum analysis, leaving open opportunities for
adaptive frequency-domain control strategies.

Looking ahead, three emerging directions could extend this work:

Adaptive learning enhancement: Integrating fuzzy fault tree mechanisms with the
BRB knowledge base could enable dynamic rule adaptation under varying operational
conditions (e.g., seasonal thermal expansion effects on material vibration signatures).

Energy-aware optimization: Novel algorithms combining federated learning and
neuromorphic computing may reduce computational load while preserving
interpretability—particularly vital for wearable health monitors tracking Hand-Arm
Vibration Syndrome (HAVS) in mobile settings.

Cross-domain convergence: Synergies between loT frameworks and emerging
technologies like programmable metamaterials could yield intelligent composites with
self-adjusting stiffness and damping properties, revolutionizing noise control in
transportation infrastructure and precision manufacturing.

Furthermore, at a systemic level, three broader research trajectories merit
exploration:

Interoperability standards: Developing unified protocols to harmonize vibration
data formats across loT devices from different manufacturers (e.g., industrial sensors
vs. consumer-grade wearables).

Long-term reliability metrics: Establishing standardized testing frameworks to
evaluate material fatigue and sensor drift in vibration monitoring systems over multi-
year operational cycles.

The proposed IoT safety model—integrating BRB’s expert knowledge, ER’s
uncertainty management, and interpretability-constrained DATA optimization—
provides a foundation for these advancements. Future work could further refine
dynamic reconfiguration logic for acoustic control systems in volatile environments
like construction sites, where ambient noise profiles change unpredictably.
Additionally, embedding privacy-preserving federated learning techniques would
enhance collaborative vibration analysis across distributed IoT networks without
compromising sensitive operational data.

Ultimately, the transition from proof-of-concept prototypes to industrial
deployment requires addressing scalability challenges through public-private
partnerships. For instance, joint initiatives between [oT developers and urban planners
could implement city-wide vibration monitoring grids to mitigate seismic risks in
smart cities. By advancing both algorithmic sophistication and pragmatic
implementation frameworks, this research lays the groundwork for IoT systems that
intelligently harmonize engineered environments with human-centric sound and
vibration experiences.
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In conclusion, the improved IoT framework, with its integration of BRB, ER, and
interpretable optimization algorithms, demonstrates the immense potential for sound
and vibration control across various engineering fields. These models ensure accuracy,
transparency, and actionable insights, making loT applications safer, more efficient,
and adaptable to diverse real-world challenges. Future advancements in algorithms,
materials, and adaptive technologies will further enhance the utility and reliability of
IoT systems, paving the way for innovative solutions in sound and vibration
management.
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