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Abstract: As urbanization accelerates, smart cities are increasingly turning to innovative
technologies to enhance city management, governance, and citizen engagement. This paper
explores the application of blockchain technology in smart cities, particularly its interaction
with the Internet of Things (10T). Despite significant strides in utilizing blockchain for specific
applications, existing frameworks often focus on narrow sectors, such as energy management
or data security, lacking a holistic integration across municipal functions. This research
identifies a critical gap in existing literature: the need for a comprehensive blockchain
framework that connects multiple urban sectors, facilitates secure data exchange, and
empowers citizens through decentralized systems. The proposed framework underscores the
potential of blockchain to create a transparent, efficient, and citizen-friendly urban
environment by implementing decentralized identity management, smart contracts for public
services, and innovative citizen engagement platforms. By addressing this gap, the study
contributes to the discourse on smart city development by providing an adaptable model that
can be tailored to the unique needs of diverse urban environments.
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1. Introduction

Rapid population growth has been observed in the world. According to the
United [1], about 55% of the world’s population has lived in the urban areas and this
ratio is estimated to reach to 68% by 2050. Increasing demand for urbanization and
growing population bring numerous social, economic, environmental, and technical
problems that could jeopardize urban sustainability. Hence, to optimize the use of
existing assets of cities, the adoption of smart concepts has been considered by the
governments [2]. The smart cities are designed and set up based on many
characteristics such as sustainability, urbanization, intelligence, and quality of life
(QoL). Smart cities are considered new utopia cities in the modern world [3].
Researchers suggest smart cities as a great solution to urbanization challenges such as
transportation, health, pollution, resource scarcity, and waste management. The smart
cities have many applications in modern societies. Some of the smart city applications
are as follows: Smart buildings [4] , smart energy, smart health [5], smart education,
smart government [6], and smart security [7]. A number of developed smart cities in
the world are introduced in Table 1 [8].
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Table 1. Characteristics of developed smart cities [8]: Summary of key features and
technological initiatives in various developed smart cities.

City Smart application
Amsterdam/Netherlands Security/transportation
Barcelona/Spain Transportation
Barcelona/Spain Network management
Fujisawa/Japan Carbon footprints
Groening/Netherlands Transportation

Manchester, Turin/UK, Italy Climate

Norfolk/England Data sharing

Padova/ltaly Lighting/pollution

PlanIT Valley/Portugal Sensors employment

Santa Cruz/California Criminal data analysis
Santander/Spain Smart Production Solution (SPS)
Songdo/South Korea Buildings
Stockholm/Sweden Fiber Optic Network (FON)
Uppsala/Sweden Transportation /pollution
Vienna/Austria Securing climatic conditions

1.1. loT-based smart cities

Smart cities composed of components include smart infrastructure, smart
transportation, smart citizens, smart health, smart energy, smart technologies, and
smart government. In addition, the smart city characteristics can be described by three
main factors include attributes, themes, and infrastructures [9,10]. 10T infrastructure,
among the smart city infrastructures plays an important role in the smart cities. 10T is
the core technology of smart cities. In other words, 10T is the specialized pillar of
smart cities. The 10T includes various components such as hardware, software, and
sensor networks. The 10T is a network composed of connected objects such as sensors,
actuators, buildings, structures, vehicles, energy systems, computers, and
smartphones. Communication technology is required to read data from sensors and
send control commands to actuators. 10T technologies used to aggregate data in the
smart cities include: Radio Frequency Identification (RFID), Near Field
Communication (NFC), Low-rate Wireless Personal Area Network (LWPAN),
Wireless Sensor Network (WSN), and 4G/Long Term Evolution (4G/LTE) (see
Figure 1) [11].
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Figure 1. Overview of 10T technologies in smart cities: Illustration of various loT
technologies utilized in enhancing smart city infrastructure and services.

In the RFID technology, tags and readers are used to read data. RFID is used in
various loT applications such as tracking and positioning objects for medical services,
car parking, and resource management. In RFID, tags act as sensors. Tags contain
manual information and also receive environmental data. NFC is widely used in
smartphones for short-distance two-way communication enabling us to share data
between various devices. NFC on smartphones can be used as an embedded wallet in
some applications of smart cities. In this case, NFC allows us to use smartphones as a
bankcard. LWPAN is a wide-range radio technology with a range of 10-15 km. The
lower layer protocols of LWPAN include the physical level and the intermediate
access level. The upper layer protocols include the ZigBee (Zigbee is a standard for
low-power, low-cost wireless mesh networks) and Internet Protocol version 6 (IPv6)
over low-power, wireless personal area networks (6LOWPAN) communication
protocols. WSN is used in applications such as healthcare and ecosystems. In addition,
WSNs can be combined with RFIDs to achieve multiple purposes such as receiving
location-identified information. A WSN consists of wireless sensor nodes that
communicate with each other in a specific area and read environmental data such as
temperature, pressure, vibration, and air pollution. A node in a WSN includes a
microcontroller unit, a memory unit, a communication unit, an analog-to-digital
converter (ADC) unit, and a power supply unit. The sensors receive analog
information from their environments and convert it to digital data using ADC. The
data read by the sensors after processing based on application needs are sent to
communication infrastructures such as the Internet. 4G and LTE are
telecommunications standards in smartphones and data terminals used in wireless
networks. These technologies are available worldwide, even in underdeveloped
countries. These technologies are designed for applications that require
telecommunications, such as wide area networks (WANSs). In addition, 4G/5G
technologies are used as communication infrastructure to receive information from the
sensors to send commands to the actuators for specific purposes.



Information System and Smart City 2025, 5(1), 2334.

1.2. Smart city challenges

Although the smart city makes life easier, it faces various challenges. Figure 2
listed the main challenges in smart cities.
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Figure 2. Challenges faced by smart cities: Overview of various challenges that smart cities encounter, including
issues related to infrastructure, privacy, security, and governance.

Among the challenges of the smart cities, perhaps the challenge related to IT is
the most important. Due to the wide use of 10T in smart cities, the IT-based challenges
such as data security, are the most crucial challenges of smart cities. In traditional
smart cities, the data collected by 0T infrastructure is stored in the centralized server
systems. Central systems are exposed to various challenges including the disclosure
of important information due to data hacking, the single point of failure (SPoF), and
data loss [12]. In addition, in conventional centralized systems intrusion and data
manipulation are possible. Therefore, centralization challenges necessitate a paradigm
shift to decentralized data storage and management [13].

1.3. Blockchain-based solutions

The advent of blockchain technology has been primarily aimed at securing digital
documents. However, it is tied to the issue of Bitcoin. Bitcoin in the role of an
electronic cryptocurrency was introduced as a peer-to-peer (p2p) payment system on
the blockchain platform [14]. A blockchain is an immutable distributed ledger system
without central control, according to the National Institute of Standards and
Technology (NIST) definition [15]. Each node in the blockchain network keeps a copy
of the distributed ledger (or database). Blockchain technology uses a p2p network for
sharing distributed database. Due to blockchain attributes, it is a perfect solution to
overcome the IT challenges in the smart cities. Smart cities design incorporate
blockchain technology into urban infrastructure such as health care, cryptocurrency,
supply chain, banking, web services, cellular network, reputation, and electricity [16].
Blockchain technology provides a faster, more secure, and better experience for
generated data in smart cities. It can be used as an excellent tool to eliminate corruption
and inefficiency in the management and execution of smart city operations. Therefore,
compared to traditional online services that have normal security, blockchain becomes
a preferred option.

In this paper, a comprehensive review of Smart City loT-Based challenges and
Blockchain-based solutions is presented. The rest of the paper is organized as follows:
In Section 2, we describe blockchain technology. In Section 3, smart city loT-based
challenges and blockchain-based solutions are discussed and in Section 4, a
blockchain-based framework for smart cities is presented. In Section 5, literature
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review and related works are presented and finally, in the last Section, we summarize

and conclude the article.

In recent years, the rapid growth of urban populations has prompted cities to
explore advanced technological solutions to address complex challenges such as
traffic congestion, resource distribution, and governance. Smart city initiatives
leverage technologies like the Internet of Things (1oT) and blockchain to enhance
service delivery, promote efficiency, and facilitate citizen participation. As blockchain
technology gains traction, its potential to revolutionize city management and
operations is increasingly recognized.

However, a critical review of the existing literature reveals a research gap in
holistic frameworks that integrate blockchain with 10T in the context of smart cities.
Most existing models primarily focus on specific applications (such as energy
distribution, supply chain management, or security protocols) often neglecting the
interplay between different urban sectors and the broader implications for governance
and public engagement.

This paper proposes a comprehensive blockchain framework tailored for smart
cities, aiming to bridge this identified gap. The key contributions of the research
include:

1) Holistic Integration: By synthesizing various urban applications, the framework
facilitates interoperability between sectors, enhancing overall urban
management.

2) Citizen Empowerment: The framework introduces decentralized identity
management and engagement platforms, promoting transparency and
encouraging citizen participation in governance processes.

3) Adaptability and Scalability: Unlike traditional models, this framework offers
flexibility, allowing cities to customize solutions based on their unique
challenges and objectives.

By articulating these contributions, this research reinforces the potential of
blockchain technology to transform urban governance, emphasizing its role in
fostering innovation and public trust within smart cities.

2. Blockchain technology

2.1. Blockchain forming technologies

Blockchain is a system includes four essential technologies include; 1)
Distributed ledger, 2) consensus mechanism, 3) encryption algorithm, and 4) smart
contract [17]. Blockchain forming technologies and their benefits for the loT-based
applications in smart cities are briefly listed in Table 2 [18].
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Table 2. Blockchain technologies and their benefits for 10T applications: Summary
of various blockchain-forming technologies and the advantages they offer for
enhancing loT applications.

Blockchain technologies Benefits for loT-based applications

Enabling large transactions
1. Distributed Ledger Support 10T devices
A solution for data aggregation

Information management and integration

Support loT applications

Enabling agreement between the two parties to the transaction no
need to a third party (central authorities)

2. Consensus Mechanism

Ability to control the central power
3. Cryptography Algorithm Ensure transaction integrity
Change the direction of finance and business

Create more independence for IoT devices
4. Smart Contracts Ability to remove regulatory overhead
Ability to create a high level of cooperation and authority

2.1.1. Distributed ledger

Blockchain is a distributed ledger. A blockchain network includes a set of
“blocks” interconnected by a chain. In the blockchain network, blocks contain
encrypted transactions (data) [19,20]. Blockchain can provide an efficient platform for
data security and decentralized storage, using attributes such as distributed ledger
(database), decentralized consensus mechanism [21], smart contracts [22,23], and
security [24]. In blockchain, all transactions are stored in a p2p-distributed network
without the possibility of manipulation. Figure 3 shows the block structure in a
blockchain. Blockchain attributes are essential features that enhance network
reliability. In the following, we will explain how these attributes can help the smart
cities to overcome the IT challenges. To better understand the concept of blockchain,
we describe the structure of blocks which are the essential elements in a blockchain.
Each block contains data (transactions) that should be distributed on the network so
that the information is equally available to all nodes (i.e., distributed ledger). In
addition, each block includes some information known as a block header. Block
header includes the previous block header hash, the block creation date (timestamp),
the nonce, and the current block hash data. A “hash” is a code generated by a function,
known as the “hash function”. As an example, the “SHA256” is a hash function that
generates 256-bit hashes. To simplify the display of these codes and shorten the hash
length, they are displayed in hexadecimal with a size of 64 characters. The Merkel
Tree (MT) is used to store data securely, efficiently, and without tampering. MT allows
large-sized data to be securely authenticated. The root that is produced is called the
Merkel root (MR). Figure 3 shows how the MT root is formed. Each transaction is
hashed, and then the transactions are hashed in pairs to finally form the MT root. Any
change in the data blocks is reflected in Merkel’s root. MT is one of the hash-based
cryptographies used in blockchain technology. Utilizing the hierarchical nature of MT,
only one branch of a block is sufficient to authenticate the relevant transactions [25].
The nonce is an incremental counter that is added to block header information during
the generating, creating, and adding of a new block to the blockchain so that the new
block can hash the entire block information to obtain the desired hash value for the
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Block 1

current block. The nodes based on a “consensus” protocol must verify each transaction
in the blockchain [21]. Blocks and transactions created in the blockchain are
immutable. This has a significant security advantage for this technology that can
overcome the data security challenge in the smart cities.

Block n+1

Block header hash

Block header hash

|

Previous block header hash

Previous block header hash
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Figure 3. lllustration depicting the components and organization of a block within a blockchain network.

As shown in Figure 4, the workflow in the blockchain for joining a block to the
blockchain can be summarized in four steps, including 1) creating a block, 2)
broadcasting a block, 3) validating a block, and 4) adding a block to the blockchain [26].

« Block Creation
o D
. -
« Block Broadcasting '3{__ /'$
Step 2 ®
(D (D
« Block Validation CHTHD
Step 3 Q Q Q
« Block Addition ®_$_®
Step 4

Figure 4. Workflow in a typical blockchain: Diagram illustrating the process flow
and interactions within a standard blockchain system.

2.1.2. Consensus mechanism

The consensus mechanism is used to validate blocks. Different consensus
algorithms have been presented for various types of blockchains [22,27] . Proof of
work (PoW), proof of stack (PoS), proof of authority (PoA), and practical Byzantine
fault tolerance (PBFT) are some of the well-known consensus algorithms. Various
consensus algorithms have different attributes. PoW has a mechanism in which the
verification of the blocks is performed by the “miners”. Miners solve complex
cryptographic algorithms to validate and add new blocks to the blockchain. Large
blockchain networks use the PoW algorithm to validate blocks. The Bitcoin
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blockchain uses the PoW algorithm. The authentication time of each block in the
Bitcoin blockchain network is about 10 min [28]. In PoS [29], validation of the blocks
is performed based on the percentage of “stocks”. In PoS, transactions are not
authenticated by the “mining”. The validation process in PoS is less complex than PoW.
Ethereum as a cryptocurrency blockchain, uses PoS as a consensus algorithm [30]. In
PoA, private software is run on the network to confirm and add a new block to the
blockchain. In PBFT [31], if some nodes send invalid data to other nodes, the level of
trust in the network is decreased and there is no mechanism to correct it. In this
consensus algorithm, the goal is to reach an agreement to eliminate the errors caused
by sending invalid data through the network.

2.1.3. Encryption algorithm

Blockchain uses a method of cryptography called asymmetric cryptography.
Each blockchain user has two keys: A public key, and a private key. In a blockchain
network, the public key is used to present a unique address and the private key is used
to sign transactions. A user signs a transaction with a private key and broadcasts it to
the network. While the nodes in the network receive the signed transaction, they
validate it and announce it to the network. All of the network nodes were involved in
the transaction validation until they reached a collective agreement on the transaction
validation [32]. In each block, transactions have their own transaction identifications
(TIDs). It means each TID is an encrypted hash of the information kept in the block.
TIDs are hashed in pairs and creating a hash tree as shown in Figure 3 [33].

2.1.4. Smart contract

The smart contract is defined as a computer program that controls the transfer of
currency or assets in a blockchain network. It is the same as a regular contract between
two or more parties under certain conditions. The main difference between a
traditional contract and a smart contract is that the smart contract unlike the traditional
contract is more secure and infallible. In other words, the smart contract states the
terms of the contract and executes them alone. The smart contract is a completely
unbiased, smart, and completely accurate contract and there is no possibility of human
error in it.

3. Smart city loT-based challenges and blockchain-based solutions

Blockchain is the same as an operating system for a smart city [34]. An important
advantage of the blockchain is that a group of organizations is able to agree on a
particular activity. In this case there is no need for a third party. The agreement can be
recorded, secured, and shared with all of the blockchain users. Blockchain integrates
P2P networking and cryptographic techniques to support a shared distributed ledger
among a group of users or entities (such as organizations, companies, standalone
vehicles, smart devices, etc.). Therefore, all users involved in this agreement agree to
its content. All transactions in the network are secure and cannot be changed after
joining these transactions (data blocks) to the blockchain. In addition, based on the
blockchain attributes, traceable audit trails, measurable components, and access to
accurate information about transactions recorded in the chain can be provided.
Therefore, it enables accurate validation, tracking, and measurements. Various loT,
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fog, and cloud systems belonging to various organizations in a smart city can use
blockchain futures to build an acceptable level of trust between them and maintain the
accurate records of transactions. Smart city projects have become very popular, and
many cities such as Barcelona, Madrid, Amsterdam, and Manchester have active
planning smart city strategies [35]. Smart cities deal with a number of loT-based
challenges. Blockchain is a suitable option to overcome the loT-based challenges in
the smart cities. The smart cities l1oT-based challenges and blockchain-based solutions
are summarized in Figure 5. In this section, first discuss smart cities loT-based
challenges and then present the blockchain-based solutions as shown in Figure 5.

loT-based challenges and blockchain-based solutions

Chall ) Challenge: f Challenge:
s Centralized Non-Distributed
Security

Networking | Data

Solution: Solution: Solution:

Figure 5. 10T challenges in smart cities and blockchain solutions: Comparison of
loT-based challenges in smart cities and corresponding blockchain-based solutions.

3.1. Smart city loT-based challenges
3.1.1. Security

To improve urban management and public services, data mining needs to be
performed from big data aggregated by the smart city 10T devices. Therefore, data
integrity and reliability are of great importance because unauthorized alteration of data
can lead to catastrophic results.

3.1.2. Centralized networking

The complexity of applications and the number of 10T devices in smart cities are
increasing exponentially. Therefore, 10T networks as the leading information
technology produce a large amount of data. In the conventional centralized systems,
data set is aggregated on central servers. This increases the risk of loss of data due to
the SPoF problem. In addition, nodes, devices, or objects in loT-based data
aggregation networks in the smart city require a degree of flexibility to connect to or
go offline at any time according to their needs.

3.1.3. Non-distributed data

Citizens have a serious request for transparency, democracy, and participation in
urban affairs. Governments must therefore pass on specific information to citizens
such as the decision-making process, environmental data, and government data.
Sharing citizens’ data, organizational data, and IoT data can improve urban
management and decision-making. Conventional systems store data centrally due to
their centralized nature. In addition to the risks of data loss, this will not provide the
transparency required to review and track data. Conventional non-distributed systems,
therefore, cannot pursue transparency, democracy and public participation.
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3.2. Blockchain-based solutions
3.2.1. Cryptography and hashing

Data security in the blockchain is supplied using encryption and hashing. In this
case, data will be unchangeable and secure. All transactions are secured by digital
signatures. Transactions (data) blocks are securely interconnected via a one-way
encryption hash function. The input of a hash function is information of any length
while the output is a fixed-length string. In the hash function, any minor change in the
input represents a severe change in the output hash value. Therefore, the manipulation
of the data in each block represents a change in all subsequent blocks of the
blockchain. Therefore, data immutability through encryption and hashing is an
essential feature in blockchain that can meet the challenge of data security in
information technology in smart cities.

3.2.2. Decentralized and p2p networking

Using centralized systems for data aggregation is one of the issues related to the
10T challenge in smart cities. In centralized systems, transactions are validated through
a central process. Centrally trusted intermediaries by the central server reduce the
performance of the system and incur additional costs. In the blockchain network, there
is no need for a centralized system to control network activities.

3.2.3. Distributed ledger (database)
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Figure 6. Comparison of centralized and decentralized 10T systems; Visual
representation of the differences between centralized and decentralized architectures
in 10T systems.
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Before attaching a block to the blockchain, all network nodes try to validate the
block by implementing consensus algorithms to reach a collective agreement. All
nodes in the blockchain contribute to the decision-making process and democratize it.
Each node in the blockchain network is assigned an alias address that hides the identity
of the nodes. This is especially true for applications that require the identity of users
to be private. Because there is no SPoF in the blockchain network due to its distributed
and p2p structure, network security has increased. In addition, due to the availability
of distributed records of transactions (ledger or database) to all of the nodes,
transparency is kept in the blockchain system. Figure 6 shows a comparison between
a centralized system with a central database, and a blockchain-based system with a
decentralized structure and distributed ledger (database) from a data flow point of
view.

4. Blockchain-based framework for smart cities

Figure 7 shows a general view of a blockchain-based smart city. Various data
are collected from different 10T devices and sent to the 10T servers in a blockchain
network. In this case, the 10T servers act as nodes in a blockchain network. The data
aggregated on the 0T servers in a distributed blockchain-based network ensures the
security of data. The architecture is designed with flexibility to adapt to any application
in the smart city.

Although blockchain can be widely used in the smart city services, the essential
issue in this regard is the compatibility of these applications with the model provided
for various services in the smart city. Therefore, having simple design architecture can
be suitable for most fields of applications and services of smart cities with minimal
changes. This leads us to develop a modular architecture based on blockchain
technology. Modular architecture has the advantage of achieving any services from
smart cities. It can be achieved by making changes in some modules and leaving the
rest of the architecture intact. Therefore, it is necessary to define a specific framework
for blockchain-based smart city services. In blockchain-based modular framework
design, each specific application module can deal with specific application functions
such as application-related dashboards, application-related data processes,
implementation of algorithms, and processing of relevant user actions. The
blockchain-based framework with a modular architecture is shown in Figure 8. The
framework consists of four layers: 1) data aggregation and networking, 2) consensus,
3) data storage, and 4) application layer.

11
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Figure 8. Typical blockchain-based framework for smart cities; schematic
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4.1. Data aggregation and network layer

The information read by the sensor or other data-receiving equipment that
receives the required data from different environments and locations is aggregated and

12
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processed in this layer. It should be noted that this framework could execute and
process thousands of data transactions securely in local area networks (LANS) and
wide area networks (WANSs). Therefore, to use the full processing capability of this
framework, powerful IT infrastructures such as high-speed servers and clients and
gigabit speed are needed. This framework can be easily deployed on the IT
infrastructure in any smart city.

4.2. Consensus and incentive layer

The consensus and incentive layer is responsible for managing the application
data. In this layer, rules are set so that data changes can be made in accordance with
agreed rules and regulations, known as consensus. This layer parses the traded data of
the user, encrypts the data and packages it, and organizes the data to generate the
transaction block. In general, this layer coordinates user actions between the
application layer and the blockchain network.

4.3. Data storage layer

This layer is a key element for securing network data. In this layer, encrypted
transactions are stored securely. Users can view transactions. Data based on
cryptographic and hash features in the Chinese block is safe from tampering and their
compatibility with the original data is guaranteed. Because the data is stored as a
distributed general ledger, it needs to be synchronized at regular intervals while
updating the block record.

4.4. Application layer

This layer separates the various activities based on the required services and is
responsible for the infrastructure implementation technologies for connecting each
layer. This layer can be adjusted to meet the service level needs of most application
services provided by smart cities. The services of this platform can be hosted locally
with an internal server or any cloud platform, and the user can connect to the service
through a client-specific application or through a secure web browser via hypertext
transfer protocol secure (HTTPS). This layer ensures that only authenticated users are
allowed to access the application. User authentication can be done through various
methods such as biometric fingerprint sensors, retina scans, and one-time passwords
so that the user can connect to the application through the web.

Figure 9 shows the workflow of a typical blockchain-based platform in the loT
network [36]. Both technical infrastructure and user service framework are considered
in this platform. In the platform, the distributed ledger and smart contract are provided
to applications as services by the blockchain network. The application client has an
intuitive interface for submitting transaction proposals to the blockchain network. The
user can use this interface for services such as user registration, device registration and
task generation services provided by the blockchain network. After registration and
before a transaction can be sent on the network, a certificate must be provided to a
particular participant that contains the private keys to sign the transaction. A
transaction can be defined as a process of reading or writing data from the blockchain
ledger. In this platform, the device owner can send a transaction through the 10T server

13
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to register a new device or create a new task. Then the request sent to the server is
transferred to the blockchain network. In addition, the 10T server can transfer the task
request from the client to the device. In this case, the collected measurement data or
status changes are sent from the device in real time. Transactions of a physical device
associated with a specific owner can be sent directly to the blockchain network. The
measurement data is then added to the blockchain ledger and transactions are sent
directly to the blockchain network. With the help of the smart contract, according to
the network rules, the platform can generate a notification to warn the device owner if
necessary. This platform is an example of typical blockchain-based loT platforms that
can be used for smart city applications. Table 3 shows a summary of workflow
operations on this platform based on the process shown in Figure 9.
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Figure 9. System workflow of a typical loT-based blockchain: Flowchart illustrating
the operational processes and interactions within a typical 1oT-based blockchain
system.

Table 3. Description of platform workflow shown in Figure 9: Detailed explanation
of each step and component in the system workflow of the typical loT-based
blockchain depicted in Figure 9.

11 Enrollment

1.2 Certification

2 Device Registration

3 Generation Task

4.1 Task

4.2 Task Execution Result

4.3 Submit Sensing Data/Device Status

5 Store Sensing Data/Update Device Status
6 Event Notification
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5. Review literature

5.1. Research methodology

This investigation employed the PRISMA framework to shape the literature
review process, adopting a systematic and clear-cut method to pinpoint and assess
pertinent sources. The PRISMA approach was selected due to its organized
methodology, which facilitates an in-depth examination of the extensive research
surrounding 10T and blockchain. Although alternative methods were contemplated,
PRISMA’s thoroughness in overseeing the screening and categorization of intricate
literature makes it especially appropriate for exploring this field.

5.2. Data retrieval and source identification methodology

The methodology for researching the security of 10T devices through blockchain
integration is structured to guarantee a comprehensive and robust analysis. The
PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses)
framework was utilized as the foundation for our strategy. Recognized as the
benchmark for systematic reviews, PRISMA offers a systematic and transparent
framework for identifying, assessing, and synthesizing relevant research [37]. The
search commenced with a meticulous process across various academic databases, such
as Science Direct, Google Scholar, IEEE, and ACM. This extensive search approach
enabled us to gather a wide array of scholarly articles focused on loT security and
blockchain integration, while avoiding time limitations to ensure the inclusion of
pertinent literature.

5.3. Inclusion and exclusion criteria

The selection of keywords is vital to the search strategy. We thoughtfully curated
a list of keywords, including “loT security,” <“blockchain integration,”
“cybersecurity,” “smart devices,” and “distributed ledger technology.” These terms
were chosen to encapsulate the primary themes and ideas relevant to our research.
Titles that emerged during the search were evaluated against the criteria outlined in
the PRISMA checklist. Duplicate entries were eliminated using EndNote 21.1
reference management software. Articles passing the initial screening were further
examined based on their titles and abstracts. The study was meticulously structured
and executed in accordance with the systematic review and scoping guidelines,
following the PCC (population, context, and concept) framework. This framework
aids in systematically formulating research questions and identifying relevant
components, ensuring a thorough analysis.

In applying the search strategy, the titles and abstracts of the retrieved articles
were carefully evaluated against the predefined PRISMA criteria. Duplicate articles
were identified and removed to streamline the screening process. During the full-text
review, each article was evaluated for relevance, duplication, and accessibility. Only
English-language articles that fulfilled the inclusion criteria were selected for further
analysis. Journal statistics were reviewed to understand the distribution of relevant
literature across various publications, providing valuable context for the findings.
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Alongside the systematic review, a detailed analysis of existing literature was
conducted to pinpoint relevant studies on 10T security, blockchain integration, and
related domains. This dual approach offers a comprehensive evaluation of blockchain
technology’s role in securing 10T devices. Exclusion criteria were applied to maintain
the focus and integrity of the analysis. Articles with duplicate information, irrelevant
content, or those not directly associated with 10T security and blockchain integration
were excluded from the review. Additionally, sources such as case series, reports, brief
communications, and editorials were omitted from the final selection to uphold the
scientific rigor of the research. This methodical approach aimed to achieve a clear
understanding of how blockchain technology can secure 10T devices. By adhering to
established methodologies and guidelines, the objective was to generate precise,
trustworthy, and actionable research outcomes. The literature screening followed
PRISMA guidelines, ensuring a structured method for source selection and analysis,
with criteria including relevance to loT security and integration, publication dates, and
resource constraints in 10T environments. The discussion connects these insights to
practical 10T applications, emphasizing the pivotal role of blockchain in enhancing
data security and privacy across sectors like healthcare, supply chains, and smart cities.

5.4. Related works

A multitude of studies have explored the applications of blockchain technology
within the Internet of Things (10T) and smart cities. This section provides an overview
of some significant contributions to the field.

In their 2018 study, Khan and Salah delved into 10T network protocols and
identified critical security issues facing 10T systems. Their work classified these
concerns and examined various blockchain-based solutions, highlighting how
blockchain can enhance security by providing decentralized and tamper-resistant data
management.

Eckhoff and Wagner [38] emphasized the critical role of privacy in the context
of smart cities. They discussed the various applications of privacy-enhancing
technologies, detailing the challenges that arise and presenting advanced solutions
necessary for developing secure smart city infrastructures. Their findings underscore
the importance of safeguarding personal data against potential misuse.

In [39], the authors focused on the potential advantages and integration strategies
of blockchain technology with 10T systems. They investigated a range of loT
applications, outlining challenges such as scalability and interoperability, and
examined several blockchain platforms that could support these integrations. Their
work suggests ways to leverage blockchain capabilities to improve the reliability and
efficiency of 10T services.

Cui et al. [40] tackled issues of security and privacy specifically within smart
cities, assessing these challenges from a cybersecurity perspective. They discussed
various protective measures, drawing from technologies such as cryptography,
biometrics, and blockchain, to enhance the overall security landscape in urban
environments.

Researchers Fernandez-Caramés and Fraga-Lamas [41] introduced a blockchain
specifically optimized for 10T applications within smart cities, termed Blockchain-
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based 10T (BloT). This study explored how a dedicated blockchain solution could
address the unique requirements of 10T ecosystems while ensuring compatibility with
existing smart city infrastructures.

In [30], the authors engaged with several technical challenges related to
blockchain, including issues of forking, cryptographic protocols, networking
difficulties, layered architecture, consensus mechanisms, and overall security within a
blockchain network. Their examination provides a comprehensive understanding of
the complexities involved in implementing blockchain technology.

The study by Sookhak et al. [42] discussed the foundational structures supporting
smart cities, which they refer to as the four infrastructure pillars: social, economic,
institutional, and physical. In their analysis, they addressed privacy and security
challenges and proposed solutions, aiming to create a holistic framework for the
development of smart urban environments.

Wang et al. [12] conducted a thorough analysis of the smart contracts mechanism
present in popular blockchain platforms. They developed a six-tier framework that
outlines the lifecycle of smart contracts, discussing challenges, strategic plans, and
future development trends that could shape the use of smart contracts in IoT
applications. In their follow-up work, Wang et al. [43] investigated the security
vulnerabilities associated with smart contracts and proposed related solutions, further
solidifying the understanding of risks involved in deploying such technologies.

Alladi et al. [44] examined various blockchain applications specifically in the
context of the Industrial 10T (110T). Their research not only highlighted the potential
benefits but also addressed the challenges and unresolved issues that remain in the
field, creating a pathway for future exploration.

Xie et al. [45] explored the application of blockchain across multiple smart areas
within smart cities, discussing associated challenges. Their work sheds light on the diverse
potential of blockchain to facilitate innovation in urban services while acknowledging the
hurdles to full implementation. In the study conducted by Ali et al. [46], researchers
comprehensively analyzed challenges related to privacy, untrustworthy architectures,
security concerns, identity management, and data management within decentralized,
blockchain-based loT environments. They offered insights and orientations to address
these complex challenges, setting the stage for further advancements in decentralized
loT.

Ferrag et al. [33] studied different blockchain protocols applicable to loT and
presented various threat models specifically designed for blockchain-based loT
systems. Their work contributed invaluable knowledge to understanding how to
protect 10T systems integrating blockchain. In [47], the authors provided a detailed
exposition of security requirements for both IoT and IloT systems, arguing that
blockchain could play a pivotal role in enhancing security measures within these
environments, thus facilitating broader acceptance and implementation.

Chen et al. [48] examined blockchain’s role as a trusted technology, analyzing its
capacity as a secure platform, access control mechanism, and automated payment
facilitator in 10T ecosystems. They emphasized how blockchain can transform IoT
applications by providing a secure and reliable environment for data exchange. Dadin
et al. [49] investigated the applications of blockchain within various sectors, including
e-health, smart cities, smart transportation, and smart industries. They provided
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insights into how blockchain can enhance 10T, cloud 0T, and fog 10T infrastructures,
illustrating its transformative potential in these domains.

Uzbek et al. [50] focused on the intersection of 10T and blockchain in healthcare,
addressing specific challenges and solutions related to blockchain-based IoT
deployments within the health sector. They highlighted critical issues, such as the
constraints of 0T devices concerning computational and storage capacities compared
to the high-resource requirements of blockchain technology.

Saxena et al. [51] offered an in-depth discussion on the security improvements
that blockchain can bring to 10T systems. They also addressed the challenges that
emerge from integrating these technologies, emphasizing the need for a balanced
approach to harnessing the benefits while managing the complexities. In [52], the
authors evaluated essential considerations and concepts surrounding blockchain
technology. They provided a detailed assessment of potential security threats and the
solutions that could mitigate such risks, contributing to a better understanding of the
security landscape in blockchain applications.

Additionally, numerous surveys have been conducted relating to the applications
of 1oT and smart cities, covering areas such as healthcare, transportation, agriculture,
smart grids, smart homes, and supply chains. The most relevant surveys to the topic
of this paper are summarized in Table 4.

Table 4. Summary of surveys and reviews on blockchain applications in loT-based smart cities: Overview of key
findings and insights from various surveys and reviews discussing the role of blockchain technology in enhancing loT
applications within smart cities.

Ref. Year Scope Description
[53] 2017 Smart grid Review of blockchain- based microgrid systems.
[54] 2018 Smart grid Review of p2p electricity energy trading markets.
[55] 2018 Smart home Discussion about blockchain-based 10T integration, analysis of the utility of blockchain-based methods and
technologies in 10T system.
[56] 2019 Smart city Review of security and privacy issues of blockchain in smart cities applications.
[57] 2019 Smart cit Review of blockchain applications in smart cities such as 10T, supply chain, healthcare, business, education, data
y management, and privacy.
[58] 2019 Smart city Review of the main blockchain-based applications.
mart city eview of blockchain architecture concepts and its applications in 10T , healthcare, and business.
59] 2019 S i Revi f blockchai hi di lications in 10T , health d busi
[60] 2019 Smart city Review of the blockchain-based applications in smart cities.
[61] 2019 healthcare Review of the blockchain-based solutions for the healthcare challenges and limitations.
Review of the blockchain-based healthcare applications and categorised them to data management, supply chain
[62] 2019 healthcare management, and internet of medical things (IoMT).
A review about the application of blockchain in healthcare and categorised the study to the problems, solutions,
[63] 2019 healthcare and security.
A classified reviewed to six use cases including electronic record of health-related (EMR) information
[64] 2019 healthcare management, pharmaceutical supply chain, biomedical research, remote patient monitoring, health insurance, and
health data analytics.
[65] 2019 Transportation Review of the lightweight security for blockchain—based vehicular ad hoc network ( VANET).
. Review of the blockchain-based applications and discussion about using smart contracts in the supply chain
[66] 2019 Supply chain management (SCM).
[67] 2019 Supply chain  Discussion about the complexity of the international trading process, electronic trading, validation, and SCM.
[68] 2019 Supply chain  Discussion about application of blockchain in SCM and its future challenges.

18



Information System and Smart City 2025, 5(1), 2334.

Table 4. (Continued).

Ref. Year Scope Description
[69] 2019 Smart grid Reviews of the blockchain-based application in the energy projects and startups.
[70] 2019 Smart grid Review of the blockchain-based point-to-point microgrid networks.
[71] 2020 Smart city Review of the distributed ledgers and blockchain for some special applications of smart cities.
[72] 2020 healthcare Review of the blockchain-based IoT for healthcare.
[73] 2020 healthcare Rewevy of the block_chal_n technology, start-up involved in blockchain-based healthcare solutions and review the
potential research directions.
[74] 2020 healthcare Review of the requirements of healthcare systems, blockchain attributes, applications and constraints.
[75] 2020 healthcare Review of the requirements of the healthcare systems, review of the blockchain, and research directions.
[76] 2020 Transportation Review on the blockchain applications in 1oV among the three blockchain layers: application, perception, and
networking.
[77] 2020 smart Review of the loT-based blockchain for agriculture, opportunities in food safety, supply chain, and discussion
agriculture about various patterns loT-based agriculture.
[78] 2020 smart Review of the blockchain-based applications in agricultural insurance, smart agriculture, food supply chains, and
agriculture agricultural e-commerce.
[79] 2020 smart Review of the blockchain technology, applications classification, blockchain-based platforms, and compare them,
agriculture reviews blockchain-based agricultural methods, and investigate their challenges.
[80] 2020 smart Review of the security classification, access control, privacy solutions and consensus mechanisms in smart
agriculture agriculture.
Review of the blockchain-based solutions according to the type of the blockchain, categorized solutions based on
[81] 2020 Supply chain the agriculture sector and products, investigate commercial solutions and discussion on future blockchain
challenges.
. Review of supply chain studies and classified them based on the type of their approaches, discusses adoption
[82] 2020 Supply chain barriers, challenges and utilities for manufacturers.
Review of the blockchain-based supply chain studies from 2016 to January 2020 and classified them into
[83] 2020 Supply chain theoretical sense making, conceptualizing and testing blockchain applications, digital supply chain management
(SCM), the design of blockchain applications, and framing blockchain in supply chains.
[84] 2020 Smart grid Survey on the blockchain-based application in smart grid.
[85] 2020 Smart grid Su_rvey of bIockc_ham-based approaches for energy s_ectors such as decentralized storage and control in a power
grid, P2P marketing in smart grid, and electrical vehicle.
[86] 2020 Smart grid Survey of the blockchain-based cybersecurity architectures and techniques in the smart grid.
Discussion about blockchain-based smart home, investigation of two blockchain-based case studies, smart home
[87] 2020 Smarthome  energy marketing in smart grids, and smart home data sharing. Investigate main challenges such as security and
privacy, data collection and sharing, data analytics, and latency in smart home blockchain-based application.
[88] 2020 Smart home Rev_lew of the blc_)ck_chaln-based 10T solutions in power systems, especially in the distribution level, residential
section, smart buildings, smart homes, and energy hubs schemes.
[89] 2020 Smart home Review of the security and privacy challenges in 10T layers and discussion about blockchain-based loT
framework.
[90] 2021 Transportation Analyzing the blockchain-based Internet of vehicles (IoV) for security, trust, privacy, architecture, certificate
management, data management, and data monetization.
[91] 2021 Transportation Dlscysswn about blockchain-based intelligent transportation system (ITS) for security, privacy, and trust
requirements.
[92] 2022 Smart home Discussion about blockchain-based Industry 4.0 applications, security and privacy requirements, attacks on

blockchain networks, and investigation of the industrial blockchain-based applications .

6. Conclusion

Rapid population growth along with the rapid trend of urbanization has
endangered the environmental and economic sustainability of cities. To address these
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concerns, the concept of the “smart city” has been proposed. In the smart city, loT is
used in a smart way to create a sustainable urban environment and improve the QoL.
However, smart cities face some loT-based challenges such as SPoF, data security,
and lack of transparency. Blockchain technology due to its features such as
cryptography and distributed ledger/database, can address loT-based challenges in
smart cities. In this paper, we present a comprehensive review of the blockchain-based
solutions for overcoming the loT-based challenges in the smart cities.

Conflict of interest: The authors declare no conflict of interest.
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