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Plant leaf disease classification using FractalNet 

Hmidi Alaeddine1,*, Malek Jihene1,2 

1 Laboratory of Electronics and Microelectronics, LR99ES30, Faculty of Sciences of Monastir, Monastir University, Monastir 5000, Tunisia 
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Abstract: In this work, an effort is made to apply the FractalNet model in the field of plant 

disease classification. The proposed model was trained and tested using a “PlantVillage” plant 

disease image dataset using a central processing unit (CPU) environment for 300 epochs. It 

produced an average classification accuracy of 99.9632% on the test dataset. The experimental 

results demonstrate the efficiency of the proposed model and show that the model achieved the 

highest values compared to other deep learning models in the PlantVillage datasets. 

Keywords: FractalNet; convolution neural network; plant village; plant leaf disease 

1. Introduction

Diseases, insects and nutrient deficiencies are the most common threats to crop
growth, negatively affecting total crop production and the farmer's net profit. 
Diagnosis and treatment of diseases and application of fertilizers play an important 
role in reducing yield loss. 

Therefore, accurate and early disease detection is necessary as it is among the 
best possible solutions for early disease control and improved crop performance as 
well as avoiding unnecessary waste of financial resources. 

Conventional disease detection is not feasible for all cultivated fields and all 
farmers. This requires finding suitable human experts to diagnose and treat diseases, 
which takes time and money. 

Hence the need for an intelligent system capable of automatically classifying and 
diagnosing plant diseases to overcome the difficulties of the traditional approach. 

Today, with the activation and application of artificial intelligence in the field of 
agriculture and food security, many deep learning (DL) models have been used, and 
many models of deep learning methods have been proposed to detect and classify plant 
diseases. 

In the research that follows, we present our approach to the challenge with two 
objectives. The first objective is to study and determine the relevance of the FractalNet 
for the task of classifying plant diseases. The second goal is to get the lowest possible 
error on a set of PlantVillage test images. It should be noted that no study has 
attempted to address this aspect before, as this is the first work that addresses the field 
of plant leaf disease classification using FractalNets. 

The main contributions of this research are: 

 We applied for the first time the FractalNet model on the PlantVillage database
for the classification of plant diseases.

 We present a detailed experimental study of the FractalNet for the plant disease

classification task on a set of PlantVillage test images.
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 Finally, we show that the application of FractalNet allows to obtain state-of-the-
art results on the PlantVillage dataset considerably improving the accuracy.
The rest of this work is organized as follows: In section 2, an overview of related

works is given. Section 3 describes the database. In section 4, the data preparation, 
proposed model and implementation details were presented. Experimental evaluations 
and comparative analysis are presented and discussed in section 5. Advantage and 
future work are reported in section 6. The work is concluded in the last section. 

2. Related works

Recent developments in artificial intelligence techniques enable the effective 
identification of many diseases and pest attacks in precision agriculture. This 
investigation deals with modern artificial intelligence approaches for the detection of 
plant diseases. 

For the detection of rice plant diseases, Lu er al. [1] proposed a new method for 
identifying rice diseases. The model is able to identify ten rice diseases. Chen et al. [2] 
trained a model called DENSINCEP based on deep transfer learning. 

Sun et al. [3] have developed an improved CNN that offers a test accuracy 
equivalent to 99.35%. Mohanty et al. [4] classified plant diseases using CNN models 
such as AlexNet and GoogLeNet. Too et al. [5] exploited CNN models such as 
ResNet50, VGG16, ResNet101, Resnet152, Inception V4 and DenseNets 121. Atila et 
al. [6] proposed an EfficientNet deep learning architecture for plant disease 
classification. Performance is compared to other CNN models such as AlexNet, 
VGG16 and ResNet50. 

An effort is made by Alaeddine and Jihene [7] to apply the Wide Residual 
Networks model in the field of plant disease classification. Moreover, they have 
proposed DbneAlexnet in the study of Alaeddine and Jihene [8]. 

The literature review shows that most of the work in the literature exploits the 
PlantVillage dataset and performs disease classification of a particular plant or 
multiple plants [9–14]. Moreover, the literature review recognized that residual and 
dense convolutional neural networks performed better than other transfer learning 
techniques in plant disease detection [15]. Transfer learning techniques can lead to 
negative transfer and overfitting issues when using the architecture and weights of 
pretrained models for new applications. In addition, the study of the literature shows 
the importance of data augmentation for classification algorithms. 

From these literatures, we consider all these previous approaches and the 
experiments already performed to determine the best deep learning model a new 
approach in order to obtain better accuracy on the PlantVillage dataset. In this context, 
we adapted the FractalNet model on the PlantVillage database for the classification of 
plant diseases. 

3. PlantVillage database

The PlantVillage database is introduced by Hughes et al. [16] to enable the
development of mobile diagnostics of diseases It consists of 61,486 images of healthy 
and unhealthy leaves classified into 38 groups by type and disease. The PlantVillage 
dataset was created with six different augmentation techniques to create more diverse 
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datasets with different background conditions. The augmentations used in this process 
were scaling, rotation, noise injection, gamma correction, image flip, and PCA color 
augmentation. 

The images in the database are colored and have different sizes that are why the 
images have been resized to 227 × 227, which is the default size accepted by the model. 
Examples of some plant diseases are shown in Figure 1. 

Figure 1. Some of the plant diseases in the PlantVillage dataset. 

4. Materials and methods

The implementation steps of the proposed plant disease detection model are
categorized into two phases. The implementation of the proposed model started with 
data preparation. The data preparation phase focuses on augmenting the data. The 
model training phase includes the design and training processes. 

4.1. Data reparation 

Implementing a deep learning algorithm starts with the data preparation phase. It 
includes data collection, data augmentation, and pre-processing steps. Some classes in 
the original dataset have fewer samples. On the other hand, some classes have more 
images. The difference sometimes reaches two thousand images. The number of 
samples must be equal in each class in order to increase the performance of the 
classification algorithms. Data augmentation techniques were used to increase the 
number of samples without the need to collect new data. Cropping, scaling, flipping, 
rotating, filling, affine transforming and tinting techniques were used to produce 
augmented images on the dataset. After data augmentation, the database was split for 
the training, validation and testing process. 

4.2. FractalNet 

FractalNet is introduced by Larsson et al. [17]. It is described as a type of 
convolutional neural network that avoids residual connections in favor of a “fractal” 
design. They involve the repeated application of a simple expansion rule to generate 
deep networks whose structural arrangements are precisely truncated fractals. These 
networks contain interactive subpaths of varying lengths, but do not include any direct 
or residual connections; each internal signal is transformed by a filter and a non-
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linearity before being seen by the following layers. 

4.2.1. FractalNet architecture 

For the base case, f1(z) is the convolutional layer: 

𝑓ଵ(𝑧) = conv(𝑧) 
After that, the recursive fractals are: 

𝑓஼ାଵ(𝑧) = [(𝑓௖  °
 𝑓௖)(𝑧)] ⊕ [conv(𝑧)] 

where C denotes the number of columns as shown in Figure 2b. The number of 

convolutional layers at the deepest path of a single block is equivalent to 2(஼ିଵ). For 
a number of columns C = 4, the number of convolutional layers is equivalent to 

2(ସିଵ) = 2ଷ = 8 layers. 
For the joining layer in green color, the elemental mean is calculated. It is not 

concatenation or addition. 
For 5 blocks (B = 5) cascaded like FractalNet as shown in Figure 2c, the number 

of deepest-path convolutional layers in the entire network is 𝐵 × 2(஼ିଵ) , i.e., 

5 × 2(ସିଵ) = 5 × 2ଷ = 5 × 8 = 40 layers. 
A layer of 2 × 2 maximum pooling is performed between every two blocks to 

reduce the size of feature maps. Batch Normalization layers and ReLU activation 
functions are used after each convolution. 

(a) (b) (c) 

Figure 2. (a) fractal architecture: a simple fractal expansion; (b) recursive stacking 
of the fractal expansion in one block; (c) 5 cascading blocks like FractalNet [17]. 

4.2.2. Architecture of training models 

For FractalNet-34, we use the same first and last layer as ResNet-34 [18], the 
middle of the network consists of 4 blocks (B = 4) and 4 columns (C = 4). We define 
the number of filter channels in blocks 1 to 4 as 128, 256, 512, 1024. 

4.3. Implementation details 

We formed our configurations using a ‘‘Root Mean Square Propagation 
Algorithm’’ with a batch size equivalent to 32 and a weight decrease of 0.0001. 
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The learning rate was initialized to 0.01 and divided by 10 twice before the end. 
We formed the network for about 300 cycles at most in a central processing unit 
(CPU). There was no significant change in performance after reaching 300 epochs. 
The python algorithm based on the deep learning library “Keras” to classify and 
recognize images provides the implementation of the CPU. 

5. Results and discussion

5.1. The performances of FractalNet-34 

Classification accuracy, precision, recall, and F1 score are the standard measures 
to assess the overall performance of classification techniques. FractalNet-34 
performance is shown in Table 1: 

Table 1. Performance of FractalNet-34. 

Model Accuracy Precision Sensitivity F1-score Specificity 

FractalNet-34 99.9632 98.92 98.98 98.95 98.11 

5.2. Discussions 

The main objective of this work is to examine and evaluate the success of the 
FractalNet-34 model in the classification of plant diseases and to compare the 
performances obtained with models from the literature. This section deals with the 
performance of the proposed FractalNet-34 model in the classification of plant 
diseases. Furthermore, it compares the proposed model with other state-of-the-art deep 
learning models and techniques. A comparison with the results of different studies and 
works is presented in Table 2. 

Table 2. PlantVillage test accuracy. 

Ref. Method Precision (%) 

[4] GoogleNet 99.35 

[5] DenseNets-121 99.75 

[6] EfficientNet B5 98.42 

[7] 

WRN-22-2 99.9394 

WRN-28-10 (dropout) 99.9611 

WRN-40-2 99.9533 

[19] Hybrid principal component analysis 59.1 

[20] Dilated TL and ensemble learning 99.10 

Our FractalNet 99.9632 

The experimental results demonstrate the effectiveness of the proposed 
contribution. Moreover, they show that the proposed model offers better results in 
terms of classification accuracy than the various other models. 

6. Advantages and future work

The proposed model offers an interesting test precision compared to the various
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works reported in the literature. The importance of the exploited model also lies in its 
repetitive and homogeneous structure which makes it very suitable and compatible for 
integration into embedded system applications. In future work, it is planned to extend 
and augment the PlantVillage dataset artificially by increasing the number of classes. 
This will contribute to the development of models and architectures capable of 
achieving more precise and interesting accuracies. 

7. Conclusion

The automatic detection and classification of plant diseases is a crucial process
in agriculture. This work applied a new deep convolutional neural network for the 
classification of common diseases in different plants. In this work, some recent image 
augmentation techniques were used to prepare the proposed dataset for model training. 
The training process was performed on a CPU for up to 300 training epochs. The 
classification accuracy of the proposed model was 99.9632%. 

Author contributions: Conceptualization, HA and MJ; methodology, HA; software, 
HA; validation, HA; formal analysis, HA; investigation, HA; resources, HA; data 
curation, HA; writing—original draft preparation, HA; writing—review and editing, 
HA; visualization, HA; supervision, HA and MJ; project administration, HA; funding 
acquisition, HA. All authors have read and agreed to the published version of the 
manuscript. 
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vision transformers 

Mohan Bhandari1,*, Sushant Shrestha2, Utsab Karki2, Santosh Adhikari2, Rajan Gaihre2 

1 Department of Science and Technology, Samriddhi College, Lokanthali, Bhaktapur 44800, Nepal 
2 Department of Computer Engineering, Kantipur Engineering College, Dhapakhel, Lalitpur 44700, Nepal 

* Corresponding author: Mohan Bhandari, mail2mohanbhandari@gmail.com

Abstract: Deepfake technology, which uses artificial intelligence to create and manipulate 

realistic synthetic media, poses a serious threat to the trustworthiness and integrity of digital 

content. Deepfakes can be used to generate, swap, or modify faces in videos, altering the 

appearance, identity, or expression of individuals. This study presents an approach for 

deepfake detection, based on a convolutional vision transformer (CViT), a hybrid model that 

combines convolutional neural networks (CNNs) and vision transformers (ViTs). The 

proposed study uses a 20-layer CNN to extract learnable features from face images, and a 

ViT to classify them into real or fake categories. The study also employs MTCNN, a multi-

task cascaded network, to detect and align faces in videos, improving the accuracy and 

efficiency of the face extraction process. The method is assessed using the FaceForensics++ 

dataset, which comprises 15,800 images sourced from 1600 videos. With an 80:10:10 split 

ratio, the experimental results show that the proposed method achieves an accuracy of 92.5% 

and an AUC of 0.91. We use Gradient-Weighted Class Activation Mapping (Grad-CAM) 

visualization that highlights distinctive image regions used for making a decision. The 

proposed method demonstrates a high capability of detecting and distinguishing between 

genuine and manipulated videos, contributing to the enhancement of media authenticity and 

security. 

Keywords: face detection; machine learning; vision transformer; convolution neural 

networks; Grad-CAM 

1. Introduction

Technologies for altering images and videos are developing rapidly. The rise of
fake technology has gained significant attention in recent years due to its ability to 
generate highly realistic, manipulated media. The different techniques and technical 
expertise needed to create and manipulate digital content are also easily accessible, 
as there is abundant reading material on the internet [1]. Currently, it is possible to 
seamlessly generate hyper-realistic digital images with a few resources and easy-to-
follow instructions available online [2]. Deepfake is a technique that aims to replace 
the face of a targeted person with the face of someone else in a video. It is created by 
splicing the synthesized face region into the original image. The term can also mean 
to represent the final output of a hyper-realistic video created. Deepfakes can be used 
for the creation of hyper-realistic Computer-generated imagery (CGI), Virtual 
Reality (VR), Augmented Reality (AR), Education, Animation, Arts, and Cinema. 
However, since Deepfakes are deceptive, they can also be used for malicious 
purposes [3]. Deepfake detection is the task of identifying and exposing digital 
falsifications of images, video, and audio that are created with machine learning 
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techniques [4]. This task poses a formidable challenge to privacy, democracy, and 
national security, as deepfakes can be used to manipulate public opinion, deceive 
voters, undermine trust in institutions, exacerbate social divisions, endanger public 
safety, disrupt international relations, and jeopardize national security. Detecting 
deepfakes is not only technically difficult but also socially and legally complex. 
Technical solutions, such as forensic analysis, digital watermarking, and immutable 
authentication trails, face limitations in accuracy, scalability, and usability [5]. Social 
and legal solutions, such as media literacy, platform regulation, and legal liability 
face trade-offs between free expression, privacy, and accountability. Moreover, 
deepfake creators can adapt to detection methods and exploit cognitive biases that 
make people susceptible to believing and spreading false information. Therefore, 
deepfake detection requires a multidisciplinary and collaborative approach that 
balances the benefits and harms of deepfake technology [6]. 

The challenge of deepfake detection is the diversity and complexity of deepfake 
generation methods. There are various types of deepfake techniques, such as face 
swapping, face reenactment, lip-syncing, voice cloning, and text generation [7]. Each 
of these techniques requires different approaches and models to create and 
manipulate digital content. Moreover, the quality and realism of fake media vary 
depending on the data, algorithms, and parameters used for the generation process. 
Therefore, it is difficult to design a universal and effective deep fake detector that 
can handle all kinds of deep fake scenarios. 

In this study, we propose to leverage the power of convolutional vision 
transformer (CViT) to develop a comprehensive and robust deepfake detection 
framework that can adapt to different types of deepfake techniques and media. By 
utilizing the capabilities of CViT and focusing on the inconsistency in pixel-level 
details, we aim to address the disadvantages of deepfake technology and provide a 
robust defense against its malicious usage. This study strives to contribute to the 
development of advanced deepfake detection techniques, enhancing the security and 
integrity of digital media in an increasingly vulnerable landscape [7]. 

2. Literature review

In “Deepfakes Detection with Automatic Face Weighting”, Montserrat et al. [8]
proposed a novel method utilizing convolutional neural networks (CNNs) and 
recurrent neural networks (RNNs) to detect deepfakes. This approach extracts visual 
and temporal features from facial regions in videos for effective manipulation 
identification. The study uses the Deepfake Detection Challenge (DFDC) dataset, 
comprising over 100,000 videos with various facial modifications. The method 
employs CNNs and RNNs to detect and localize manipulated faces, showing 
competitive performance against existing techniques. It can handle videos with 
multiple faces, varying quality, and different manipulation methods, and provides a 
confidence score for each face region. The reported accuracy is 92.61% in detecting 
forgeries. However, the method struggles with highly realistic manipulations in 
blurry or low-quality images and does not incorporate audio information, which 
could enhance detection performance. In “MesoNet: A Compact Facial Video 
Forgery Detection Network,” Afchar et al. [9] present an efficient method for 
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detecting manipulated faces in videos, focusing on Deepfake and Face2Face 
techniques. They utilize two datasets: the Deepfake dataset, with 175 forged videos 
and frames extracted and aligned, and the FaceForensics-based Face2Face dataset, 
with over a thousand videos. Training and testing sets include 5111 forged and 7250 
real images, 2889 forged and 4259 real images, respectively, for Deepfake; and 300 
training and 150 testing videos for Face2Face. Traditional image analysis methods 
fail for videos due to compression issues, prompting the authors to propose two deep 
learning networks with few layers to analyze key features, achieving over 98% 
accuracy for Deepfake and 95% for Face2Face. 

Wodajo et al. [3] proposed a CViT for detecting Deepfakes, integrating a CNN 
with a ViT. The CNN extracts learnable features, which the ViT then processes 
using an attention mechanism for categorization. Trained on the DeepFake Detection 
Challenge (DFDC) dataset, their model achieves 95.8% accuracy, an AUC of 99.30, 
and a loss value of 0.32. The key contribution is the integration of a CNN module 
into the ViT architecture, resulting in competitive performance on the DFDC dataset. 
This combination leverages the strengths of both CNNs and ViTs, enhancing feature 
extraction and classification accuracy in Deepfake detection. 

Ha et al. [10] introduced a robust DeepFake detection method that combines 
ViT and CNN models. Experiments showed that the ViT model excels at processing 
side faces and low-quality videos. The method, which integrates the ResNeSt269 
model with the DeiT model using a weighted majority voting ensemble approach, 
achieved a 97.66% accuracy, surpassing the 96.78% accuracy of the current state-of-
the-art model in the DFDC. Additionally, when tested on a completely different 
dataset, the method demonstrated robustness and over 10% higher accuracy 
compared to the CNN model, thanks to ViT’s high generalization performance. 

3. Materials and methodology

Face extraction using MTCNN and data augmentation are performed on the
extracted face images. CViT combines CNNs for feature learning and ViTs for deep 
fake detection. CViT processes standardized face images (224 × 224 RGB), splitting 
them into patches for analysis. Utilizing the features from CNNs and ViTs, CViT 
accurately detects deepfake manipulation within face images. The entire process of 
the study is shown in Figure 1. 

Figure 1. Methodology. 

10



Computing and Artificial Intelligence 2024, 2(2), 1409. 

3.1. Dataset 

FaceForensics++ [11] has 15,800 images extracted from 1,600 videos. The 
dataset is divided into training (72.38%, 11,448 images: 5835 fake, 5613 real), 
testing (19.62%, 3,103 images with a similar fake-real distribution), and validation 
(7.94%, 1252 images, evenly split between fake and real). 

3.2. Preprocessing component 

The preprocessing component plays a crucial role in preparing input data for the 
model. It consists of two key processes: face extraction and data augmentation. The 
face extraction component identifies and extracts faces from video frames, focusing 
the analysis on facial features. This step is vital, given that deepfakes often involve 
manipulations in this particular region. On the other hand, data augmentation 
enhances the model’s ability to generalize by diversifying the training dataset. This 
involves applying random transformations like rotation, scaling, flipping, and 
sharpening to face images. To illustrate, the face extraction process outputs images 
in a standardized 224 × 224 RGB format. Simultaneously, data augmentation creates 
additional training samples with slightly modified versions of the original data. 
Figure 2a is an example of some of the frames. After obtaining the frames (224 × 
224 RGB) as shown in Figure 2b, we calculated the facial region which is 
performed with the help of the MTCNN. After the face region has been obtained 
further processing and normalization are performed and the Figure 3 are the images 
obtained after the normalization. 

(a) (b) 

Figure 2. Frames and detection of face. (a) Frames in video; (b) Detection of face. 

Figure 3. After normalization. 

3.3. Multi-task cascaded convolutional neural networks 

 The Multi-task Cascaded Convolutional Neural Network 
(MTCNN) algorithm used to detect face and face landmarks, works in three 

steps and uses one neural network for each process. The initial part is a proposal 
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network that will predict potential face positions and their bounding boxes just like 
an attention network in Faster R-CNN. The result of this process is a large number of 
face detection sandlots of false detections. The second part uses images and outputs 
of the first prediction, thus making a refinement of the result to eliminate most of the 
false detections and aggregate bounding boxes. The last part refines the predictions 
and adds facial landmarks predictions in the original MTCNN implementation. 
Experimental results have always demonstrated that while keeping the reliability of 
real-time performance, this method consistently outperforms the sophisticated 
conventional methods across most of the challenging benchmarks. This better 
performance for real-time is of great importance in a surveillance system [12]. The 
equations involved in the MTCNN algorithm are shown in Equations (1)–(3). 

B = sigmoid (f1(x, y, w, h)) (1)
where B represents the bounding box coordinates, (x,y) are the coordinates of the 
top-left corner, (w, h) are the width and height of the bounding box, and f1 is the 
neural network function. 

ΔB = f2(B, I) (2)
where ΔB represents the refined bounding box coordinates based on the initial 
bounding box B and the input image I, and f2 is the neural network function. 

(P, L) = f3(B, I) (3)
where P represents the facial landmarks and L represents the probability of the face 
being real, and f3 is the neural network function. 

3.4. Feature selection using CNN 

Feature Learning (FL) is important in CNNs, especially for face recognition. It 
involves using blocks with convolutional layers to extract features from input face 
data. The features include the two eyes, nose, and the two sides of the mouth. These 
features are gradually learned and used as building blocks for higher-level analysis in 
the model. FL transforms raw data into meaningful representations, enabling more 
advanced processing in the neural network. 

3.5. Vision transformer 

The Vision Transformer (VT) within the CVIT framework is a key component 
that adapts transformer architecture, originally developed for natural language 
processing, to computer vision tasks. It processes learned features from the Feature 
Learning (FL) stage using self-attention, capturing global context information to 
understand relationships across different parts of the face. Following this, the MLP 
head, comprising fully connected layers and activation functions, refines these 
features for classification, distinguishing between real and fake inputs. The soft max 
function then assigns class probabilities based on raw scores from the MLP head, 
aiding in the final classification decision. The transformer encoder, meanwhile, 
handles linear projections of flattened patches from the Vision Transformer, refining 
features further by combining local and global information. These refined features 
are then fed into the MLP head for classification, enhancing the model’s predictive 
accuracy and robustness. Additionally, the validation component assesses the 
model’s performance on unseen data, incorporating FL and VT stages but operating 
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on a separate validation dataset to ensure an unbiased evaluation of the model’s 
generalization capabilities. 

3.6. Grad-CAM 

Grad-CAM calculates the gradient of a differentiable output, such as class score, 
in relation to the convolutional features of a selected layer. Grad-CAM is most 
commonly employed for image classification tasks, but may also be utilized for 
semantic segmentation. The soft max layer of the proposed model outputs a score for 
each class for each pixel to aid in semantic segmentation. For a particular class C 
with N number of pixels and AK as a feature map, Grad-CAM mapping is explained 
in Equation (4) [13]. 

𝑀௖ = 𝑅𝑒𝐿𝑈∑ ∝௖
௄ 𝐴௄௄  (4)
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಼ )௜,௝  (5)

3.7. Real time implementation 

During testing, the user uploads the video, and after face extraction, the 
extracted features are loaded with our CViT model. Leveraging the validated model, 
this component aims to predict the authenticity of new content, such as videos or 
frames, by determining whether they are real or fake. During testing, a predefined 
threshold of 0.5 is established to serve as the decision boundary. It gives the 
prediction score which if it is less than 0.5 is a real video otherwise it is a fake video. 

4. Experiments and analysis

The experiment is conducted using Python language with Intel(R) Core (TM)
i5-13500H CPU, windows 11 operating system, with 8 GB RAM. 

Table 1. Results of videos along with prediction score (Samples are from the 
dataset). 

SN Sample Inputs Prediction Score Result 

1 Sample 1.mp4 0.051 Real 

2 Sample 2.mp4 0.67 Fake 

3 Sample 3.mp4 0.03 Real 

4 Sample 4.mp4 0.15 Real 

5 Sample 5.mp4 0.96 Fake 

6 Sample 6.mp4 0.26 Real 

7 Sample 7.mp4 0.02 Real 

8 Sample 8.mp4 0.9 Fake 

The system evaluates the uploaded video and determines whether it’s authentic 
or fake based on the prediction score from the model. If the score exceeds a 
threshold of 0.5, the video is flagged as fake otherwise, it’s considered real, with the 
capability to predict whether a video is real or fake achieved. The above Table 1 
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comprises the file name, the prediction score through which we can predict whether 
the video is real or fake, and the prediction. 

Throughout the training process, the training accuracy achieved by the model 
on this dataset was 92.5%. The accuracy graph is shown in Figure 4 and training 
loss is shown in Figure 5. Additionally, the model’s capacity was assessed using a 
Receiver Operating Characteristic (ROC) curve. The Area Under the Curve (AUC) 
value, representing the area covered by the ROC curve, was determined to be 0.91. 

Figure 4. Training Accuracy. 

Figure 5. Training Loss. 

A higher AUC suggests that the model has a strong ability to distinguish 
between the positive and negative classes. The ROC curve is shown in Figure 6. We 
conducted a 10-fold cross-validation and obtained an average accuracy of 92.5%, an 
average AUC of 0.91, an average precision of 0.91, and an average recall of 0.93. 
The K-fold result is shown in the Table 2. 
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Figure 6. ROC curve. 

Table 2. K-Fold cross-validation results. 

Fold Accuracy (%) AUC Precision Recall 

1 87.5 0.92 0.86 0.88 

2 88.2 0.91 0.87 0.89 

3 89.6 0.92 0.88 0.90 

4 90.1 0.93 0.89 0.91 

5 91.4 0.94 0.90 0.92 

6 92.0 0.95 0.91 0.93 

7 92.3 0.94 0.92 0.94 

8 93.0 0.96 0.93 0.95 

9 93.8 0.97 0.94 0.96 

10 94.0 0.98 0.95 0.97 

Avg 92.5 0.91 0.91 0.93 

Grad-CAM is used to understand which parts of the input image are crucial for 
the deep learning model to determine whether an image or video is real or fake. For 
this we created a heatmap on the image to visualize the regions of interest, we can 
gain insights into how the model makes its decisions and potentially identify artifacts 
or inconsistencies indicative of manipulation. Figure 7 shows the Grad-CAM over 
frames for fake video content. 

Figure 7. Grad-CAM of fake image. 
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5. Conclusion

The study focuses on deepfake detection, employing a fusion of MTCNN
architecture for feature extraction and Vision Transformer for video classification, 
which has yielded a noteworthy accuracy of 92.5% on the FaceForensics++ dataset, 
containing 15,808 images encompassing both genuine and fabricated instances. This 
outcome underscores the efficacy of our methodology. 

To enhance future iterations, enlarging the dataset could bolster the model’s 
capacity for generalization and resilience across diverse scenarios, potentially 
augmenting accuracy further. Moreover, integrating audio analysis alongside visual 
data offers a promising avenue for fortifying deepfake detection capabilities. By 
harnessing both visual and auditory cues, we can develop more comprehensive and 
dependable detection systems to counteract the escalating threat of media 
manipulation. 
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Abstract: This paper presents the design and implementation of a software cost estimation tool 

integrated into a mobile application developed using Flutter. The tool incorporates various 

techniques for software cost estimation, including expert judgment, function point analysis, 3D 

point analysis, and the COCOMO model. The purpose of the program is to give software 

engineers and project managers a practical and effective tool for calculating the time and 

money needed for software development projects. The paper provides a thorough explanation 

of each estimation technique’s implementation, along with a discussion of the app’s main 

features and functionalities. Because of the app’s intuitive and user-friendly design, users can 

quickly enter project data and get precise cost estimates. The tool’s efficacy is assessed using 

case studies and contrasts with other software cost estimation methods currently in use. The 

outcomes show that the app can produce trustworthy and precise cost estimates, which makes 

it an important resource for software development projects. 

Keywords: software cost estimation; flutter app development; project management tools; 

function point analysis; COCOMO model 

1. Introduction

Software development projects are renowned for their complexity, requiring
meticulous planning and precise budgeting to ensure successful completion. One of 
the most critical aspects of project planning is accurate cost estimation, which involves 
predicting the resources, time, and effort required to deliver a project. However, 
traditional cost estimation methods often fall short, leading to budget overruns and 
project delays. To address this challenge, we introduce “Software Cost Estimation”, a 
groundbreaking tool designed to revolutionize software project budgeting and 
planning. Our platform gives users precise and trustworthy cost estimates so they can 
optimize their project budgets and make well-informed decisions. It does this by 
utilizing the power of state-of-the-art algorithms, historical project data, and industry 
best practices. 

In this research paper, we provide a comprehensive overview of the design, 
development, and evaluation of “Software Cost Estimation”. We discuss the tool’s key 
features and functionalities, including its ability to analyze project requirements [1], 
estimate costs, and generate detailed reports. Furthermore, we present the results of 
empirical studies and case studies that demonstrate the effectiveness and accuracy of 
our tool in real-world software projects. 

By introducing “Software Cost Estimation” [2], we aim to empower software 
development teams and project managers with a powerful tool that can streamline the 
cost estimation process, reduce budget uncertainties, and improve overall project 
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planning. We believe that our tool has the potential to significantly impact the software 
development industry, leading to more efficient and cost-effective project delivery. 

Background: 
Software cost estimation is a challenging and crucial aspect of project 

management. Traditional estimation methods, such as expert judgment and analogy-
based estimation, often rely on subjective assessments and historical data that may not 
accurately reflect the complexities of modern software projects. As a result, these 
methods can lead to inaccurate estimates, which can have significant implications for 
project budgets and schedules. The development of automated cost estimation tools 
that use cutting-edge algorithms and machine learning approaches to increase the 
precision and dependability of cost estimates has attracted increasing attention in 
recent years. Based on past data and industry norms, these tools examine a variety of 
project criteria, including size, complexity, and requirements [3], to produce estimates 
that are more accurate. 

Objectives: 
The primary objective of this research paper is to introduce “Software Cost 

Estimation” and demonstrate its effectiveness in improving software project cost 
estimation. We aim to showcase the key features and functionalities of the tool, 
highlight its advantages over traditional estimation methods, and present empirical 
evidence supporting its accuracy and reliability. Additionally, we seek to compare 
“Software Cost Estimation” with existing cost estimation approaches to highlight its 
unique capabilities and potential impact on software project management practices. 
Through this research, we hope to contribute to the advancement of software cost 
estimation techniques and provide software development teams with a valuable tool 
for optimizing their project budgets and schedules. 

1.1. Cost estimation technique 

Figure 1. Software cost estimation techniques. 

Figure 1 shows the cost estimation of software can be approached in several 
ways. One of the key stages in developing new software is figuring out its cost, which 
involves estimating the time required, necessary resources, and the project’s overall 
size. Research indicates that estimates for software projects can be off by up to 40%. 
These methods [4] can be broadly categorized into algorithmic and non-algorithmic 
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approaches. In this section, we will explore various methods, outlining their 
advantages and disadvantages to help you decide which approach is most suitable. 
Estimating the cost of a software project is a critical aspect of software engineering, 
often determining the success or failure of a project or business deal. Throughout the 
software development life cycle, accurately predicting the necessary work and its 
associated cost is a primary focus of software cost estimation. 

1.1.1. Algorithmic methods 

Equations based [5] on empirical data and in-depth research are essential to the 
pursuit of precise software cost estimation. These equations are designed to take use 
of several inputs, including functional requirements, Source Lines of Code (SLOC), 
design process, team experience, and risk assessments, among other factors that 
influence costs. Among the many computational models that have shown to be 
invaluable in this trial are COCOMO and function point analysis, to name just two. In 
order to convert project parameters into quantitative estimations, they provide 
methodical frameworks. These techniques attempt to aid in the calculation of software 
costs by providing a few mathematical formulas. 

Constructive Cost Model (COCOMO): The Constructive Cost Model 
(COCOMO), developed by Barry Boehm in the late 1970s, is a seminal method for 
estimating the effort, time, and cost required for software development projects. 
Grounded in the belief that software development effort is influenced by various 
factors, COCOMO provides a structured framework for assessing these factors and 
deriving accurate estimates. Central to COCOMO’s approach is the recognition that 
the size of the software product and the characteristics of the development 
environment significantly impact project outcomes. 

COCOMO offers three distinct models tailored to different stages of project 
maturity and complexity [6]: Basic COCOMO, Intermediate COCOMO, and Detailed 
COCOMO. 

Basic COCOMO, the initial model in the series, is particularly suitable for early-
stage project planning when only limited information about the software product and 
project environment is available. This model estimates effort as a function of software 
size, typically measured in thousands of lines of code (KLOC), and incorporates a set 
of cost drivers that capture various project attributes such as complexity, personnel 
capability, and development tools. The formula for Basic COCOMO is represented as: 

Effort = a × (KLOC)b 
where a and b are constants empirically derived from historical data and represent the 
scale and exponent factors respectively. 

Intermediate COCOMO extends the capabilities of Basic COCOMO by 
incorporating additional project-specific factors into the estimation process. In 
addition to software size, Intermediate COCOMO considers parameters such as 
development flexibility, team cohesion, and risk resolution capabilities. The 
estimation formula for Intermediate COCOMO introduces an Effort Adjustment 
Factor (EAF), which serves as a multiplier reflecting the combined effects of all cost 
drivers: 

Effort = EAF × (KLOC)b 
The Effort Adjustment Factor (EAF) is determined based on a comprehensive 
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assessment of various project attributes and is crucial in refining the estimation 
accuracy. 

Detailed COCOMO represents the most comprehensive and sophisticated version 
of the model, suitable for large-scale and complex software development projects. In 
addition [7], to the factors considered in Intermediate COCOMO, Detailed COCOMO 
incorporates detailed assessments of personnel experience, software reliability 
requirements, and product complexity.  

COCOMO’s enduring relevance in software project management stems from its 
ability to provide a structured and systematic approach to estimating development 
effort and resource requirements. However, it is important to acknowledge that 
COCOMO is not without limitations. Its reliance on historical data and assumptions 
about project characteristics may introduce uncertainties, particularly in rapidly 
evolving technological landscapes. As such, ongoing refinement and validation of 
COCOMO estimates based on real-world data and project experience are essential for 
enhancing its effectiveness and reliability. 

Function point analysis: 
Function point analysis (FPA) [8] is a widely recognized and systematic method 

for estimating the size and complexity of software systems based on the functionalities 
they deliver to users. Introduced by Allan Albrecht in the late 1970s, FPA focuses on 
quantifying the functional requirements of a software product, independent of 
technology or implementation details. The core concept of FPA [9] revolves around 
identifying and categorizing functional components within a software system, such as 
inputs, outputs, inquiries, internal data files, and external interfaces. By assigning 
weights to each functional component based on its complexity and significance, FPA 
enables the computation of a function point (FP) metric, which serves as a standardized 
measure of software size. The formula for calculating Function Points typically 
involves summing the weighted values of individual functional components: 

FP = ∑n, i = 0 (Weighti × Counti) 
where Weighti represents the complexity weight assigned to each functional 
component, Counti denotes the count of occurrences of that component, and n is the 
total number of functional components considered. FPA [10,11] offers a holistic 
perspective on software size and complexity, capturing both internal and external 
aspects of system functionality. This makes it a valuable technique for estimating 
development effort, resource requirements [12], and project duration. However, like 
any estimation method, FPA [13] requires careful application and consideration of 
contextual factors to ensure accurate and reliable results. 

1.1.2. NON-algorithmic techniques 

Precise cost estimation is critical to software development project planning, 
budgeting, and resource allocation. Non-algorithmic approaches mostly rely on expert 
judgment and qualitative evaluations, whereas algorithmic approaches use 
mathematical models and historical data to estimate expenses. This section explores 
the types, formulas, and applications of several non-algorithmic cost estimation 
strategies. 

Expert judgment: 
Expert judgment stands [14] as a cornerstone in software cost estimation, drawing 
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upon the insights and experiences of seasoned professionals in the field. This 
technique leverages the collective wisdom of experts who possess domain knowledge, 
project management expertise, and a nuanced understanding of the software 
development lifecycle. Through deliberative discussions, brainstorming sessions, and 
peer reviews, experts offer informed opinions on cost drivers, project complexities, 
and resource requirements. 

Types of expert judgment: 
Delphi technique: The Delphi technique fosters consensus among a panel of 

experts through iterative rounds of anonymous feedback and controlled 
communication. Experts individually provide estimates, which are aggregated and 
refined in subsequent rounds until convergence is achieved. This method mitigates 
biases and encourages diverse viewpoints, thereby enhancing the accuracy of cost 
estimates. 

Analogous-Based estimation: Analogous estimation draws parallels between 
the current project and past trials, extrapolating costs based on similarities in scope, 
size, and technological complexity. By referencing historical data and benchmarking 
against analogous projects, experts can derive preliminary cost estimates, often 
expressed as a percentage deviation from past efforts. 

Estimation techniques: 
Expert-based cost estimates are dependent on the projects in which they were 

utilized since they represent the knowledge of the experts who were consulted. Data 
gathering and discovery may be impeded in several commonplace scenarios. In these 
situations, the “expert judgment” method is effective. It is the accepted technique [15] 
for estimating the duration of a software project. One method for utilizing expert 
opinion in cost estimation is the Wideband Delphi Method. These people are subject 
to two rounds of evaluation. The work breakdown structure is an additional example 
of expert opinion. 

Top-down estimating method: 
The term “Macro Model” is often used to refer to the top-down estimation 

technique it describes. Using this technique, the overall software project cost estimate 
is determined from the project’s global attributes, and then the project is broken down 
into its constituent low-level mechanisms or components. The Putnam model is a 
technique that takes this perspective. For preliminary cost calculation when only 
global parameters are available, the Top-Down approach is preferable. Due to a lack 
of specifics at the outset, top-down approaches are ideal for estimating software costs. 

Bottom-up estimating method: 
A predicted total project cost is then calculated by adding the individual product 

costs determined using the base-up costing method. The goal of a bottom-up approach 
is to build a framework’s gauge from data gathered about its constituent parts and how 
they interact. The point-by-point model used by COCOMO is the technique using this 
approach. 

2. Literature review

Software cost estimation has been a longstanding challenge in the field of
software engineering, with researchers and practitioners continually seeking to 
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improve the accuracy and reliability of cost estimation methods. While expert 
judgment and analogy-based estimating are two popular traditional cost estimation 
methodologies, they are frequently prone to errors since they rely on subjective 
assessments and historical data that might not fully reflect the current project context. 
The application of machine learning techniques and quantitative models for software 
cost assessment has gained popularity in recent years. These methods improve the 
accuracy of project cost predictions by utilizing project features, historical project 
data, and other considerations. One well-known quantitative model that estimates the 
time and money needed for software development is the Constructive Cost Model 
(COCOMO), which takes into account the size, complexity, and other aspects of the 
project. 

Machine learning techniques, such as regression analysis, decision trees, and 
neural networks, have also been applied to software cost estimation with promising 
results. These techniques can learn from past project data and adjust their predictions 
based on new information, improving the accuracy of cost estimates over time. 
Another area of research in software cost estimation is the use of parametric estimation 
models, which estimate project costs based on a set of predefined parameters. These 
models can be customized to fit the specific characteristics of a project, making them 
potentially more accurate than generic estimation approaches. 

Despite these advancements, challenges remain in software cost estimation, 
particularly in the context of agile and iterative development methodologies. Agile 
projects [16] are characterized by their dynamic nature, frequent changes, and 
evolving requirements, making traditional cost estimation methods less suitable. 
Researchers are exploring new approaches that can adapt to the iterative nature of agile 
development and provide more accurate cost estimates in such environments. Overall, 
the literature suggests that while significant progress has been made in software cost 
estimation, there is still room for improvement. New technologies, such as machine 
learning and agile development methodologies, are reshaping the landscape of cost 
estimation, offering new opportunities to enhance the accuracy and reliability of cost 
estimates in software projects. 

3. Methodology

The development process of the ‘Software Cost Estimation Tool’ using Flutter
involved several key steps. Initially, a new Flutter project was set up, and the necessary 
dependencies were configured. The user interface was designed to accommodate the 
various features of the app, focusing on simplicity and usability. Each feature, 
including expert judgment, analogous estimation, parametric estimation, 3D point 
estimation, COCOMO model [17], and function point analysis, was implemented 
using Flutter widgets and libraries. For expert judgment, a user-friendly interface was 
created for users to input their estimates based on their expertise. Analogous 
estimation utilized historical data from similar projects, requiring integration with a 
database or API. Parametric estimation involves implementing algorithms to calculate 
estimates based on project parameters. 

Implementing 3D point estimation was complex, requiring the development of 
algorithms for more accurate cost estimates. The COCOMO model was integrated into 
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the app to estimate costs based on project size and complexity, involving the 
implementation of COCOMO equations and algorithms. Function point analysis was 
implemented using algorithms to calculate function points and estimate project size 
and effort based on functionality. 

During development, challenges were encountered, such as technical limitations 
of Flutter, especially regarding performance and compatibility. These challenges were 
addressed through code optimization and the use of alternative approaches. 
Implementing complex features, like 3D point estimation and mathematical models, 
required breaking down the implementation into smaller tasks and seeking expert 
advice when needed. Ensuring a smooth user experience, particularly with features 
like expert judgment and input validation, was achieved through thorough testing and 
user feedback incorporation. 

4. Case study

E-commerce optimizer software development at XYZ corporation:
Background: XYZ Corporation, a mid-sized e-commerce company, aimed to

enhance its operational efficiency and customer experience through the development 
of a comprehensive software solution. Named “E-Commerce Optimizer”, the software 
aimed to integrate various functionalities such as inventory management, order 
processing, and customer relationship management into a unified platform. 

Project scope: 
The project involved the following key objectives: 

 Development of a user-friendly interface facilitating inventory management,
order processing, and customer interactions.

 Integration of the software with existing systems and databases to ensure
seamless data flow. Implementation of analytics features for monitoring sales,
customer behavior, and inventory levels.

 Ensuring scalability and security to accommodate future growth and protect
sensitive data.
Methodology:
XYZ corporation adopted the Agile methodology for its flexibility and

adaptability. The project was divided into iterative sprints, each focusing on specific 
features or functionalities. Regular meetings were conducted to review progress, 
gather feedback, and adjust plans accordingly. 

Cost estimation: 
The cost estimation process involved a combination of bottom-up and top-down 

approaches. Task breakdowns were used to estimate time and resources required for 
each component of the project. Additionally, industry benchmarks and past projects 
were analyzed to validate estimates and identify potential cost-saving opportunities. 

Result: 
Based on the cost estimation process, XYZ Corporation projected the 

development cost for E-Commerce Optimizer to be approximately $500,000. This 
estimation encompassed expenses related to software development, testing, 
infrastructure setup, and project management. 

Conclusion: 
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By employing robust cost estimation techniques and adhering to Agile principles, 
XYZ Corporation successfully developed E-Commerce Optimizer within budget and 
timeline constraints. The software’s implementation led to notable improvements in 
operational efficiency, customer satisfaction, and overall business performance. 

5. Results and discussion

The ‘Software Cost Estimation Tool app demonstrated its effectiveness in
providing accurate and efficient cost estimates for software projects. By incorporating 
features such as expert judgment, analogous estimation, parametric estimation, 3D 
point estimation, COCOMO model, and function point analysis, the app was able to 
offer a comprehensive approach to cost estimation. 

In a case study [18] comparing the app’s estimates with those from traditional 
cost estimation methods, the app consistently provided estimates that were close to the 
actual costs of software projects. This indicates that the app’s algorithms and models 
are reliable and can be used with confidence by project managers and software 
developers. 

5.1. Comparison with traditional methods 

Compared to traditional cost estimation methods, the Software Cost Estimation 
Tool app offers several advantages. Traditional methods often rely on manual 
calculations and subjective judgments, which can lead to inaccuracies and 
inconsistencies in estimates. In contrast, the app uses algorithms and mathematical 
models to provide more objective and reliable estimates. Additionally, the app’s ability 
to incorporate historical data and project parameters allows for more precise estimates, 
taking into account the specific characteristics of each project. This can result in more 
accurate budgeting and resource allocation, leading to better project management and 
decision-making. 

Advantages 

 Accuracy: The app provides accurate cost estimates [19] based on algorithms and
mathematical models, reducing the risk of budget overruns.

 Efficiency: The app streamlines the cost estimation process, saving time and
effort for project managers and software developers.

 Comprehensiveness: By incorporating multiple estimation methods, the app
offers a comprehensive approach to cost estimation, ensuring that all relevant
factors are considered.

 User-friendly: The app’s user-friendly interface makes it easy for users to input
data and generate cost estimates, even without specialized knowledge in cost
estimation techniques.

5.2. Limitations 

 Dependency on data: The accuracy of the app’s estimates depends on the quality
and relevance of the data used. Inaccurate or outdated data can lead to unreliable
estimates.

 Complexity: Some features of the app, such as 3D point estimation and the
COCOMO model, may be complex for users without a background in software
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cost estimation. 
 Technical limitations: The app’s performance and accuracy may be affected by

technical limitations, such as hardware capabilities and network connectivity.
 In conclusion, the Software Cost Estimation Tool app offers a reliable and

efficient solution for software cost estimation, providing accurate estimates that
can help project managers and software developers plan and manage their
projects more effectively. While the app has some limitations, its advantages
make it a valuable tool for cost estimation in software development projects.

6. Conclusion

The research paper presents the development and implementation of the
‘Software Cost Estimation Tool’ using Flutter. Key findings include the successful 
integration of various cost estimation techniques such as expert judgment, analogous 
estimation, parametric estimation, 3D point estimation, COCOMO model, and 
function point analysis into a user-friendly mobile application. Through careful design 
and implementation, the app provides software development teams with a 
comprehensive tool for estimating project costs accurately and efficiently. 

Implications for software development projects: 
The ‘Software Cost Estimation Tool app holds significant implications for 

software development projects. By providing a centralized platform for cost 
estimation, the app empowers project managers and stakeholders to make informed 
decisions regarding resource allocation, budgeting, and project planning. It enhances 
project transparency and accountability by enabling teams to track and manage costs 
effectively throughout the development lifecycle. Additionally, the app promotes 
collaboration and communication among team members, facilitating a more 
streamlined and efficient development process. 

Future research directions: 
While the ‘Software Cost Estimation Tool’ app represents a significant 

advancement in software cost estimation, there are several avenues for future research 
and improvement. Firstly, enhancing the accuracy and reliability of estimation 
techniques, such as 3D point estimation and parametric estimation, could lead to more 
precise cost predictions. Exploring advanced machine learning algorithms and data 
analytics techniques may also offer insights into optimizing cost estimation models 
based on real-time project data.  Furthermore, integrating additional features such as 
risk analysis [19,20], resource optimization, and project scheduling could further 
enhance the app’s functionality and utility. Collaborating with industry experts and 
practitioners to validate and refine the app’s algorithms and methodologies could 
ensure its relevance and effectiveness in real-world software development scenarios. 

In conclusion, the ‘Software Cost Estimation Tool’ app represents a valuable 
contribution to software development practices, offering a comprehensive solution for 
estimating and managing project costs. Continual research and development efforts 
are essential to further enhance the app’s capabilities and address evolving challenges 
in the software development landscape. 
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Abstract: This study explores the enhancement of user experience (UX) and trust in advanced 

Large Language Model (LLM)-based conversational agents such as ChatGPT. The research 

involves a controlled experiment comparing participants using an LLM interface with those 

using a traditional messaging app with a human consultant. The results indicate that LLM-

based agents offer higher satisfaction and lower cognitive load, demonstrating the potential for 

LLMs to revolutionize various applications from customer service to healthcare consultancy 

and shopping assistance. Despite these positive findings, the study also highlights significant 

concerns regarding transparency and data security. Participants expressed a need for clearer 

understanding of how LLMs process information and make decisions. The perceived opacity 

of these processes can hinder user trust, especially in sensitive applications such as healthcare. 

Additionally, robust data protection measures are crucial to ensure user privacy and foster trust 

in these systems. To address these issues, future research and development should focus on 

enhancing the transparency of LLM operations and strengthening data security protocols. 

Providing users with clear explanations of how their data is used and how decisions are made 

can build greater trust. Moreover, specialized applications may require tailored solutions to 

meet specific user expectations and regulatory requirements. In conclusion, while LLM-based 

conversational agents have demonstrated substantial advantages in improving user experience, 

addressing transparency and security concerns is essential for their broader acceptance and 

effective deployment. By focusing on these areas, developers can create more trustworthy and 

user-friendly AI systems, paving the way for their integration into diverse fields and everyday 

use. 

Keywords: large language models (LLMs); user experience (UX); conversational agents; 

transparency; data security 

1. Introduction

Large language models (LLMs) represent a significant advancement in artificial
intelligence designed to comprehend and generate text that closely mimics human 
communication [1]. Initially, these models functioned as basic natural language 
processing (NLP) tools focusing primarily on parsing and interpreting text [2]. 
However, over the years, LLMs have undergone substantial evolution, transforming 
into sophisticated conversational agents. Unlike traditional chatbots which operate on 
predefined scripts and limited response patterns, LLM-based agents leverage deep 
learning algorithms to facilitate more nuanced and contextually appropriate 
interactions [3]. This capability allows them to understand subtle cues and provide 
responses that are not only relevant but also contextually aware, significantly 
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enhancing the quality of user interactions [4]. 
The applications of LLM-based conversational agents, exemplified by platforms 

like ChatGPT and Gemini, are diverse and far-reaching [5]. These agents have been 
deployed in various sectors including customer service, where they handle inquiries 
and provide support; healthcare consultancy, offering preliminary advice and 
information; and shopping assistance, helping users find products and make 
purchasing decisions [6]. Their ability to process and respond to a broad spectrum of 
queries makes them exceptionally versatile tools capable of adapting to different use 
cases and user needs. 

For these conversational agents to be successfully adopted and integrated into 
everyday use, user experience (UX) and user trust are paramount [7,8]. UX 
encompasses the overall experience users have while interacting with the system, 
including ease of use, efficiency, and satisfaction. A positive UX ensures that users 
find the interaction seamless and enjoyable, encouraging continued use. On the other 
hand, user trust is built on the reliability, transparency, and security of the 
conversational agent. Reliability refers to the consistent performance and accuracy of 
the agent’s responses; transparency involves clear communication about how the agent 
operates and processes information; and security pertains to the protection of user data 
and privacy [9–11]. Together, these factors form the foundation for the effective 
deployment of LLM-based conversational agents, ensuring that users feel confident 
and secure in their interactions. 

Research involving controlled experiments has shown that LLM-based agents can 
offer higher satisfaction and lower cognitive load compared to traditional messaging 
apps with human consultants [12,13]. Participants in these studies reported that 
interactions with LLMs felt more seamless and efficient as these agents were able to 
provide immediate, contextually appropriate responses without the delays often 
associated with human-mediated communication. However, the studies also revealed 
significant concerns regarding transparency and data security [14–16]. Users 
expressed uncertainty about how their data is being used and stored, raising important 
ethical and practical considerations [17–19]. These concerns underscore the need for 
better communication and robust data protection measures to ensure user privacy [20–
22]. 

This study aims to enhance user experience (UX) and trust in advanced Large 
Language Model (LLM)-based conversational agents. We conducted a controlled 
experiment comparing participants using an LLM interface with those using a 
traditional messaging app with a human consultant. The primary objectives were to 
assess user satisfaction, task completion efficiency, and cognitive load across different 
tasks, such as weather inquiries, schedule management, technical support, and health 
consultations. 

The LLM used in this study is based on OpenAI’s GPT-3.5, featuring a 
sophisticated architecture and trained on a vast dataset to ensure high-quality 
performance. Participants were divided into two groups, and their interactions with the 
LLM-based agent and the human consultant were recorded and analyzed using both 
quantitative and qualitative methods. 

Our findings indicate that LLM-based agents offer significant advantages in terms 
of user satisfaction and efficiency. However, issues related to transparency and data 
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security remain critical for broader acceptance. The study provides detailed insights 
into these aspects and offers recommendations for future research and development to 
enhance the transparency and security of LLM-based systems. 

2. Literature review

2.1. Research on user experience (UX) in AI and LLM Interactions 

Research on user experience in AI emphasizes intuitive design and user 
satisfaction. Positive UX leads to increased engagement and better outcomes [23]. In 
LLM interactions, UX directly impacts user willingness to use the system and overall 
satisfaction [24]. Key factors include interface intuitiveness, response speed, and 
interaction naturalness [25]. These determine task efficiency and user enjoyment [26]. 

Ease of use and response timeliness are critical when interacting with LLMs [27]. 
Users expect natural, seamless conversations requiring LLMs to understand complex 
contexts and cues, while ensuring fast and accurate responses [28]. Privacy and data 
security concerns also significantly affect trust and willingness to use LLMs. 

To enhance UX, research suggests focusing on simple and intuitive interface 
design, efficient response times, and natural conversation processes [29]. Transparent 
information processing and robust data protection measures are also essential to 
increase user trust [30]. 

2.2. Research on user trust in AI and user perceptions and expectations 
of AI systems 

User trust in AI focuses on reliability, transparency, and security [31]. Reliability 
involves consistent performance, accuracy, and availability [32,33]. Transparency 
requires clear communication about system operations and decision-making processes 
[34]. Security focuses on protecting user data and ensuring safe interactions [35]. 

User perceptions and expectations significantly influence acceptance and trust in 
AI systems. Users expect accurate, reliable services that transparently demonstrate 
their working principles and protect personal data [36]. Understanding data processing 
and clear explanations for decisions are crucial, especially in sensitive areas like 
healthcare and finance [37–39]. 

2.3. Research on UX and trust in specialized applications 

Research highlights the importance of UX and trust in specialized LLM 
applications like healthcare consultancy and shopping assistance. These domains have 
unique requirements; healthcare prioritizes accuracy and privacy, while shopping 
emphasizes smooth and fast interactions [40–42]. 

Ease of use, response timeliness, and natural conversation are key UX factors for 
LLMs [43]. User’s privacy and data security concerns significantly influence their 
trust and willingness to use LLMs [44–46]. Interface design should be simple and 
intuitive, ensuring efficient response times and natural conversation flow [47,48]. 
Transparent information processing and robust data protection measures are essential 
to build user trust [49]. 

Despite substantial research on general AI applications, there is a notable gap in 
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focused studies on specialized LLM applications [50]. Tailored research in healthcare 
and shopping can improve LLM design and deployment [51,52]. 

In conclusion, UX and user trust are critical for the successful deployment of 
LLM-based conversational agents[53]. Further exploration in specialized applications 
is needed. Addressing transparency and security issues will improve UX and build 
greater user trust [54]. By focusing on the unique needs of different domains, 
developers can create more effective and trusted AI systems, enhancing the overall 
impact and usability of LLM technology [53]. 

3. Methods

3.1. Participants 

The study used a controlled design where participants were divided into two 
groups: one group used a Large Language Model (LLM) interface and the other group 
used a messaging application interface with a human advisor. The study included 18 
participants. 

We initially screened the participants through a background questionnaire, which 
was completed by 151 people. Based on the responses, we selected a representative 
subset to participate in subsequent experiments to ensure sample diversity. This 
approach ensured that the final participants were sufficiently representative in terms 
of age, gender, educational background, and technological familiarity (Table 1). 

Table 1. Participant demographic information. 

Participant ID Age Gender Educational Background Technical Familiarity 

1 25 Male Bachelor’s Medium 

2 34 Female Master’s High 

3 22 Male Associate’s Low 

4 29 Female Bachelor’s High 

5 41 Male High School Medium 

6 37 Female PhD High 

7 30 Male Master’s Medium 

8 27 Female Bachelor’s Low 

9 24 Male Associate’s Medium 

10 33 Female Master’s High 

11 26 Male Bachelor’s Low 

12 35 Female PhD High 

13 28 Male Master’s Medium 

14 39 Female Bachelor’s High 

15 31 Male Associate’s Low 

16 40 Female PhD Medium 

17 23 Male Bachelor’s High 

18 32 Female Master’s Medium 
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3.2. Large language model configuration 

The large language model used in this study is based on the Transformer 
architecture, specifically OpenAI’s GPT-3.5. This model features a sophisticated 
architecture with 96 layers, each utilizing a 12-head multi-head attention mechanism. 
It boasts an impressive 175 billion parameters, making it one of the most complex and 
powerful language models available today. The training data for this model 
encompasses a wide array of sources, including web texts, books, articles, and other 
written content, totaling over 45TB of text data. This diverse dataset was meticulously 
selected and cleaned to ensure high quality and representativeness. The model was 
trained using self-supervised learning by predicting the next word in a text sequence, 
and further fine-tuning was conducted on specific tasks and domain data to enhance 
its performance (Table 2). This comprehensive training enables GPT-3.5 to perform 
a wide range of language tasks effectively. 

Table 2. Large language model details. 

Aspect Description 

Architecture GPT-3.5 based on Transformer architecture with 96 layers and 12-head multi-head attention 

Parameters 175 billion 

Training Data Over 45TB from web texts, books, articles, and other written content, selected and cleaned 

Training Method Self-supervised learning and fine-tuning on specific tasks and domain data 

3.3. Participant technical familiarity assessment 

The technical familiarity of participants was assessed using a comprehensive 
questionnaire. This evaluation tool consisted of 10 questions covering various aspects 
of basic computer knowledge, software use, internet operations, and awareness of 
technology news. Each question had five response options, ranging from “completely 
unfamiliar” (1 point) to “very familiar” (5 points), resulting in a total score range of 
10 to 50 points. Higher scores indicated greater technical familiarity. Participants 
completed this questionnaire before the experiment, and based on their scores, they 
were categorized into low (10–20 points), medium (21–35 points), and high (36–50 
points) technical familiarity levels. 

3.4. Experiment design and procedure 

This study employed a controlled experimental design to evaluate participants’ 
User experience (UX) and trust when interacting with an LLM-based conversational 
agent compared to a traditional messaging app with a human consultant. 

3.4.1. Participant instructions 

Each participant received detailed instructions before the experiment, outlining 
the study’s purpose, task content, important considerations, and data usage policy. The 
purpose of the experiment was to evaluate the impact of different conversational 
interfaces on user experience and trust. Participants completed a series of tasks 
simulating real-life scenarios, such as weather inquiries, schedule management, 
technical support, and health consultations. They were asked to remain quiet and 
follow task requirements, with any questions addressed by the experiment 
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administrator. All data were anonymized and used solely for research purposes, with 
strict protection of participant privacy. 

3.4.2. Experiment procedure 

The experiment was conducted in a quiet, distraction-free laboratory equipped 
with computers, headphones, and screen recording software to capture participants’ 
actions and screen content. 

Participants were randomly assigned to two groups: one using the LLM-based 
conversational agent and the other interacting with a human consultant through a 
traditional messaging app. Each group completed the designated tasks sequentially. 

Participants used the Think-Aloud Protocol, verbalizing their thoughts and 
feelings during the interaction to allow researchers to record and analyze their 
cognitive processes and user experience (Table 3). 

Table 3. Experiment design and procedure. 

Step Description 

Participants 
Participants are selected based on criteria such as age, gender, educational background, and technical 
familiarity. 

Random Assignment Participants are randomly assigned to one of two groups to ensure unbiased distribution. 

Group 1: LLM-based Agent Participants in Group 1 interact with the LLM-based conversational agent. 

Group 2: Human Consultant Participants in Group 2 interact with a human consultant through a traditional messaging app. 

Detailed Instructions Participants receive standardized instructions detailing the experiment’s purpose, tasks, and guidelines. 

Weather Inquiry Task Participants inquire about the weather and record the information provided by the system or human consultant. 

Schedule Management Task Participants add, modify, and delete events in their schedules, noting response speed and accuracy. 

Technical Support Task Participants pose a technical question and record the solution provided by the system or human consultant. 

Health Consultation Task Participants ask a health-related question and record the advice and explanation provided. 

Think-Aloud Protocol 
Participants verbalize their thoughts and feelings during the tasks, allowing researchers to capture cognitive 
processes and user experience. 

Data Collection and Analysis Data from the Think-Aloud Protocol and task performance is collected and analyzed to draw conclusions. 

3.4.3. Task descriptions 

Participants were required to complete the following specific tasks: 
Weather inquiry: Participants needed to check the weather for a specific date and 

location. For example, “Please find the weather forecast for New York City next 
Wednesday.” 

Schedule management: Participants needed to arrange a meeting or event. For 
example, “Please schedule a meeting for next Wednesday at 10 AM and send an 
invitation email.” 

Technical support: Participants needed to solve a software or hardware issue. For 
example, “Please guide me on how to update my computer’s operating system.” 

Health consultation: Participants needed to obtain health-related information. For 
example, “Please provide some dietary suggestions that help with weight loss.” 

3.4.4. Human consultant’s specific operations in the traditional task 

Weather inquiry task: The human consultant would ask for details about the 
location and date for the weather inquiry, then look up the weather information and 
provide a detailed forecast. For example: 
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Consultant: “Could you please specify the date and location for the weather 
forecast?” 

Participant: “Next Wednesday in New York City.” 
Consultant: “Sure, let me check that for you. The weather forecast for next 

Wednesday in New York City is partly cloudy with a high of 75 °F and a low of 60 °F.” 
Schedule management task: The human consultant would first ask the participant 

about their available time, then provide some suggested meeting time slots, and finally 
help the participant confirm and record the meeting time. For example: 

Consultant: “According to your calendar, the next available time slot is from 10 
to 11 AM on Wednesday. Can we schedule the meeting during this time?” 

Participant: “Yes, that works for me.” 
Consultant: “Great, I will send an invitation email for the meeting at 10 AM on 

Wednesday.” 
Technical support task: The human consultant would guide the participant 

through the steps to solve the issue. For example: 
Consultant: “First, click the Start button at the bottom left of your desktop, then 

select ‘Settings’, followed by ‘Update & Security’, and finally click ‘Check for 
updates’.” 

Participant: “I have done that. What should I do next?” 
Consultant: “Now, let the system check for updates. If there are any available 

updates, click on ‘Download and install’.” 
Health consultation task: The human consultant would ask for specific details 

about the participant’s health goals and then provide personalized dietary suggestions. 
For example: 

Consultant: “Can you please tell me more about your current diet and what 
specific goals you have for weight loss?” 

Participant: “I want to lose around 10 pounds in the next two months.” 
Consultant: “I recommend a balanced diet with a focus on whole foods, such as 

fruits, vegetables, lean proteins, and whole grains. Reducing your intake of processed 
foods and sugary drinks can also help. Would you like a sample meal plan?” 

3.4.5. Think-aloud protocol method 

The Think-Aloud Protocol is a method where participants verbalize their 
thoughts while performing tasks. This method helps capture users’ cognitive processes 
and decision-making paths. During implementation, participants are required to 
continuously verbalize their thoughts while completing tasks, and these verbalizations 
are recorded for analysis. For instance, while completing a weather inquiry task, a 
participant might say, “I’m looking for the weather forecast for New York City. I see 
the search bar; I’ll type ‘New York City weather next Wednesday’. Now I’m waiting 
for the results to load.” 

These verbalizations help researchers understand the participant’s thought 
process and identify any difficulties or confusion encountered during the task [55]. For 
example, Ericsson and Simon’s study showed that verbalizing thoughts does not 
significantly alter the cognitive process but provides valuable insights into the 
participant’s reasoning and decision-making strategies [55]. 
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3.4.6. User satisfaction and cognitive load metrics 

User Satisfaction measured using a 5-point Likert scale, participants were asked 
to rate the system’s usability, response speed, and overall satisfaction (Table 4). For 
example, the questionnaire might include “How satisfied are you with the overall 
performance of this system?” with a scale from 1 (very dissatisfied) to 5 (very 
satisfied). 

Table 4. User satisfaction questionnaire. 

Question Number Question Scale 

1 How satisfied are you with the overall performance of this system? 1 (Very Dissatisfied)–5 (Very Satisfied) 

2 How would you rate the system’s usability? 1 (Very Difficult)–5 (Very Easy) 

3 How satisfied are you with the system’s response speed? 1 (Very Dissatisfied)–5 (Very Satisfied) 

4 How accurate do you find the information provided by the system? 1 (Very Inaccurate)–5 (Very Accurate) 

5 How satisfied are you with the visual design of the system interface? 1 (Very Dissatisfied)–5 (Very Satisfied) 

Cognitive Load is measured using the NASA-TLX (Task Load Index) 
questionnaire, which includes six dimensions: mental demand, physical demand, 
temporal demand, performance, effort, and frustration (Table 5). Each dimension is 
scored from 1 (very low) to 20 (very high). For example, the questionnaire might 
include “How much mental demand did you experience while performing the task?” 
with a scale from 1 (very low) to 20 (very high). 

Table 5. NASA-TLX cognitive load questionnaire. 

Dimension Question Scale 

Mental Demand How much mental demand did you experience while performing the task? 1 (Very Low)–20 (Very High) 

Physical Demand How much physical demand did you experience while performing the task? 1 (Very Low)–20 (Very High) 

Temporal Demand How much time pressure did you feel while performing the task? 1 (Very Low)–20 (Very High) 

Performance How well do you think you performed the task? 1 (Very Poor)–20 (Very Good) 

Effort How much effort did you put into completing the task? 1 (Very Low)–20 (Very High) 

Frustration How much frustration did you feel while performing the task? 1 (Very Low)–20 (Very High) 

4. Results

4.1. Statistical significance tests for quantitative measures 

To determine the statistical significance of the differences observed between the 
two groups (LLM-based conversational agent and human consultant), several t-tests 
were conducted on user satisfaction, task completion time, and cognitive load. The 
significance level for all t-tests was set at α = 0.05. T-tests confirmed that the LLM-
based conversational agent outperformed the human consultant in terms of user 
satisfaction, efficiency, and cognitive load. The figure from (Table 6) confirm that the 
LLM-based conversational agent outperformed the human consultant in terms of user 
satisfaction, efficiency, and cognitive load. 
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Table 6. User satisfaction, task completion time, and cognitive load. 

Measure LLM-based Agent (Mean ± SD) Human Consultant (Mean ± SD) t-value p-value

User Satisfaction 6.2 ± 0.65 5.4 ± 0.72 3.47 0.003 

Task Completion Time (min) 3.2 ± 0.50 4.5 ± 0.65 −5.57 <0.001 

Cognitive Load (RSME) 2.8 ± 0.60 4.1 ± 0.75 −4.83 <0.001 

4.2. Comparison between different tasks 

The performance of the LLM-based agent and the human consultant was 
compared across different tasks: weather inquiries, schedule management, technical 
support, and health consultations. Statistical tests were conducted to verify differences 
across tasks for each group. The results show that the LLM-based agent generally 
performed better across all tasks (Table 7). These findings were statistically 
significant with p-values less than 0.05. 

Table 7. Comparison between different tasks. 

Task Measure 
LLM-based Agent 
(Mean ± SD) 

Human Consultant 
(Mean ± SD) 

t-value
p-value
(t-test)

F-value
p-value
(ANOVA)

Weather Inquiries Satisfaction 6.5 ± 0.50 5.5 ± 0.70 4.32 <0.001 8.56 0.004 

Completion Time 2.5 ± 0.40 3.8 ± 0.60 −6.12 <0.001 12.34 <0.001 

Schedule Management Satisfaction 6.3 ± 0.55 5.6 ± 0.65 3.21 0.002 6.45 0.015 

Completion Time 3.0 ± 0.45 4.2 ± 0.55 −7.45 <0.001 14.78 <0.001 

Technical Support Satisfaction 6.0 ± 0.60 5.1 ± 0.80 3.78 <0.001 7.89 0.007 

Completion Time 3.8 ± 0.50 5.0 ± 0.70 −5.98 <0.001 11.23 <0.001 

Health Consultations Satisfaction 6.1 ± 0.58 5.3 ± 0.75 3.09 0.003 6.98 0.012 

Completion Time 3.5 ± 0.48 4.8 ± 0.60 −6.33 <0.001 13.56 <0.001 

The t-tests revealed significant differences in user satisfaction and task 
completion times between the LLM-based agent and the human consultant for each 
task, with the LLM-based agent generally outperforming the human consultant. 
Specifically, the LLM-based agent showed significantly higher satisfaction scores and 
shorter completion times across all tasks. 

The ANOVA tests further confirmed significant overall differences in user 
satisfaction and task completion times between different tasks for both groups. 
Specifically, the LLM-based agent showed the highest satisfaction scores and the 
shortest completion times in the weather inquiries and health consultations tasks, 
indicating that users found these interactions particularly efficient and satisfactory. In 
contrast, the human consultant group showed more varied results, with less 
consistency across different tasks. 

These findings suggest that the LLM-based agent is more effective in providing 
quick and satisfactory responses across a variety of tasks. This may be due to its ability 
to process and retrieve information rapidly and accurately, without the delays 
associated with human response times. Additionally, the high satisfaction scores for 
health consultations highlight the potential of LLM-based agents in providing 
preliminary healthcare advice efficiently, though it is crucial to address the 
transparency and data security concerns highlighted in previous sections. 
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4.3. Comparison between participants 

The study also compared results based on participants’ demographics: gender, 
age, education level, and technical background (Table 8). Results were compared 
based on participants’ demographics, showing variations in user satisfaction and 
cognitive load. 

Table 8. Comparison between participants. 

Demographic Measure 
LLM-based Agent 
(Mean ± SD) 

Human Consultant 
(Mean ± SD) 

t-value
p-value
(t-test)

F-value
p-value
(ANOVA)

Gender (Male) Satisfaction 6.3 ± 0.60 5.5 ± 0.72 3.2 0.002 2.85 0.093 

Cognitive Load 2.7 ± 0.58 4.0 ± 0.70 −5.05 <0.001 3.56 0.069 

Gender (Female) Satisfaction 6.1 ± 0.68 5.3 ± 0.70 2.85 0.005 2.6 0.114 

Cognitive Load 2.9 ± 0.62 4.2 ± 0.75 −4.22 <0.001 3.12 0.082 

Age (22–30) Satisfaction 6.4 ± 0.62 5.6 ± 0.68 3.85 <0.001 3.89 0.051 

Cognitive Load 2.5 ± 0.58 3.8 ± 0.65 −5.42 <0.001 4.23 0.045 

Age (31–41) Satisfaction 6.0 ± 0.68 5.2 ± 0.72 2.6 0.012 3.78 0.058 

Cognitive Load 3.0 ± 0.62 4.3 ± 0.75 −3.78 <0.001 4.11 0.048 

Education (Higher) Satisfaction 6.3 ± 0.65 5.6 ± 0.70 3.25 0.002 4 0.049 

Cognitive Load 3.0 ± 0.62 4.3 ± 0.75 −4.22 <0.001 4.56 0.037 

Education (Lower) Satisfaction 6.0 ± 0.67 5.4 ± 0.68 2.58 0.013 3.54 0.071 

Cognitive Load 3.0 ± 0.65 4.2 ± 0.72 −3.2 0.002 3.89 0.052 

Technical Background (High) Satisfaction 6.4 ± 0.63 5.7 ± 0.70 3.57 <0.001 4.23 0.046 

Cognitive Load 2.6 ± 0.55 3.9 ± 0.68 −4.68 <0.001 4.78 0.035 

Technical Background (Low) Satisfaction 6.0 ± 0.70 5.4 ± 0.72 2.47 0.016 3.12 0.082 

Cognitive Load 3.0 ± 0.65 4.3 ± 0.75 −3.45 <0.001 4.01 0.049 

The t-tests revealed significant differences in user satisfaction and cognitive load 
between the LLM-based agent and the human consultant within each demographic 
group. The LLM-based agent consistently showed higher satisfaction scores and lower 
cognitive load compared to the human consultant. These findings were particularly 
notable among participants with high technical proficiency and younger participants 
(aged 22–30). 

The ANOVA tests confirmed significant overall differences in user satisfaction 
and cognitive load between different demographic groups. For example, participants 
with higher technical proficiency showed significantly higher satisfaction scores and 
lower cognitive load when interacting with the LLM-based agent compared to those 
with lower technical proficiency. Similarly, younger participants (aged 22–30) 
reported higher satisfaction and lower cognitive load than older participants (aged 31–
41). 

These results suggest that user satisfaction and cognitive load with LLM-based 
agents can vary significantly based on demographic factors such as age, education 
level, and technical background. Participants with higher technical proficiency and 
younger age groups tend to have a more favorable experience with LLM-based agents, 
potentially due to their greater familiarity and comfort with advanced technology. This 
highlights the importance of considering user demographics in the design and 
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deployment of LLM-based systems to ensure they meet the needs of diverse user 
groups. 

4.4. Issues raised by participants in the think aloud protocol 

Several key issues were raised by participants through the Think Aloud Protocol 
(Table 9). Participants expressed a strong need for understanding the decision-making 
processes of the LLM. They frequently questioned how responses were generated and 
the underlying algorithms. Concerns about data security and privacy were prevalent, 
with participants wanting assurances on how their data was being handled and stored. 
Key issues raised by participants included the need for understanding the decision-
making processes of the LLM, concerns about data security and privacy, and the desire 
for more detailed explanations. Some participants desired more detailed explanations 
for the answers provided by the LLM, particularly in health consultations. While 
generally positive, some participants found the interface could be more intuitive, 
particularly in the scheduling tasks. 

Table 9. Issues raised by participants. 

Issue Description 
Number of Participants 
(Female/Male) 

Statistical Significance (if 
applicable) 

Transparency 
Participants expressed a need for understanding the decision-
making processes of the LLM. 

12 (7F, 5M) N/A 

Algorithmic 
Insight 

Participants frequently questioned how responses were generated 
and the underlying algorithms. 

10 (6F, 4M) N/A 

Data Security 
Concerns about data security and privacy were prevalent. 
Participants wanted assurances on data handling and storage. 

15 (9F, 6M) 
p = 0.032 (gender comparison, 
t-test)

Detailed 
Explanations 

Some participants desired more detailed explanations for the 
answers provided by the LLM, particularly in health 
consultations. 

9 (6F, 3M) 
p = 0.041 (gender comparison, 
t-test)

Interface 
Intuitiveness 

While generally positive, some participants found the interface 
could be more intuitive, particularly in scheduling tasks. 

8 (5F, 3M) N/A 

Technical 
Criticism 

Participants with high technical familiarity were more critical of 
the technical aspects of the LLM, such as response algorithms 
and data handling procedures. 

11 (6F, 5M) 
p = 0.029 (technical familiarity 
comparison, t-test) 

4.5. Possible divergences between participants 

This study identified notable divergences in participant feedback based on 
demographics. Detailed statistical analysis was conducted to understand these 
differences, as summarized in Table 10. 

Table 10. Divergences in participant feedback based on demographics. 

Demographic Factor Concern/Preference 
Number of 
Participants (n) 

Mean Rating 
(Scale 1–7) 

Standard 
Deviation 

t-value p-value

Gender (Female) Data Security 9 6.5 0.5 2.85 0.005 

Gender (Male) Data Security 6 5.7 0.7 

Gender (Female) Detailed Explanations 9 6.3 0.6 2.58 0.013 

Gender (Male) Detailed Explanations 6 5.5 0.8 

Age (Younger, 22–30) Efficiency and Speed 8 6.4 0.4 3.25 0.002 
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Table 10. (Continued). 

Demographic Factor Concern/Preference 
Number of 
Participants (n) 

Mean Rating 
(Scale 1–7) 

Standard 
Deviation 

t-value p-value

Age (Older, 31–41) Efficiency and Speed 8 5.8 0.6 

Age (Younger, 22–30) Transparency and Security 8 5.9 0.5 2.47 0.016 

Age (Older, 31–41) Transparency and Security 8 6.3 0.4 

Education (Higher) Technical Details 10 6.6 0.3 3.57 <0.001 

Education (Lower) Technical Details 7 5.8 0.5 

Education (Higher) Usability and Interface 10 6 0.4 2.85 0.005 

Education (Lower) Usability and Interface 7 5.4 0.6 

Technical Familiarity (High) Technical Criticism 11 6.4 0.5 4.22 <0.001 

Technical Familiarity (Low) Technical Criticism 9 5.6 0.7 

Females showed significantly higher concern for data security (mean rating: 6.5, 
SD: 0.5) compared to males (mean rating: 5.7, SD: 0.7), with a t-value of 2.85 and a 
p-value of 0.005. Additionally, females sought more detailed explanations (mean
rating: 6.3, SD: 0.6) compared to males (mean rating: 5.5, SD: 0.8), with a t-value of
2.58 and a p-value of 0.013.

Younger participants (22–30 years) prioritized efficiency and speed (mean rating: 
6.4, SD: 0.4) more than older participants (31–41 years, mean rating: 5.8, SD: 0.6), 
with a t-value of 3.25 and a p-value of 0.002. Conversely, older participants valued 
transparency and security (mean rating: 6.3, SD: 0.4) higher than younger participants 
(mean rating: 5.9, SD: 0.5), with a t-value of 2.47 and a p-value of 0.016. 

Participants with higher education levels demanded more technical details (mean 
rating: 6.6, SD: 0.3) compared to those with lower education levels (mean rating: 5.8, 
SD: 0.5), with a t-value of 3.57 and a p-value of < 0.001. Additionally, higher-educated 
participants focused more on usability and interface design (mean rating: 6.0, SD: 0.4) 
compared to lower-educated participants (mean rating: 5.4, SD: 0.6), with a t-value of 
2.85 and a p-value of 0.005. 

Participants with high technical familiarity were more critical of the technical 
aspects of the LLM (mean rating: 6.4, SD: 0.5) compared to those with lower technical 
familiarity (mean rating: 5.6, SD: 0.7), with a t-value of 4.22 and a p-value of < 0.001. 
This group expressed a need for more transparency and detailed explanations about 
how the LLM processes information and ensures data security. 

4.6. Qualitative data and examples 

The study also gathered qualitative feedback (Table 11). Participant 1 mentioned, 
“The LLM-based agent is impressive. It feels almost human in how it understands 
context. But I want to know more about how it decides what to say.” Participant 4 
expressed, “I’m happy with the speed and accuracy, but what happens to my data? Can 
someone else access it?” Participant 7 noted, “This system is great for quick answers, 
but sometimes I need more detailed explanations, especially for health advice.” These 
examples illustrate the mixed reactions of participants, highlighting both the strengths 
and areas for improvement for LLM-based conversational agents. 
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Table 11. Feedback by participants. 

Participant Feedback 

1 
“The LLM-based agent is impressive. It feels almost human in how it understands context. But I want to know more about how 
it decides what to say.” 

2 
“I found the responses accurate but sometimes too generic. It would be better if the agent could provide more personalized 
answers.” 

3 “The system is quite efficient, but I am skeptical about the security of my data. How is it being stored?” 

4 “I’m happy with the speed and accuracy, but what happens to my data? Can someone else access it?” 

5 “The user interface is a bit confusing. It took me a while to figure out how to navigate through different functions.” 

6 “I appreciate the detailed responses, but I wish there was more explanation on how the agent arrives at these answers.” 

7 “This system is great for quick answers, but sometimes I need more detailed explanations, especially for health advice.” 

8 “The interaction feels natural, but I need more transparency about the algorithms used.” 

9 “I would like to see more options for customizing the interface. It feels a bit too generic.” 

10 “The LLM-based agent is very responsive, but I am concerned about how my personal information is being used.” 

11 “It’s efficient, but some of the responses feel a bit robotic. It could be more conversational.” 

12 “I appreciate the accuracy, but I would like to know more about the data sources used by the agent.” 

13 “The system works well for basic queries, but for more complex questions, it sometimes falls short.” 

14 “Security is a big concern for me. I need to know that my data is safe.” 

15 “I like the speed of the responses, but the interface needs to be more user-friendly.” 

16 “The agent’s responses are accurate, but it could benefit from more detailed explanations for technical support queries.” 

17 “The conversational flow is good, but I want more transparency about how the agent processes information.” 

18 “Overall, it’s a helpful tool, but I need assurances about data privacy and security.” 

These feedback points indicate that, despite the LLM conversational agent’s 
strong performance in user experience and efficiency, there is a strong need for 
improved transparency and security. This is especially true in specialized applications 
such as healthcare consultations, where users emphasized the importance of trust and 
clear communication regarding the agent’s capabilities and limitations. 

This study highlights the necessity of enhancing user experience and building 
user trust in LLM-based conversational agents, particularly for specialized 
applications. Extensive qualitative feedback was gathered, illustrating mixed reactions 
and highlighting strengths and areas for improvement. Future research should focus 
on addressing transparency and security issues to further improve user experiences 
and foster greater trust in these advanced AI systems. 

5. Discussion

5.1. Gender-based differences 

The inclusion of numerical data indicates the prevalence of each issue among 
participants. For instance, 15 participants raised concerns about data security and 
privacy, with 9 females and 6 males. To determine if the gender differences were 
statistically significant, we performed a t-test, which revealed that females were 
significantly more concerned about data security compared to males (p = 0.032). 
Additionally, 9 participants desired more detailed explanations, with 6 females and 3 
males, and this difference was also statistically significant (p = 0.041). 
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Our qualitative analysis also revealed these gender differences. Specifically, 
females were more concerned about data security and sought more detailed 
explanations than males. These findings are statistically significant within the context 
of our study. However, we acknowledge that our sample size is limited, and these 
insights are based on the specific conditions of our experiment. Therefore, while our 
findings suggest that females may be more concerned about data security, this 
conclusion should not be generalized to all populations without further research. 
Future studies with larger and more diverse samples are needed to validate these 
findings. 

5.2. Age-based differences 

Younger participants (22–30 years) prioritized efficiency and speed (mean rating: 
6.4, SD: 0.4) more than older participants (31–41 years, mean rating: 5.8, SD: 0.6), 
with a t-value of 3.25 and a p-value of 0.002. Conversely, older participants valued 
transparency and security (mean rating: 6.3, SD: 0.4) higher than younger participants 
(mean rating: 5.9, SD: 0.5), with a t-value of 2.47 and a p-value of 0.016. These 
differences highlight the varying priorities across age groups, suggesting that younger 
users are more focused on performance while older users emphasize trust and security. 

5.3. Education-based differences 

Participants with higher education levels demanded more technical details (mean 
rating: 6.6, SD: 0.3) compared to those with lower education levels (mean rating: 5.8, 
SD: 0.5), with a t-value of 3.57 and a p-value of <0.001. Additionally, higher-educated 
participants focused more on usability and interface design (mean rating: 6.0, SD: 0.4) 
compared to lower-educated participants (mean rating: 5.4, SD: 0.6), with a t-value of 
2.85 and a p-value of 0.005. These findings suggest that higher-educated users are 
more interested in the technical functionality and usability of the LLM. 

5.4. Technical familiarity-based differences 

One particularly interesting finding is that participants with high technical 
familiarity were more critical of the technical aspects of the LLM, such as response 
algorithms and data handling procedures. This was indicated by 11 participants, with 
6 females and 5 males, and the difference was statistically significant (p = 0.029). 
These participants frequently questioned the transparency and efficiency of the 
algorithms used by the LLM, and they expressed concerns about how data was 
processed and stored. 

To determine if the difference in technical criticism between participants with 
high and low technical familiarity was statistically significant, we conducted a t-test. 
The t-test compared the mean ratings of technical aspects by participants with high 
technical familiarity against those with low technical familiarity. The results indicated 
a significant difference, suggesting that technically proficient users are more critical 
of the LLM’s technical performance. The t-test revealed a statistically significant 
difference between these groups (p = 0.029), indicating that participants with higher 
technical familiarity were indeed more critical of the technical aspects of the LLM. 
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5.5. Task-specific performance 

Additionally, the LLM-based agent showed significantly higher satisfaction and 
efficiency in technical support tasks compared to other tasks. This is a new insight into 
task-specific LLM capabilities. Participants rated their satisfaction and task 
completion efficiency significantly higher in technical support tasks when using the 
LLM-based agent, highlighting its potential effectiveness in this specific area. 

5.6. Implications for LLM design and deployment 

This critical perspective from technically proficient users highlights a key area 
for improvement in LLM-based systems. Ensuring that the underlying algorithms are 
transparent and that data handling procedures are robust and well-communicated can 
enhance trust and satisfaction among technically knowledgeable users. These users 
often have higher expectations and a deeper understanding of the potential risks and 
limitations associated with advanced AI systems, making their feedback crucial for 
ongoing development and refinement. 

By incorporating both qualitative insights and quantitative data, we aim to 
provide a more comprehensive understanding of the issues raised by participants and 
their implications. This detailed analysis ensures that the study’s main focus—user 
experience and trust in LLM-based conversational agents—is thoroughly examined 
and supported by robust evidence. 

5.7. Limitations and future research 

We acknowledge that our sample size is limited and that these insights are based 
on the specific conditions of our experiment. Therefore, while our findings suggest 
that participants with high technical familiarity are more critical of technical aspects, 
this conclusion should not be generalized without further research. Future studies with 
larger and more diverse samples are needed to validate these findings and explore the 
nuances of user trust and satisfaction in greater depth. 

6. Conclusion

This study has explored the critical factors influencing user experience (UX) and
trust in advanced Large Language Model (LLM)-based conversational agents. The 
findings provide detailed task-specific and demographic-based insights, highlighting 
practical implications for improving LLM design and deployment in diverse 
applications. 

We conducted thorough statistical significance tests that confirm LLM-based 
agents’ superior performance in user satisfaction, task completion time, and cognitive 
load across various tasks (weather inquiries, schedule management, technical support, 
health consultations). This detailed quantitative analysis adds depth to the 
understanding of LLM performance metrics. 

Unlike prior studies, we provided a nuanced comparison of LLM performance 
across different tasks, highlighting specific areas where LLMs excel or need 
improvement. For example, the LLM-based agent showed significantly higher 
satisfaction and efficiency in technical support tasks, which is a new insight into task-
specific LLM capabilities. 
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We included a comprehensive demographic analysis showing how user 
satisfaction and cognitive load vary based on gender, age, education level, and 
technical background. This demographic breakdown is not extensively covered in 
prior research and provides valuable insights for targeted improvements in LLM 
design and deployment. 

We gathered extensive qualitative feedback through the Think Aloud Protocol, 
identifying specific issues and divergences in participant feedback based on 
demographics. This qualitative data offers a deeper understanding of user concerns 
and preferences, contributing to more user-centered LLM development. 

While previous studies have noted concerns about transparency and security, our 
study provides a detailed list of specific issues raised by participants. This pragmatic 
approach offers actionable insights for addressing transparency and data security 
challenges. 

In summary, while our study reaffirms the advantages of LLM-based 
conversational agents in enhancing user satisfaction and reducing cognitive load, it 
also provides new insights into task-specific and demographic-based performance that 
are not extensively covered in previous research. We hope these findings contribute to 
the ongoing improvement of LLM design and deployment in diverse applications, and 
we acknowledge that further research with larger and more diverse samples is 
necessary to validate and expand upon our results. 
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Abstract: In the ever-expanding landscape of digital technologies, the exponential growth of 

data in information science and health informatics presents both challenges and opportunities, 

demanding innovative approaches to data curation. This study focuses on evaluating various 

feasible clustering methods within the Data Washing Machine (DWM), a novel tool designed 

to streamline unsupervised data curation processes. The DWM integrates Shannon Entropy 

into its clustering process, allowing for adaptive refinement of clustering strategies based on 

entropy levels observed within data clusters. Rigorous testing of the DWM prototype on 

various annotated test samples revealed promising outcomes, particularly in scenarios with 

high-quality data. However, challenges arose when dealing with poor data quality, emphasizing 

the importance of data quality assessment and improvement for successful data curation. To 

enhance the DWM’s clustering capabilities, this study explored alternative unsupervised 

clustering methods, including spectral clustering, autoencoders, and density-based clustering 

like DBSCAN. The integration of these alternative methods aimed to augment the DWM’s 

ability to handle diverse data scenarios effectively. The findings demonstrated the practicability 

of constructing an unsupervised entity resolution engine with the DWM, highlighting the 

critical role of Shannon Entropy in enhancing unsupervised clustering methods for effective 

data curation. This study underscores the necessity of innovative clustering strategies and 

robust data quality assessments in navigating the complexities of modern data landscapes. This 

content is structured by the following sections: Introduction, Methodology, Results, Discussion, 

and Conclusion. 

Keywords: data curation; data washing machine; data quality; Shannon Entropy; unsupervised 

clustering; entity resolution; spectral clustering; autoencoders; DBSCAN 

1. Introduction

In today’s digital age, we generate vast amounts of data every day, from social
media posts to online shopping records. However, this data often comes in messy and 
inconsistent formats, making it hard to use effectively. Data curation is the process of 
organizing and cleaning this raw data so it can be useful and reliable. Part of this 
process involves entity resolution, which identifies and merges different records that 
refer to the same person, place, or thing, eliminating duplicates and errors [1]. The 
Data Washing Machine (DWM) is a powerful tool designed to automate these tasks. 
It uses advanced techniques to correct mistakes, standardize formats, and link related 
data. This makes it easier for businesses and researchers to analyze their data and draw 
meaningful conclusions without spending countless hours on manual data cleaning. 

In the rapidly evolving landscape of digital technologies, the proliferation of data 
presents both challenges and opportunities across various domains, notably in 
information science and health informatics. As data volumes continue to soar, the 
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intricacies of data curation have become increasingly critical for ensuring data quality, 
standardization, and integration [2]. Data curation encompasses a range of tasks in the 
Data Washing Machine (DWM), including data acquisition, quality assessment, 
standardization, integration, and disposal, all aimed at transforming raw data into 
actionable insights [3]. Amidst this backdrop, the Data Washing Machine (DWM) 
emerges as a pioneering tool designed to streamline unsupervised data curation 
processes, offering a unique blend of techniques to simplify data cleansing [2]. 

The DWM (Figure 1) is an automated system that simplifies the process of 
cleaning and organizing large datasets without the need for extensive manual 
intervention. It handles tasks such as detecting and correcting errors, integrating data 
from different sources, and ensuring that the data is in a consistent format. One of the 
critical features of the DWM is its use of entity resolution (ER), which is the process 
of identifying and merging records that refer to the same real-world entity. This is 
crucial for eliminating duplicates and improving the quality of the dataset. The DWM 
also employs sophisticated methods such as spelling correction and blocking, which 
groups similar records together to make the matching process more efficient [2,3]. 
Additionally, it utilizes the Monge-Elkan comparator, a probabilistic model that helps 
link unstandardized references by comparing strings based on their similarity [2].  

Figure 1. Data washing machine process flow, university of Arkansas little rock data 
washing machine project (overview of data washing machine). 

As mentioned above, the core of the DWM lies the integration of sophisticated 
mechanisms such as entity resolution (ER) and spelling corrections, leveraging 
unsupervised techniques including blocking and stop word schemes based on token 
frequency [3]. By incorporating a variant of the Monge-Elkan comparator to link 
unstandardized references, an innovative evaluation process guided by the variation 
of Shannon Entropy [2] occurs. The exponential growth of data in today’s digital age 
has underscored the importance of effective data analysis techniques, particularly in 
unsupervised learning settings where labeled data may be scarce or unavailable [2]. 
Unsupervised learning algorithms play a crucial role in extracting meaningful insights 
from raw data by identifying inherent patterns, structures, and relationships. However, 
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the success of unsupervised learning hinges on the ability to evaluate the quality and 
coherence of discovered clusters, which is where Shannon Entropy comes into play [4, 
5].  

Shannon Entropy, introduced by Claude Shannon in 1948, provides a measure of 
uncertainty or randomness within a probability distribution [4]. In the context of 
unsupervised learning, Shannon Entropy serves as a key metric for assessing the 
information content and organization of data clusters. Mathematically, Shannon 
Entropy is defined as: \[ H(X) = -\sum_{i=1}^{n} P(x_i) \log_2(P(x_i)) \] Where 
\( H(X) \) represents the entropy of the random variable \( X \), and \( P(x_i) \) denotes 
the probability of occurrence of each possible outcome \( x_i \) [4,5]. One of the 
primary applications of Shannon Entropy in unsupervised learning is in data clustering, 
where it serves as a measure of cluster purity and homogeneity. By evaluating the 
entropy of cluster assignments, algorithms can identify clusters with low entropy, 
indicating high cohesion and similarity among data points [6]. Conversely, clusters 
with high entropy may signify heterogeneity or ambiguity in the underlying data 
distribution [6]. 

For instance, imagine you have a large collection of books scattered across the 
floor of a library, and your task is to group them together based on their topics. Each 
book represents a piece of data, and you want to organize them into clusters, like 
“Science Fiction,” “History,” or “Biographies.” Instead of just randomly putting books 
together, you decide to use Shannon Entropy, a method that helps you determine how 
well your clusters are organized [7]. With Shannon Entropy, you’re not just looking 
at the individual books; you’re also considering how diverse the topics are within each 
cluster. If one cluster has books covering a wide range of topics, it has high entropy, 
indicating it’s not very well organized. On the other hand, if a cluster contains books 
all on a similar topic, it has low entropy, suggesting it’s well-organized. As you’re 
sorting through the books and creating clusters, you’re using the innovative framework 
of the Data Washing Machine (DWM) to assist you. The DWM not only helps group 
the books together but also adjusts its approach based on the entropy levels it observes 
within each cluster. If it notices that one cluster has high entropy, indicating it’s messy 
and needs refining, the DWM can adapt its clustering strategy to improve the 
organization. 

This study looks at the feasibility of utilizing Shannon Entropy in the DWM, 
while also reviewing how Shannon Entropy can complement other clustering 
techniques in the DWM. It rigorously tests the DWM prototype on various annotated 
test samples, revealing notable performance metrics across different data quality 
scenarios [8]. While showcasing promising outcomes in samples with good data quality, 
the study also underscores the importance of data quality assessment and improvement 
for successful data curation, particularly in scenarios with poor data quality [8]. 
Likewise, the study also explores the potential of alternative unsupervised clustering 
methods aiming to augment the DWM’s clustering capabilities [9–11]. These include, 
Spectral clustering, a technique for clustering data points based on the eigenvalues and 
eigenvectors of a similarity matrix derived from the data. It partitions the data into 
clusters by analyzing the spectral decomposition of the similarity matrix, making it 
particularly effective for identifying non-linearly separable clusters; Autoencoders, a 
type of artificial neural network used for unsupervised learning tasks, particularly for 
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dimensionality reduction and feature learning [12]. They consist of an encoder and a 
decoder network, which work together to learn a compressed representation of the 
input data, capturing its essential features while reducing noise and redundancy; and 
DBSCAN (Density-Based Spatial Clustering of Applications with Noise), a clustering 
algorithm commonly used to identify clusters of data points in a dataset with varying 
densities. Unlike traditional clustering methods, DBSCAN does not require specifying 
the number of clusters beforehand and can detect outliers or noise points within the 
data. Through these endeavors, this study aims to contribute to the advancement of 
unsupervised entity resolution methods, paving the way for more sophisticated and 
adaptive solutions in data curation [13]. 

2. Methods

2.1. Evaluating cluster quality in data curation via shannon entropy 

To assess the performance of the current clustering algorithm, test datasets 
available in the BitBucket repository were utilized. Each dataset was accompanied by 
annotated truth sets (Table 2), enabling the verification of clustering accuracy under 
specific parameter configurations. Table 2 presents a comprehensive overview of the 
characteristics of each test dataset, including file name, size, data characteristics, 
quality assessment, layout, and associated truth file. The datasets varied in size, 
ranging from 50 to 19,998 entries, and encompassed diverse data types such as 
personal and business names and addresses. Quality assessments were provided for 
each dataset, categorized as either “Good” or “Poor,” with corresponding truth files 
for evaluation. For instance, dataset S3Rest.txt pertained to business names and 
addresses, characterized as “Good” quality, with an associated truth file named 
truthRestaurant.txt. The evaluation of clustering performance was conducted using 
precision, recall, and F-measure metrics computed based on the truth file names 
specified under the “truth File Name” parameter. 

Table 2. Annotated dataset, university of Arkansas little rock data washing machine 
project. 

File Name Size Characteristics Quality Layout Truth File Name 

S1G.txt 50 Person name & address Good Single truthABCgoodDQ.txt 

S2G.txt 100 Person name & address Good Single truthABCgoodDQ.txt 

S3Rest.txt 868 Business name & address Good Single truthRestaurant.txt 

S4G.txt 1912 Person name & address Good Single truthABCgoodDQ.txt 

S5G.txt 3004 Person name & address Good Single truthABCgoodDQ.txt 

S6GeCo.txt 19,998 Person name & address Good Single truthGeCo.txt 

S7GX.txt 2912 Person name & address Good Mixed truthABCgoodDQ.txt 

S8P.txt 1000 Person name & address Poor Single truthABCpoorDQ.txt 

S9P.txt 1000 Person name & address Poor Single truthABCpoorDQ.txt 

S10PX.txt 2000 Person name & address Poor Mixed truthABCpoorDQ.txt 

S11PX.txt 3999 Person name & address Poor Mixed truthABCpoorDQ.txt 

S12PX.txt 6000 Person name & address Poor Mixed truthABCpoorDQ.txt 
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Table 2. (Continued). 

File Name Size Characteristics Quality Layout Truth File Name 

S13GX.txt 2000 Person name & address Good Mixed truthABCgoodDQ.txt 

S14GX.txt 5000 Person name & address Good Mixed truthABCgoodDQ.txt 

S15GX.txt 10,000 Person name & address Good Mixed truthABCgoodDQ.txt 

S16PX.txt 2000 Person name & address Poor Mixed truthABCpoorDQ.txt 

S17PX.txt 5000 Person name & address Poor Mixed truthABCpoorDQ.txt 

S18PX.txt 10,000 Person name & address Poor Mixed truthABCpoorDQ.txt 

The cluster evaluation process within the Data Washing Machine (DWM) relies 
on Shannon Entropy as a fundamental metric for assessing the quality and organization 
of clusters post-blocking and linking [14]. Python programming language is employed, 
leveraging the NumPy library for numerical operations and the Scikit-learn library for 
computing entropy using appropriate metrics [11]. Specifically, the Shannon Entropy 
of cluster labels is calculated utilizing a dedicated function that analyzes the 
probability distribution of labels within clusters and subsequently computes their 
entropy [14]. This meticulous process provides a comprehensive understanding of the 
information content and uncertainty present within each cluster, facilitating a nuanced 
assessment of cluster quality in the context of data curation [2,3].  

2.2. Alternative clustering methods in an unsupervised setting—Spectral 
clustering 

To complement Shannon Entropy-based evaluation, spectral clustering is 
implemented using Python programming language and the Scikit-learn library [11]. 
The methodology involves constructing a similarity matrix to capture pairwise 
similarities between data points, computing eigenvalues and eigenvectors of this 
matrix, and applying k-means clustering on the resultant eigenvectors to partition the 
data into clusters [11]. Algorithm 1 demonstrates how to instantiate the Spectral 
Clustering class from Scikit-learn and apply it to a dataset `X`, assigning clusters 
accordingly: 

Algorithm 1 ```python 

1: from sklearn.cluster import SpectralClustering 
2: # Instantiate SpectralClustering with desired parameters 
3: spectral_clustering = SpectralClustering (n_clusters = 3, affinity = ‘nearest_neighbors’) 
4: # Fit and predict clusters for the dataset 
5: cluster_labels = spectral_clustering.fit_predict(X)``` 

The efficacy of spectral clustering is evaluated by comparing its clustering 
outcomes with those obtained using Shannon Entropy-based evaluation, employing 
metrics such as cluster purity, F-measure, or silhouette score to assess the quality of 
the resulting clusters [11,15].  

2.3. Alternative clustering methods in an unsupervised setting—
Autoencoders 
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For capturing complex, intrinsic data patterns, autoencoders are employed, 
leveraging deep learning frameworks such as TensorFlow or PyTorch in Python [9]. 
The methodology involves constructing and training a basic autoencoder model 
comprising an input layer, an encoded layer for dimensionality reduction, and a 
decoded layer for reconstruction [9]. The trained autoencoder model generates 
encoded data representations, which are subsequently used for clustering. Algorithm 
2 illustrates the creation of an autoencoder model using TensorFlow: 

Algorithm 2 ```python 

1. import tensorflow as tf
2. # Define the autoencoder model architecture
3. autoencoder = tf.keras.Sequential ([
4. tf.keras.layers.Input (shape = (input_dim,)),
5. tf.keras.layers.Dense (encoding_dim, activation = ‘relu’),
6. tf.keras.layers.Dense (input_dim, activation = ‘sigmoid’)
7. ])
8. # Compile the model
9. autoencoder.compile (optimizer = ‘adam’, loss = ‘mse’)
10. # Train the autoencoder model
11. autoencoder.fit (X_train, X_train, epochs = epochs, batch_size = batch_size)
12. ```

The effectiveness of clustering outcomes derived from the autoencoder’s 
representations is evaluated using metrics similar to those used for spectral clustering, 
with additional analysis of reconstruction loss to ensure effective capture of data 
patterns [9,15].  

2.4. Alternative clustering methods in an unsupervised setting—
DBSCAN 

DBSCAN, a density-based clustering algorithm, is implemented using the Scikit-
learn library in Python [10]. The algorithm’s parameters, including eps (neighborhood 
radius) and min_samples (minimum number of points required to form a cluster), are 
optimized for the specific datasets being curated by the DWM [10]. Algorithm 3 
demonstrates how to apply DBSCAN clustering to a dataset `X`: 

Algorithm 3 ```python 

1. from sklearn.cluster import DBSCAN
2. # Instantiate DBSCAN with desired parameters
3. dbscan = DBSCAN (eps = 0.5, min_samples = 5)
4. # Fit and predict clusters for the dataset
5. cluster_labels = dbscan.fit_predict(X)
6. ```

Evaluation of DBSCAN clustering outcomes is conducted by comparing them 
with those obtained using Shannon Entropy-based evaluation and employing metrics 
such as the silhouette score and visual cluster inspections to assess clustering quality 
[10,14]. 

2.5. Specific Methodology 

The methodology for enhancing the capabilities of the Data Washing Machine 
(DWM) for data curation involves integrating Shannon Entropy evaluation with 
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advanced clustering techniques, including spectral clustering, autoencoders, and 
DBSCAN [2,9–11]. Python programming language is utilized for implementation, 
with support from various libraries such as NumPy, Scikit-learn, TensorFlow, and 
PyTorch [2,9,11]. The evaluation of each clustering method’s effectiveness is 
conducted using appropriate metrics to assess their contribution to improving the 
DWM’s adaptability and accuracy in unsupervised entity resolution [2,8,10,15]. This 
comprehensive approach ensures a thorough analysis of cluster quality and 
organization, thereby enhancing the efficacy of data curation within the DWM 
framework [2,3,8] . 

3. Results

The evaluation of cluster quality using Shannon Entropy within the Data Washing
Machine (DWM) framework provided significant insights into the organization and 
information content of clusters post-blocking and linking. Shannon Entropy, serving 
as a cornerstone metric, offered a nuanced perspective on the similarity and 
consistency of references within clusters, thus facilitating a comprehensive assessment 
of cluster quality in the context of data curation. The analysis revealed varying levels 
of entropy across different clusters, indicating the degree of order or disorder within 
the data points. Clusters with high entropy were indicative of diverse or disordered 
data points, suggesting the need for further refinement or division, while clusters with 
low entropy represented a high degree of order or similarity among data points, 
signaling effective clustering. The Shannon Entropy-based evaluation provided 
valuable insights into the quality and organization of clusters, laying the foundation 
for further exploration of alternative clustering methods within the DWM framework 
[12]. 

The application of spectral clustering as an alternative clustering method yielded 
promising results in enhancing the DWM’s clustering capabilities. Spectral clustering 
leveraged the eigenvalues of similarity matrices to identify complex cluster structures 
that may have been overlooked by traditional methods. By operating in a reduced-
dimensional space, spectral clustering effectively captured the underlying data 
structure, leading to the discovery of cohesive clusters with intricate relationships 
among data points. Evaluation metrics such as cluster purity, F-measure, and 
silhouette score demonstrated the efficacy of spectral clustering in generating high-
quality clusters within the DWM framework. The analysis revealed that spectral 
clustering complemented the Shannon Entropy-based evaluation by identifying 
clusters with diverse structures and improving the overall clustering performance of 
the DWM. 

The utilization of autoencoders for data representation learning proved to be 
beneficial in capturing complex, intrinsic data patterns within the DWM. 
Autoencoders, trained to compress the dataset into a lower-dimensional, meaningful 
representation, effectively learned the underlying data manifold, leading to the 
generation of informative data representations. Clustering outcomes derived from the 
autoencoder’s representations exhibited improved cluster quality and organization, 
contributing to enhanced data curation within the DWM. The analysis revealed that 
autoencoders offered a deeper understanding of the data structure, enabling the DWM 
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to identify subtle patterns and relationships among data points that may not be apparent 
in the original feature space. Overall, the integration of autoencoders enhanced the 
clustering capabilities of the DWM, leading to more accurate and informative cluster 
formations. 

The integration of DBSCAN as a density-based clustering method showcased 
promising results in handling datasets with noise and identifying clusters of varying 
shapes within the DWM framework. DBSCAN, leveraging the concept of data density, 
effectively grouped data points into clusters based on their proximity, leading to robust 
clustering outcomes. Evaluation metrics such as the silhouette score and visual cluster 
inspections confirmed the effectiveness of DBSCAN in improving cluster quality and 
organization in data curation tasks. The analysis revealed that DBSCAN excelled in 
handling datasets with irregular cluster shapes and noisy data points, making it a 
valuable addition to the clustering repertoire of the DWM. By incorporating DBSCAN 
into the DWM framework, the system was able to adapt to diverse data scenarios and 
produce high-quality cluster formations that accurately represented the underlying 
data structure. 

A comprehensive comparative analysis was conducted to assess the relative 
strengths and limitations of each clustering method within the DWM framework. 
Comparisons were made based on clustering accuracy, robustness to noise and outliers, 
computational efficiency, and adaptability to various data types and structures [16]. In 
Table 3, the results of the comparative analysis provided valuable insights into the 
effectiveness of each clustering method and their contributions to enhancing data 
curation outcomes within the DWM. The analysis revealed that each clustering 
method offered unique advantages and addressed specific challenges in data curation, 
highlighting the importance of employing a diverse set of clustering techniques for 
comprehensive data analysis within the DWM framework. 

Table 3. Evaluation of clustering methods within the DWM framework. 

METRICS/METHODS SHANNON ENTROPY SPECTRAL CLUSTERING AUTOENCODERS DBSCAN 

CLUSTER QUALITY High High High High 

CLUSTER PURITY N/A High High High 

F-MEASURE N/A High High High 

SILHOUETTE SCORE N/A High High High 

ROBUSTNESS TO NOISE N/A Medium Medium High 

HANDLING IRREGULAR SHAPES N/A Medium Medium High 

COMPUTATIONAL EFFICIENCY High Medium Medium High 

Legend: High: Represents top performance in the metric. Medium: Indicates moderate performance. 
N/A: Not Applicable for this method. Y-Axis: Evaluation Metrics (Shannon Entropy, Cluster Purity, F-
Measure, Silhouette Score, Computational Efficiency) X-Axis: Clustering Methods (Shannon Entropy, 
Spectral Clustering, Autoencoders, DBSCAN). 

The combined utilization of Shannon Entropy, spectral clustering, autoencoders, 
and DBSCAN demonstrated synergistic effects in addressing data curation challenges 
within the DWM framework. By integrating multiple clustering methods with 
Shannon Entropy, the DWM was able to offer a more comprehensive solution for 
unsupervised entity resolution, effectively managing diverse datasets and improving 
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data curation outcomes [17,18]. This synergistic approach capitalized on the unique 
strengths of each clustering method, resulting in enhanced cluster quality and 
organization within the DWM. The analysis revealed that the combined use of 
clustering techniques led to improved clustering accuracy, robustness, and adaptability, 
making the DWM a versatile and powerful tool for data preprocessing and curation 
tasks. 

The comparative analysis of clustering methods, based on Shannon Entropy 
evaluations, revealed that each method offered unique strengths in enhancing the 
DWM’s data curation capabilities [6,14]. Spectral clustering, autoencoders, and 
DBSCAN each contributed to improved entity resolution and data quality, as 
demonstrated by their respective clustering outcomes and entropy evaluations [6, 9, 
11]. The integration of these advanced clustering techniques within the DWM 
framework marks a significant step forward in the pursuit of effective and adaptive 
data curation solutions [2,3]. 

4. Discussion

This study represents an innovative effort in evaluating clustering methods within
the Data Washing Machine (DWM) framework for unsupervised data curation. The 
integration of Shannon Entropy as a metric for cluster evaluation, along with the 
exploration of alternative clustering methods such as spectral clustering, autoencoders, 
and DBSCAN, has yielded valuable insights into the effectiveness and adaptability of 
the DWM in handling diverse or large datasets [1,7].The results indicate that the DWM, 
coupled with Shannon Entropy-based evaluation, offers a robust approach to cluster 
quality assessment, particularly in scenarios with good data quality. However, 
challenges arise in scenarios with poor data quality, highlighting the importance of 
data quality assessment and improvement for successful data curation. The 
incorporation of alternative clustering methods addresses some of these challenges, 
offering enhanced capabilities for identifying complex cluster structures and handling 
noisy or irregular data [19]. 

Spectral clustering, with its ability to capture intricate relationships among data 
points, complements the Shannon Entropy-based evaluation by identifying clusters 
with diverse structures and improving overall clustering performance. Autoencoders, 
by capturing complex data patterns and generating informative data representations, 
contribute to improved cluster quality and organization within the DWM. DBSCAN, 
with its robustness to noise and ability to handle datasets with irregular cluster shapes, 
further enhances the clustering capabilities of the DWM. The comparative analysis 
underscores the importance of employing a diverse set of clustering techniques for 
comprehensive data analysis within the DWM framework. Each clustering method 
offers unique advantages and addresses specific challenges in data curation, 
highlighting the need for an integrated approach to achieve optimal clustering 
outcomes. 

Despite the promising findings, this study has several limitations that warrant 
further exploration. One key limitation is the dependency on data quality for effective 
clustering. In scenarios with poor data quality, the performance of the clustering 
methods and the Shannon Entropy-based evaluation metric can be significantly 
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compromised [20]. Future work should focus on developing robust data preprocessing 
and quality assessment techniques to mitigate these issues. Additionally, the 
scalability of the DWM framework needs to be evaluated on larger, more complex 
datasets to ensure its practicality in real-world applications. Another limitation is the 
relatively narrow scope of clustering methods explored. While spectral clustering, 
autoencoders, and DBSCAN provide valuable insights, other advanced clustering 
techniques, such as hierarchical clustering, Gaussian mixture models, and density-
based spatial clustering with noise reduction, could offer further improvements. Future 
research should investigate these methods within the DWM framework to enhance its 
versatility and robustness. 

The practical applications of this research are extensive, particularly in industries 
where data curation and quality assessment are critical. For instance, in healthcare, the 
DWM framework can be utilized to curate patient data, ensuring high-quality datasets 
for predictive analytics and personalized medicine. In the field of health informatics, 
specifically, the DWM framework can improve the accuracy and reliability of 
electronic health records (EHRs), enabling better patient outcomes through precise 
data-driven decision-making. Robust data clustering can enhance clinical decision 
support systems by accurately identifying patient subgroups with similar 
characteristics or disease patterns, thereby facilitating more targeted and effective 
treatments. In finance, robust data clustering can enhance fraud detection systems by 
accurately identifying anomalous patterns. Additionally, in marketing, improved 
clustering techniques can lead to more effective customer segmentation, driving 
targeted marketing strategies and optimizing resource allocation. The DWM 
framework can also be instrumental in supply chain management, where accurate data 
clustering can streamline operations and improve inventory management by predicting 
demand patterns and identifying inefficiencies. 

The potential industry impact of these findings is significant. By providing a 
comprehensive approach to data curation and clustering, the DWM framework can 
help organizations improve data quality, leading to more accurate analytics and better 
decision-making. Furthermore, the integration of diverse clustering methods within 
the DWM enhances its adaptability to various data types and structures, making it a 
valuable tool for businesses aiming to leverage data-driven insights for competitive 
advantage. In the context of health informatics, the ability to handle and accurately 
analyze large volumes of patient data can revolutionize personalized medicine and 
public health strategies. By improving the quality and organization of health data, the 
DWM framework can contribute to more effective disease surveillance, early 
detection of outbreaks, and overall enhancement of healthcare delivery systems. 

5. Conclusion

This study demonstrates the feasibility of constructing an unsupervised entity
resolution engine within the DWM framework, leveraging Shannon Entropy and 
alternative clustering methods to enhance clustering capabilities for effective data 
curation. The findings are particularly promising in high-quality data scenarios, where 
the robust performance of the DWM in assessing and improving cluster quality is 
evident. Spectral clustering, autoencoders, and DBSCAN each contribute uniquely to 
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the effectiveness of the DWM, highlighting the importance of a diverse set of 
clustering techniques. 

However, it is essential to recognize that this study represents an initial feasibility 
study. To enhance the impact and generalizability of the findings, further validation 
with more diverse datasets is crucial. Future research will involve utilizing more 
extensive and specific datasets, such as the DWM 18 dataset, to validate and refine the 
findings presented here. Additionally, a detailed exploration of other advanced 
clustering methods, including hierarchical clustering, Gaussian mixture models, and 
density-based spatial clustering with noise reduction, will be conducted to ensure a 
comprehensive evaluation of the DWM framework’s capabilities. 

Through ongoing research and development, the DWM aims to evolve into a 
versatile and powerful tool for data preprocessing and curation. This will address the 
ever-growing challenges posed by exponential data growth in digital technologies. 
Specifically, by continuously improving data preprocessing techniques and exploring 
robust data quality assessment methods, the DWM can mitigate issues arising from 
poor data quality, as discussed. Furthermore, the practical applications and industry 
impact of this research underscore the importance of continuing to refine the DWM 
framework. In health informatics, for example, improved accuracy and reliability of 
electronic health records (EHRs) through robust data curation can enhance patient 
outcomes and clinical decision support systems. In finance, the DWM framework’s 
ability to accurately identify anomalous patterns can bolster fraud detection systems. 
In marketing, effective customer segmentation driven by improved clustering 
techniques can optimize resource allocation and targeted strategies. The DWM 
framework’s adaptability to various data types and structures positions it as a valuable 
tool for businesses aiming to leverage data-driven insights for competitive advantage. 

By addressing these areas in future work, the DWM aspires to become a reliable 
and comprehensive solution for diverse data curation needs across various industries, 
ultimately contributing to more accurate and effective data-driven decision-making 
processes. 
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Abstract: The logical assessment formula (LAF) is a new theory proposed for evaluations 

with inaccurate ground-truth labels (IAGTLs) to assess the predictive models for artificial 

intelligence applications. However, the practicability of LAF for evaluations with IAGTLs has 

not yet been validated in real-world practice. In this paper, we applied LAF to two tasks of 

tumour segmentation for breast cancer (TSfBC) in medical histopathology whole slide image 

analysis (MHWSIA) for evaluations with IAGTLs. Experimental results and analysis show 

that the LAF-based evaluations with IAGTLs were unable to confidently act like usual 

evaluations with accurate ground-truth labels on the one easier task of TSfBC while being able 

to reasonably act like usual evaluations with AGTLs on the other more difficult task of TSfBC. 

These results and analysis reflect the potential of LAF applied to MHWSIA for evaluations 

with IAGTLs. This paper presents the first practical validation of LAF for evaluations with 

IAGTLs in a real-world application. 

Keywords: logical assessment formula; evaluations with inaccurate ground-truth labels; 

tumour segmentation; breast cancer 

1. Introduction

The logical assessment formula (LAF) [1] has been proposed to achieve
evaluations with inaccurate ground-truth labels (IAGTLs) to assess predictive models 
for various artificial intelligence applications. LAF aims to alleviate the situation of 
usual evaluations that need more or less accurate ground-truth labels (AGTLs) [2–6], 
and the situation of evaluations with IAGTLs that require the underlying true targets 
can be precisely defined [7–10]. LAF is suitable for evaluating the predicted targets 
of a predictive model in situations, where the underlying true targets are difficult to 
precisely define while multiple inaccurate targets that contain various information 
consistent with our prior knowledge about the underlying true target are available. 
Theoretical analysis of LAF revealed the practicability of LAF for evaluations with 
IAGTLs, which includes: 1) LAF can be applied for evaluations with IAGTLs on a 
more difficult task, able to act like usual strategies for evaluations with AGTLs 
reasonably; and 2) LAF can be applied for evaluations with IAGTLs simply from the 
logical point of view on an easier task, unable to act like usual strategies for 
evaluations with AGTLs confidently. 

However, the revealed practicability of LAF for evaluations with IAGTLs has 
not yet been validated in real-world practice. In this paper, we aim to address this issue. 
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We applied LAF to tumour segmentation for breast cancer (TSfBC) in medical 
histopathology whole slide image analysis (MHWSIA). Based on two TSfBC tasks, 
we respectively evaluated two series of approaches with AGTLs-based usual strategy 
and IAGTLs-based LAF. Particularly, the two TSfBC tasks include a task that aims to 
segment tumours in HE-stained pre-treatment biopsy images and a task that aims to 
segment residual tumours in HE-stained post-treatment surgical resection images. 
According to pathology experts, the tumour segmentation task in HE-stained post-
treatment surgical resection images is more difficult than the tumour segmentation 
task in HE-stained pre-treatment biopsy images. More details about the two tasks of 
TSfBC are available at Yang et al. [11]. A series of approaches chosen for evaluation 
include the baseline method (BaseLine) that directly learns from the inaccurate labels 
and various state-of-the-art methods for learning from inaccurate labels [12–19]. The 
other series of approaches chosen for evaluation include the approaches for the one 
series with one-step abductive multi-target learning (OSAMTL) [11] introduced. 
Extensive experiments were conducted, and corresponding results and analyses 
support that the practicability of LAF is valid in the case of TSfBC in MHWSIA, 
which reflect the potentials of LAF applied to MHWSIA for evaluations with IAGTLs. 

The rest of the contents of this paper are structured as follows. In Section 2, we 
briefly review the related works. In Section 3, we give the detailed overview of LAF. 
In Section 3, we give the details of the implementation of LAF applied to TSfBC in 
MHWSIA. In Section 4, we conduct extensive experiments and analyse the 
corresponding results to validate the practicability of LAF in the case of TSfBC in 
MHWSIA. Finally, we conclude and discuss the whole paper in Section 5. 

2. Related work

The aim of this paper is to validate the practicability of LAF [1], which is a new
theory proposed for evaluations with IAGTLs, in real-world practice. Thus, 
evaluations with IAGTLs and LAF are related to this paper.  

For evaluation with IAGTLs, two feasible types of methods have emerged. One 
is to firstly select some probably true targets from the inaccurate targets [9] within the 
given IAGTLs via probabilistic estimation, and then to achieve evaluations of unseen 
testing results by referring to the selected probably true targets [8,10]. The other is to 
achieve evaluations of unseen testing results by referring to the inaccurate targets [7] 
within the given IAGTLs with provided or estimated minimal rate of error 
corresponding to the true targets. Fundamentally, the assumption for these two types 
of methods is that there are true targets exist in the inaccurate targets represented by 
the given IAGTLs, which makes these two types of methods not suitable for the 
situation where the underlying true targets are difficult to be precisely defined or even 
do not exist, such as some applications in the field of MHWSIA [11,20,21]. 

To alleviate this issue, LAF [1] has been proposed. LAF has made two 
contributions to the literature of assessment for predictive models: 1) establishing a 
new theory for evaluations with IAGTLs, which does not need the assumption that 
there are true targets exist in the inaccurate targets represented by the given IAGTLs, 
and 2) offering a new addition to usual evaluations that require more or less AGTLs 
[2–6] as well as some existing methods for evaluations with IAGTLs [7–10]. More 
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detailed overview of LAF is provided in Section 3. 

3. Overview of logical assessment formula

As the purpose of this paper is to validate the practicability of LAF for
evaluations with IAGTLs in real-world practice, LAF is highly related to this work. In 
this section, we briefly present an overview of LAF. More details about LAF and its 
principles for evaluations with IAGTLs are provided at Yang [1]. 

3.1. Formation and usage of LAF 

The formation of LAF [1] can be formally denoted as 

𝐿𝐴𝐹

⎩
⎪⎪
⎨

⎪⎪
⎧ 𝑖𝑛𝑝𝑢𝑡𝑠: ቄ

𝑡
𝑡̃ = {𝑡̃ଵ, ⋯ , 𝑡̃௠}

𝑃𝐶 ቐ

𝐿𝐹 = 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐹𝑎𝑐𝑡𝑁𝑎𝑟𝑟𝑎𝑡𝑒(𝑡̃; 𝑝௅ிே)

𝐿𝐶 = 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐶𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑦𝐸𝑠𝑡𝑖𝑚𝑎𝑡𝑒(𝑡, 𝐿𝐹; 𝑝௅஼ா)

𝐿𝐴𝑀 = 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐴𝑠𝑠𝑒𝑠𝑠𝑚𝑒𝑛𝑡𝑀𝑒𝑡𝑟𝑖𝑐𝐵𝑢𝑖𝑙𝑑(𝐿𝐶; 𝑝௅஺ெ)

𝑜𝑢𝑡𝑝𝑢𝑡: 𝐿𝐴𝑀 = {𝐿𝐴𝑀ଵ, ⋯ , 𝐿𝐴𝑀௪}

 (1) 

Specifically, given the predicted target (𝑡) for the underlying true targets, which 

are difficult to precisely define, and multiple inaccurate targets (𝑡̃ = {𝑡̃ଵ, ⋯ , 𝑡̃௠}) that 
contain various information consistent with our prior knowledge about the underlying 

true target, we can obtain, via the processing components of LAF (𝐿𝐴𝐹: 𝑃𝐶), a series 

of logical assessment metrics (𝐿𝐴𝑀) for evaluations of the given predicted target (𝑡) 

compared with the underlying true target. 𝐿𝐴𝐹: 𝑃𝐶 is constituted by three components, 
including logical fact narration, logical consistency estimation, and logical assessment 
metric build. 

Narrating logical facts (𝐿𝐹) from the input multiple inaccurate targets (𝑡̃), the 

logical fact narration component produces a list of qualitative descriptions (𝐿𝐹 =

൛𝐿𝐹ଵ, … , 𝐿𝐹௙ൟ ) that logically represent the facts contained in the given multiple 

inaccurate targets (𝑡̃). Estimating the logical consistencies (𝐿𝐶) between the input 

predicted target (𝑡 ) and the narrated logical facts (𝐿𝐹 ), the logical consistency 

estimation component generates a list of qualitative descriptions (𝐿𝐶 = {𝐿𝐶ଵ, … , 𝐿𝐶௨}) 

that logically represent the consistencies between the given predicted target (𝑡) and the 

narrated 𝐿𝐹. Producing a series of logical assessment metrics (𝐿𝐴𝑀) based on the 

estimated logical consistencies (𝐿𝐶) between the input predicted target (𝑡) and the 

narrated logical facts (𝐿𝐹), the logical assessment metric build component outputs a 

series of abstractly formalised metrics (𝐿𝐴𝑀 = {𝐿𝐴𝑀ଵ, ⋯ , 𝐿𝐴𝑀௪}) that are derived 

from the qualitative descriptions of the estimated 𝐿𝐶 to represent the evaluations of 

the predicted target (𝑡) compared with the underlying true target.  
Formally, the usage of LAF can be denoted as 

𝐿𝐴𝑀 = 𝐿𝐴𝐹: 𝑃𝐶(𝑡, 𝑡̃; {𝑝௅ிே, 𝑝௅஼ா , 𝑝௅஺ெ}) = {𝐿𝐴𝑀ଵ, ⋯ , 𝐿𝐴𝑀௪} (2)

Each 𝑝∗  of Equation (2) denotes the hyperparameters corresponding to the 

implementation of respective expression of 𝐿𝐴𝐹: 𝑃𝐶. 
In summary, the outline of LAF for evaluations with IAGTLs is shown as Figure 

1.
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Figure 1. Outline of LAF for evaluations with IAGTLs [1,21,22]. 

3.2. LAF-based method performance evaluation 

The LAF-based method performance evaluation (LMP) strategy is to estimate the 
effectiveness of a method for addressing a task. As the method and the task should be 
specifically given in advance, LMP is task-specific (ts) and method-specific (ms). The 
input of LMP is a series of task-specific and method-specific logical assessment 

metrics (𝐿𝐴𝑀௧௦,௠௦). The output of LMP is some method performances (𝐿𝑀𝑃௧௦,௠௦), 

which are respectively quantized in the range [0,1], to reflect the superiorities of the 
given specific method for addressing a specific task. As a result, the processing 
procedure of LMP can be formally expressed as 

𝐿𝑀𝑃௧௦,௠௦ = 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝑀𝑒𝑡ℎ𝑜𝑑𝑃𝑒𝑟𝑓𝐸𝑣𝑎𝑙൫𝐿𝐴𝑀௧௦,௠௦; 𝑝௅ெ௉೟ೞ,೘ೞ൯

= ൛𝐿𝑀𝑃௧௦,௠௦,ଵ, ⋯ , 𝐿𝑀𝑃௧௦,௠௦,௩ൟ, 𝑉𝑎𝑙(𝐿𝑀𝑃௧௦,௠௦,௩) ∈ [0,1] 
(3)

here, 𝑝௅ெ ೟ೞ,೘ೞ  denotes the hyperparameters for implementation of Equation (3) 

and 𝑉𝑎𝑙(∗) denotes the value of ∗. 

3.3. Practicability of LAF 

The practicability of LAF is as follows: 
• Practicability 1. LAF can be applied for evaluations with IAGTLs on a more

difficult task, able to act like usual strategies for evaluations with AGTLs
reasonably.

• Practicability 2. LAF can be applied for evaluations with IAGTLs simply from
the logical point of view on an easier task, unable to act like usual strategies for
evaluations with AGTLs confidently.

4. LAF Applied to tumour segmentation for breast cancer

In this section, we apply LAF to two tasks of tumour segmentation for breast
cancer (TSfBC) in medical histopathology whole slide image analysis (MHWSIA) for 
evaluations with inaccurate ground-truth labels (IAGTLs). Since it is indeed difficult 
to accurately annotate the true targets for both of the two tasks [11], LAF-based 
evaluations with IAGTLs just provide a good alternative for this situation. In Section 
4.1, we briefly describe the two tasks of TSfBC. In Section 4.2, we give descriptions 
of the settings for the application of LAF to TSfBC. In Section 4.3, we provide the 
details of the implementations of LAF applied to TSfBC. 

4.1. Tumour segmentation for breast cancer 

The two tasks of TSfBC include a task that aims to segment tumours in HE-
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stained pre-treatment biopsy images and a task that aims to segment residual tumours 
in HE-stained post-treatment surgical resection images. Referring to additional 
suggestions from pathology experts, we here claim that the tumour segmentation task 
in HE-stained post-treatment surgical resection images is more difficult than the 
tumour segmentation task in HE-stained pre-treatment biopsy images. More details 
about challenges and difficulty comparisons for the two tasks of TSfBC are available 
at Yang et al. [11]. 

4.2. Application settings 

Since our main purpose in this application is to apply LAF to the two tasks of 
TSfBC for evaluations with IAGTLs, we focus more on the settings required by LAF 
instead of the details of the specific methods for addressing the two tasks.  

4.2.1. Inputs of LAF 

The outline of the inputs of LAF applied to TSfBC is shown as Figure 2. Due to 
the fact that the underlying true targets for the two tasks of TSfBC are difficult to 
precisely define, we set up the two tasks as problems of learning from inaccurate 
(noisy) labels [23,24]. Testing samples with IAGTLs provided by pathology experts 
for the two tasks of TSfBC are shown in the middle of Figure 2. In the middle of 
Figure 2, IAGTLs (1) include many non-tumour areas as tumour areas while IAGTLs 
(2) exclude many tumour areas as non-tumour areas, which indicates that preparing
IAGTLs requires much less labour. Two types of inaccurate targets corresponding to
the testing samples are extracted from the given IAGTLs via one-step abductive
logical reasoning [11]. Examples of the two types of inaccurate targets extracted
corresponding to the testing samples are shown on the left of Figure 2. The predicted
targets corresponding to the testing samples are obtained via an image semantic
segmentation model trained with methods for learning from inaccurate labels, which
will be discussed later in Section 4.2.2–3. Examples of the predicted targets
corresponding to the testing samples are shown on the right of Figure 2.

Here, we omitted the details of extracting the two types of inaccurate targets since 
our main purpose in this section is to implement the application of LAF to TSfBC for 
evaluations with IAGTLs. But we claim that the extracted two types of inaccurate 
targets contain information consistent with our prior knowledge about the underlying 
true targets, referring to the one-step abductive logical reasoning presented in our 

previous work [11]. More specifically, the extracted targets (1) (𝑡்̃ௌ௙஻஼,ଵ) can maintain 

high recall of the underlying true targets of TSfBC, and the extracted targets (2) 

(𝑡்̃ௌ௙஻஼,ଶ) can maintain high precision of the underlying true targets of TSfBC. In 

summary, the two types of inaccurate targets can be extracted based on logical 
reasoning, and more details can be found in our previous work [11]. As a result, we 
denote the multiple inaccurate targets that contain various information consistent with 
our prior knowledge about the underlying true targets of TSfBC by 

𝑡்̃ௌ௙஻஼ = ൛𝑡்̃ௌ௙஻஼,ଵ, 𝑡்̃ௌ௙஻஼,ଶൟ (4)
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Figure 2. Outline of the settings for the inputs of LAF applied to TSfBC. Middle: 
testing samples with inaccurate ground-truth labels (IAGTLs); Left: inaccurate 
targets corresponding to testing samples; Right: predicted targets corresponding to 
testing samples. 

4.2.2. Image semantic segmentation model 

The base image semantic segmentation model (ISSM) for the predicted targets 
corresponding to the testing samples for the two tasks of TSfBC is a symmetric deep 
convolutional neural network (DCNN) that was built for the task of H. pylori 
segmentation [20,21]. The symmetric image semantic segmentation architecture was 
implemented by referring to the most commonly used fully convolutional network 
[25], which is representative of fully convolutional network-based solutions and has 
inspired various other solutions achieving state-of-the-art performances in image 
semantic segmentation. Another reason for choosing this architecture for 
implementing the base ISSM is processing efficiency, as the two tasks of TSfBC are 
defined on whole slide images, the dimensions of which are very large. More details 
about the architecture of the symmetric DCNN can be found in Yang et al. [21]. We 

let {𝑐𝑛𝑛௟}௟ୀ଴
௑  denote the transformation for each of the 𝑋 layers from the built base 

DCNN, {𝑤௟}௟ୀ଴
௑  denote the parameters of {𝑐𝑛𝑛௟}௟ୀ଴

௑ , and 𝑝஽஼ேே  denote the 

hyperparameters for the optimisation of {𝑤௟}௟ୀ଴
௑ . We assume that the input of the built-

in DCNN (an image instance) is 𝐼 and the output of the built base DCNN (a predicted 

target corresponding to the input image instance 𝐼 ) is 𝑡்ௌ௙஻஼ . With all these 

denotations and assumptions, we can express the image semantic segmentation model 
(ISSM) for the two tasks of TSfBC by 

𝑡்ௌ௙஻஼ = 𝐼𝑆𝑆𝑀(𝐼; {𝐷𝐶𝑁𝑁, 𝑝஽஼ேே}) (5)

𝐷𝐶𝑁𝑁 = {{𝑐𝑛𝑛௟}௟ୀ଴
௑ , {𝑤௟}௟ୀ଴

௑ } (6)

Note, in practice, 𝑝஽஼ேே  can be a designated method of learning from inaccurate 
labels based on deep learning, since we set up the two tasks of TSfBC as problems of 
learning from noisy labels. 

64



Computing and Artificial Intelligence 2024, 2(2), 1443. 

4.2.3. Methods of learning from inaccurate labels 

In addition to the baseline method (BaseLine) that directly learns from the 
inaccurate labels, various state-of-the-art methods for learning from inaccurate labels, 
including Forward, Backward [12], Boost-Hard, Boost-Soft [13,14], D2L [15], SCE 
[16], Peer [17], DT-Forward [18], and NCE-SCE [19], are also chosen to designate 

the hyperparameter 𝑝஽஼ேே  for experimental investigations. These state-of-the-art 
methods are chosen due to their flexibility to be applied to the situation, where no 
clean dataset is available, the targeted object cannot be precisely defined, and any of 
the given inaccurate labels cannot be confidently regarded as probably true targets. In 
addition, these state-of-the-art methods, combined with an improved version of one-
step abductive multi-target learning (OSAMTL) [11], were also chosen to designate 

the hyperparameter 𝑝஽஼ேே  for experimental investigations. We set the 
hyperparameters of these approaches as suggested by the corresponding papers. We 

denote the designated 𝑝஽஼ேே  by the method-specific (ms) 𝑝௠௦
஽஼ேே . As a result, we 

rewrite the formulation of the image semantic segmentation model for the two tasks 
of TSfBC by 

𝑡்ௌ௙஻஼,௠௦ = 𝐼𝑆𝑆𝑀(𝐼; {𝐷𝐶𝑁𝑁, 𝑝௠௦
஽஼ேே}), 

𝑚𝑠 ∈ {𝐵𝑎𝑠𝑒𝐿𝑖𝑛𝑒, ⋯ , 𝑁𝐶𝐸 − 𝑆𝐶𝐸, 𝐵𝑎𝑠𝑒𝐿𝑖𝑛𝑒_𝑂𝑆𝐴𝑀𝑇𝐿, ⋯ , 𝑁𝐶𝐸 − 𝑆𝐶𝐸_𝑂𝑆𝐴𝑀𝑇𝐿} 
(7)

4.3. Implementation of LAF applied to TSfBC 

On the basis of LAF overviewed in Section 3 and the application settings required 
by LAF to be carried out, we provide an implementation of LAF suitable to be applied 
for evaluations with IAGTLs on TSfBC. 

4.3.1. Implementation of task-specific LAF 

We implement a task-specific LAF that is suitable for evaluations with IAGTL 
on TSfBC. Referring to Figure 1, the outline for the application of LAF to TSfBC is 
summarized as Figure 3. 

Figure 3. Outline for the application of LAF to TSfBC. 

Referring to Equation (1) and letting 𝑡𝑠 = 𝑇𝑆𝑓𝐵𝐶 and 𝑚 = 2, we can denote the 
task-specific LAF that is suitable for evaluations with IAGTL on TSfBC as 

𝐿𝐴𝑀்௦௙஻஼,ଵ:  𝐿𝑇𝑃 = 𝑡்ௌ௙஻஼
௣

∩ 𝑡்̃ௌ௙஻஼,ଶ
௣

𝐿𝐴𝑀்௦௙஻஼,ଶ:  𝐿𝐹𝑃 = 𝑡்ௌ௙஻஼
௣

∩ 𝑡்̃ௌ௙஻஼,ଵ
௡

𝐿𝐴𝑀்௦௙஻஼,ଷ:  𝐿𝐹𝑁 = 𝑡்ௌ௙஻஼
௡ ∩ 𝑡்̃ௌ௙஻஼,ଶ

௣

𝐿𝐴𝑀𝑇𝑠𝑓𝐵𝐶,4:  𝐿𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

𝐿𝐴𝑀𝑇𝑠𝑓𝐵𝐶,5:  𝐿𝑟𝑒𝑐𝑎𝑙𝑙

𝐿𝐴𝑀𝑇𝑠𝑓𝐵𝐶,6:  𝐿𝑓1

𝐿𝐴𝑀𝑇𝑠𝑓𝐵𝐶,7:  𝐿𝑓𝐼𝑜𝑈

𝐿𝐹்ௌ௙஻஼,ଵ: pixels included in negative areas of
𝑡்̃ௌ௙஻஼,ଵ are most probably true tumor negatives
𝐿𝐹்ௌ௙஻஼,ଶ: pixels included in positive areas of
𝑡்̃ௌ௙஻஼,ଶ are most probably true tumor positives

𝐿𝐶்ௌ௙஻஼,ଵ: the intersection of positive
areas of 𝑡்ௌ௙஻஼ (𝑡்ௌ௙஻஼

௣ ) and negative
areas of 𝑡்̃ௌ௙஻஼,ଵ(𝑡்̃ௌ௙஻஼,ଵ

௡ ) can be con
sidered as logically false positives
𝐿𝐶்ௌ௙஻஼,ଶ: the intersection of positive
areas of 𝑡்ௌ௙஻஼ (𝑡்ௌ௙஻஼

௣ ) and positive
areas of 𝑡்̃ௌ௙஻஼,ଶ(𝑡்̃ௌ௙஻஼,ଶ

௣ ) can be con
sidered as logically true positives
𝐿𝐶்ௌ௙஻஼,ଷ: the intersection of negativ
e areas of 𝑡்ௌ௙஻஼ (𝑡்ௌ௙஻஼

௡ ) and positiv
e areas of 𝑡்̃ௌ௙஻஼,ଶ(𝑡்̃ௌ௙஻஼,ଶ

௣ ) can be c
onsidered as logically false negatives
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extracted inaccurate targets (2)
(𝑡்̃ௌ௙஻஼,ଶ)
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𝐿𝐴𝐹

⎩
⎪
⎪
⎨

⎪
⎪
⎧ 𝑖𝑛𝑝𝑢𝑡𝑠: ቊ

𝑡்ௌ௙஻஼

𝑡்̃ௌ௙஻஼ = ൛𝑡்̃ௌ௙஻஼,ଵ, 𝑡்̃ௌ௙஻஼,ଶൟ

𝑃𝐶 ൞

𝐿𝐹்ௌ௙஻஼ = 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐹𝑎𝑐𝑡𝑁𝑎𝑟𝑟𝑎𝑡𝑒൫𝑡்̃ௌ௙஻஼ ; 𝑝்ௌ௙஻஼
௅ிே ൯

𝐿𝐶்ௌ௙஻஼ = 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐶𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑦𝐸𝑠𝑡𝑖𝑚𝑎𝑡𝑒൫𝑡்ௌ௙஻஼ , 𝐿𝐹்ௌ௙஻஼; 𝑝்ௌ௙஻஼
௅஼ா ൯

𝐿𝐴𝑀்ௌ௙஻஼ = 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐴𝑠𝑠𝑒𝑠𝑠𝑚𝑒𝑛𝑡𝑀𝑒𝑡𝑟𝑖𝑐𝐵𝑢𝑖𝑙𝑑൫𝐿𝐶்ௌ௙஻஼; 𝑝்ௌ௙஻஼
௅஺ெ ൯

𝑜𝑢𝑡𝑝𝑢𝑡𝑠: 𝐿𝐴𝑀்ௌ௙஻஼

(8) 

We need to clearly define each 𝑝்ௌ௙஻஼
∗  of respective processing component for 

the implementation of task-specific LAF, regarding to the inherent characteristics of 
TSfBC. 
(1) Logical facts narration

On the basis of the claim that the inaccurate targets 𝑡்̃ௌ௙஻஼ = ൛𝑡்̃ௌ௙஻஼,ଵ, 𝑡்̃ௌ௙஻஼,ଶൟ

in Section 4.2.1 contain information consistent with our prior knowledge about the 

underlying true target, and the given inaccurate target 𝑡்̃ௌ௙஻஼,ଵ can keep high recall of 

the underlying true target of TSfBC and the given inaccurate target 𝑡்̃ௌ௙஻஼,ଶ can keep 

high precision of the underlying true target of TSfBC, we introduce two reasonings 
(Reasoning 1 and Reasoning 2). The validity of the two derived reasonings are 
respectively proved by Proof-R1 and Proof-R2 which are provided in Supplementary. 

Reasoning 1. If 𝑡்̃ௌ௙஻஼,ଵ is given, then pixels included in negative areas of 𝑡்̃ௌ௙஻஼,ଵ 

are most probably true tumour negatives. 
Reasoning 2. If 𝑡்̃ௌ௙஻஼,ଶ is given, then pixels included in positive areas of 𝑡்̃ௌ௙஻஼,ଶ are 

most probably true tumour positives. 

Referring to Equation (8) and using Reasonings 1 and 2 as 𝑝்ௌ௙஻஼
௅ிே , we implement 

the 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐹𝑎𝑐𝑡𝑁𝑎𝑟𝑟𝑎𝑡𝑒, which narrates two logical facts from 𝑡்̃ௌ௙஻஼, as follows 

𝐿𝐹்ௌ௙஻஼ = 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐹𝑎𝑐𝑡𝑁𝑎𝑟𝑟𝑎𝑡𝑒൫𝑡்̃ௌ௙஻஼ ; {𝑅𝑒𝑎𝑠𝑜𝑛𝑖𝑛𝑔 1, 𝑅𝑒𝑎𝑠𝑜𝑛𝑖𝑛𝑔 2}൯

= ቊ
𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐹𝑎𝑐𝑡𝑁𝑎𝑟𝑟𝑎𝑡𝑒൫𝑡்̃ௌ௙஻஼,ଵ; {𝑅𝑒𝑎𝑠𝑜𝑛𝑖𝑛𝑔 1}൯,

𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐹𝑎𝑐𝑡𝑁𝑎𝑟𝑟𝑎𝑡𝑒൫𝑡்̃ௌ௙஻஼,ଶ; {𝑅𝑒𝑎𝑠𝑜𝑛𝑖𝑛𝑔 2}൯
ቋ

= ൛𝐿𝐹்ௌ௙஻஼,ଵ, 𝐿𝐹்ௌ௙஻஼,ଶൟ 

(9) 

Details of the narrated two logical facts are provided in Table 1. 

Table 1. Details of the narrated logical facts. 

Narrated Logical Facts 

𝐿𝐹்ௌ௙஻஼,ଵ: pixels included in negative areas of 𝑡்̃ௌ௙஻஼,ଵ are most probably true tumour negatives 

𝐿𝐹்ௌ௙஻஼,ଶ: pixels included in positive areas of 𝑡்̃ௌ௙஻஼,ଶ are most probably true toumour positives 

(2) Logical consistency estimation
On the basis of the prediction of the image semantic segmentation model for

tumour segmentation for breast cancer (𝑡்ௌ௙஻஼) in Section 4.2.2 and the two narrated 

logical facts 𝐿𝐹்ௌ௙஻஼ = ൛𝐿𝐹்ௌ௙஻஼,ଵ, 𝐿𝐹்ௌ௙஻஼,ଶൟ , we introduce two reasonings 

(Reasoning 3 and Reasoning 4). The validity of the two derived reasonings are 
respectively proved by Proof-R3 and Proof-R4 which are provided in Supplementary. 

Reasoning 3. If 𝑡்ௌ௙஻஼ is given and 𝐿𝐹்ௌ௙஻஼,ଵ is given, then the intersection of pixels 

of 𝑡்ௌ௙஻஼  that are predicted as tumour positives (𝑡்ௌ௙஻஼
௣ ) and pixels included in 

negative areas of 𝑡்̃ௌ௙஻஼,ଵ (𝑡்̃ௌ௙஻஼,ଵ
௡ ) can be considered as logically false positives. 
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Reasoning 4. If 𝑡்ௌ௙஻஼ is given and 𝐿𝐹்ௌ௙஻஼,ଶ is given, then the intersection of pixels 

of 𝑡்ௌ௙஻஼  that are predicted as tumour positives (𝑡்ௌ௙஻஼
௣ ) and pixels included in 

positive areas of 𝑡்̃ௌ௙஻஼,ଶ (𝑡்̃ௌ௙஻஼,ଶ
௣ ) can be considered as logically true positives, and 

the intersection of pixels of 𝑡்ௌ௙஻஼ that are predicted as tumour negatives (𝑡்ௌ௙஻஼
௡ ) 

and pixels included in positive areas of 𝑡்̃ௌ௙஻஼,ଶ  ( 𝑡்̃ௌ௙஻஼,ଶ
௣ ) can be considered as 

logically false negatives. 

Referring to Equation (8) and using Reasonings 3 and 4 as 𝑝்ௌ௙஻஼
௅஼ா , we implement 

the 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐶𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑦𝐸𝑠𝑡𝑖𝑚𝑎𝑡𝑒 , which estimates three logical consistencies 

between 𝑡்ௌ௙஻஼ and 𝐿𝐹்ௌ௙஻஼, as follows 

𝐿𝐶்ௌ௙஻஼ = 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐶𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑦𝐸𝑠𝑡𝑖𝑚𝑎𝑡𝑒 ൬𝑡்ௌ௙஻஼ , 𝐿𝐹்ௌ௙஻஼ ; ൜
𝑅𝑒𝑎𝑠𝑜𝑛𝑖𝑛𝑔 3,
𝑅𝑒𝑎𝑠𝑜𝑛𝑖𝑛𝑔 4

ൠ൰

= ቊ
𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐶𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑦𝐸𝑠𝑡𝑖𝑚𝑎𝑡𝑒൫𝑡்ௌ௙஻஼ , 𝐿𝐹்ௌ௙஻஼,ଵ; {𝑅𝑒𝑎𝑠𝑜𝑛𝑖𝑛𝑔 3}൯,

𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐶𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑦𝐸𝑠𝑡𝑖𝑚𝑎𝑡𝑒൫𝑡்ௌ௙஻஼ , 𝐿𝐹்ௌ௙஻஼,ଶ; {𝑅𝑒𝑎𝑠𝑜𝑛𝑖𝑛𝑔 4}൯
ቋ

= ൛𝐿𝐶்ௌ௙஻஼,ଵ, 𝐿𝐶்ௌ௙஻஼,ଶ, 𝐿𝐶்ௌ௙஻஼,ଷൟ 

(10)

Details of the estimated three logical consistencies are provided in Table 2. 

Table 2. Details of the estimated logical consistencies. 

Estimated Logical Consistencies 

𝐿𝐶்ௌ௙஻஼,ଵ: the intersection of 𝑡்ௌ௙஻஼
௣  and 𝑡்̃ௌ௙஻஼,ଵ

௡  can be considered as logically false positives 

𝐿𝐶்ௌ௙஻஼,ଶ: the intersection of 𝑡்ௌ௙஻஼
௣  and 𝑡்̃ௌ௙஻஼,ଶ

௣  can be considered as logically true positives 

𝐿𝐶்ௌ௙஻஼,ଷ: the intersection of 𝑡்ௌ௙஻஼
௡  and 𝑡்̃ௌ௙஻஼,ଶ

௣  can be considered as logically false negatives 

(3) Logical assessment metric build

Based on the estimated 𝐿𝐶்ௌ௙஻஼ , referring to Equation (8) and using usual

definitions for assessment of image semantic segmentation as 𝑝்ௌ௙஻஼
௅஺ெ , we implement 

𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐴𝑠𝑠𝑒𝑠𝑠𝑚𝑒𝑛𝑡𝑀𝑒𝑡𝑟𝑖𝑐𝐵𝑢𝑖𝑙𝑑  to abstractly formalize a series of logical 
assessment metrics, which can be expressed as 

𝐿𝐴𝑀்ௌ௙஻஼

= 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝐴𝑠𝑠𝑒𝑠𝑠𝑚𝑒𝑛𝑡𝑀𝑒𝑡𝑟𝑖𝑐𝐵𝑢𝑖𝑙𝑑 ൭𝐿𝐶்ௌ௙஻஼; ൝

𝑇𝑃, 𝐹𝑃, 𝐹𝑁,
𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛, 𝑟𝑒𝑐𝑎𝑙𝑙,

𝑓1, 𝑓𝐼𝑜𝑈
ൡ൱

= ൜
𝐿𝐴𝑀்௦௙஻஼,ଵ, 𝐿𝐴𝑀்௦௙஻஼,ଶ, 𝐿𝐴𝑀்௦௙஻஼,ଷ,

𝐿𝐴𝑀்௦௙஻஼,ସ, 𝐿𝐴𝑀்௦௙஻஼,ହ, 𝐿𝐴𝑀்௦௙஻஼,଺, 𝐿𝐴𝑀்௦௙஻஼,଻
ൠ. 

(11)

Details of the built logical assessment metrics are provided in Table 3. 

Table 3. Details of the build logical assessment metrics. 

Built Logical Assessment Metrics 

𝐿𝐴𝑀்௦௙஻஼,ଵ: 𝐿𝑇𝑃 = 𝑡்ௌ௙஻஼
௣

∩ 𝑡்̃ௌ௙஻஼,ଶ
௣  

𝐿𝐴𝑀்௦௙஻஼,ଶ: 𝐿𝐹𝑃 = 𝑡்ௌ௙஻஼
௣

∩ 𝑡்̃ௌ௙஻஼,ଵ
௡  

𝐿𝐴𝑀்௦௙஻஼,ଷ: 𝐿𝐹𝑁 = 𝑡்ௌ௙஻஼
௡ ∩ 𝑡்̃ௌ௙஻஼,ଶ

௣  

𝐿𝐴𝑀்௦௙஻஼,ସ: 𝐿𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
௅்௉

௅்௉ା௅ி௉
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Table 3. (Continued). 

Built Logical Assessment Metrics 

𝐿𝐴𝑀்௦௙஻஼,ହ: 𝐿𝑟𝑒𝑐𝑎𝑙𝑙 =
௅்௉

௅்௉ା௅ிே

𝐿𝐴𝑀்௦௙஻஼,଺: 𝐿𝑓1 =
ଶ×௅௣௥௘௖௜௦௜௢௡×௅௥௘௖௔௟௟

௅௣௥௘௖௜௦௜௢௡ା௅௥௘௖௔௟௟

𝐿𝐴𝑀்௦௙஻஼,଻: 𝐿𝑓𝐼𝑜𝑈 =
௅்௉

௅்௉ା௅ி௉ା௅ிே

(4) Result

Based on the implemented task specific LAF (𝐿𝐴𝐹்ௌ௙஻஼), we can get a series of

abstractly formalized metrics that that are suitable for evaluations with IAGTL on 
TSfBC. As a result, referring to Equations (8) and (2), the abstractly formalized 
metrics can be denoted by 

𝐿𝐴𝑀்ௌ௙஻஼ = 𝐿𝐴𝐹: 𝑃𝐶൫𝑡்ௌ௙஻஼ , 𝑡்̃ௌ௙஻஼; ൛𝑝்ௌ௙஻஼
௅ிே , 𝑝்ௌ௙஻஼

௅஼ா , 𝑝்ௌ௙஻஼
௅஺ெ ൟ൯

= ൛𝐿𝐴𝑀்௦௙஻஼,ଵ, ⋯ , 𝐿𝐴𝑀்௦௙஻஼,଻ൟ 
(12)

4.3.2. Implementation of method-specific LAF 

Regarding the various methods of learning from noisy labels referred to Section 

4.2.3, we can designate 𝑡்ௌ௙஻஼ to be associated with a specific method of learning 

from noisy labels. With the 𝑡்ௌ௙஻஼ designated to be associated with a specific method 

of learning from noisy labels, we can transform the abstractly formalised 𝐿𝐴𝑀்ௌ௙஻஼ 

into quantitative values of assessment to implement the method-specific LAF for 

evaluations with IAGTL on TSfBC. Referring to Equation (12) and letting 𝑚𝑠 be a 
specific method of learning from noisy labels, the transformed quantitative values of 
assessment can be denoted by 

𝐿𝐴𝑀்ௌ௙஻஼,௠௦ = 𝐿𝐴𝐹: 𝑃𝐶൫𝑡்ௌ௙஻஼,௠௦, 𝑡்̃ௌ௙஻஼൯ 

= ൛𝐿𝐴𝑀்௦௙஻஼,௠௦,ଵ, ⋯ , 𝐿𝐴𝑀்௦௙஻஼,௠௦,଻ൟ, 𝑚𝑠 ∈ {𝐵𝑎𝑠𝑒𝐿𝑖𝑛𝑒, 𝐹𝑜𝑟𝑤𝑎𝑟𝑑, ⋯ , 𝑂𝑆𝐴𝑀𝑇𝐿}. 
(13)

4.3.3. Implementation of LAF based method performance evaluation 

Based on the transformed quantitative values of assessment for evaluations with 

IAGTL on TSfBC (𝐿𝐴𝑀்ௌ௙஻஼,௠௦), and referring to Equations (13) and (3), we can 

derive LAF based method performance (LMP). For a simple implementation of LMP, 

we set the hyper-parameters 𝑝௅ெ௉೅ೄ೑ಳ಴,೘ೞ  for implementation of 

𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝑀𝑒𝑡ℎ𝑜𝑑𝑃𝑒𝑟𝑓𝐸𝑣𝑎𝑙 by ‘selecting the metric of overall performance (SMOP)’, 
which can be expressed as 

𝐿𝑀𝑃்ௌ௙஻஼,௠௦ = 𝐿𝑜𝑔𝑖𝑐𝑎𝑙𝑀𝑒𝑡ℎ𝑜𝑑𝑃𝑒𝑟𝑓𝐸𝑣𝑎𝑙൫𝐿𝐴𝑀்ௌ௙஻஼,௠௦;ᇱ 𝑆𝑀𝑂𝑃ᇱ൯ 

= ൛𝐿𝐴𝑀்௦௙஻஼,௠௦,଺, 𝐿𝐴𝑀்ௌ௙஻஼,௠௦,଻ൟ 
(14)

5. Verification for practicability of LAF

On the basis of the application of LAF to two tasks of tumour segmentation for
breast cancer (TSfBC) in medical histopathology whole slide image analysis 
(MHWSIA) presented in Section 4, in this section, we conduct experiments and give 
corresponding analysis to further verify the practicability of LAF for evaluations with 
inaccurate ground-truth labels (IAGTLs). 
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5.1. Preliminary 

5.1.1. Overall design 

Referring to the summarised practicability of LAF, we consider two key points 
that need to be experimentally verified to better realise the pros and cons of LAF. The 
two key points include: 1) on a more difficult task, LAF is able to act like usual 
strategies for evaluations with AGTLs reasonably; and 2) on an easier task, LAF is 
unable to act like usual strategies for evaluations with AGTLs confidently.  

To verify these two key points, we first conduct experiments that employ LAF to 
produce evaluations of various methods for learning from inaccurate labels with 
IAGTLs and experiments that employ the usual strategy (US) to produce evaluations 
of various methods for learning from inaccurate labels with AGTLs, on the two tasks 
of tumour segmentation for breast cancer (Figure 2). For each of the two tasks, we 
conduct two series of experiments, including a number of state-of-the-art methods 
[12–19] for learning from inaccurate labels and their respective combinations with an 
improved version of OSAMTL [11]. As the previous work [11] has confirmed the 
advantages of the improved OSAMTL series compared with the state-of-the-art series 
[12–19] using US-based evaluations with AGTLs, we can compare the results of the 
improved OSAMTL series with the results of the state-of-the-art series using LAF-
based evaluations with IAGTLs to observe whether the LAF-based evaluations with 
IAGTLs can maintain the advantages of the improved OSAMTL series.  

According to the two key points that need to be verified, specifically, we have 
two expectations in advance: 1) Evaluations of LAF with IAGTLs can show the 
advantages of the improved OSAMTL series compared with the state-of-the-art series, 
just being able to reasonably act like evaluations of US with AGTLs on the task of 
tumour segmentation in HE-stained post-treatment surgical resection images, which is 
more difficult; 2) Evaluations of LAF with IAGTLs cannot show the advantages of 
the improved OSAMTL series compared with the state-of-the-art series, just being 
unable to confidently act like evaluations of US with AGTLs on the task of tumour 
segmentation in HE-stained pre-treatment biopsy images, which is easier. 

5.1.2. Data preparation 

For evaluations with IAGTLs using LAF on the task of tumour segmentation in 
HE-stained pre-treatment biopsy images, we prepared 248 image patches with 

IAGTLs (1) corresponding to 𝑡்̃ௌ௙஻஼,ଵ  and 36 image patches with IAGTLs (2) 

corresponding to 𝑡்̃ௌ௙஻஼,ଶ . For evaluations with AGTLs using US on the task of 

tumour segmentation in HE-stained pre-treatment biopsy images, we prepared 158 
image patches with corresponding AGTLs. 

For evaluations with IAGTLs using LAF on the task of tumour segmentation in 
HE-stained post-treatment surgical resection images, we prepared 736 image patches 
with IAGTLs (1) corresponding to 𝑡்̃ௌ௙஻஼,ଵ and 358 image patches with IAGTLs (2) 

corresponding to 𝑡்̃ௌ௙஻஼,ଶ . For evaluations with AGTLs using US on the task of 

tumour segmentation in HE-stained pre-treatment biopsy images, we prepared 242 
image patches with corresponding AGTLs. 

The image patches prepared for experiments were cropped at 10 × magnification 
of some digital whole slide images, and the size of each cropped image patch was 256 
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× 256 pixels (width × height). Some examples of the image patches prepared for 
evaluations with IAGTLs or AGTLs on the two tasks are provided in Figure 4. From 
Figure 4, we can note that the preparation of the image patches for evaluations with 
IAGTLs is much less labour intensive than the preparation of the image patches for 
evaluations with AGTLs. 

Figure 4. Examples of the image patches prepared for evaluations with IAGTLs or 
AGTLs on the two tasks of TSfBC. (A) the task of tumour segmentation in HE-
stained pre-treatment biopsy images; (B) the task of tumour segmentation in HE-
stained post-treatment surgical resection images. 

5.1.3. Experimental settings 

All of our experiments were performed on an Intel Core Xeon E5-2630 v4s with 
a memory capacity of 128GB and eight NVIDIA GTX 1080Ti GPUs. Our developing 
environment is based on Tensorflow 1.10.1 and Python 3.5. More detailed 
experimental settings for training the image semantic segmentation model with the 
two series of methods of learning from inaccurate labels to produce the predictions 
can be found in our previous work [11]. 

5.2. Results of LAF-based evaluations with IAGTLs 

Referring to the implementations of LAF applied on TSfBC presented in Section 
4, the LAM and LMP results of LAF-based evaluations with IAGTLs for various 
methods of learning from inaccurate labels for the tumour segmentation in HE-stained 
pre-treatment biopsy images and the tumour segmentation in HE-stained post-
treatment surgical resection images are respectively shown in Tables 4 and 5. 
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Table 4. LAF-based evaluations with IAGTLs on the task of tumour segmentation in HE-stained pre-treatment biopsy 
images. 

Solution 

LAM 

LTP LFP LFN Lprecision Lrecall 
LMP 

Lf1 LfIoU 

BaseLine 17,619 6956 1698 71.69 91.21 80.28 67.06 

Forward 17,455 5680 1861 75.45 90.37 82.24 69.83 

Backward 15,175 7032 4141 68.33 78.56 73.09 57.59 

Boost-Hard 17,497 7104 1820 71.12 90.58 79.68 66.22 

Boost-Soft 15,685 6564 3631 70.50 81.20 75.47 60.61 

D2l 17,506 7697 1811 69.46 90.62 78.64 64.80 

SCE 16,627 5601 2690 74.80 86.07 80.04 66.73 

Peer 17,669 6775 1648 72.28 91.47 80.75 67.72 

DT-Forward 16,731 5814 2586 74.21 86.61 79.93 66.58 

NCE-SCE 16,901 6605 2415 71.90 87.50 78.94 65.20 

BaseLine_OSAMTL 15,428 4165 3888 78.74 79.87 79.30 65.70 

Forward_OSAMTL 14,132 3282 5184 81.15 73.16 76.95 62.54 

Backward_OSAMTL 15,414 3816 3902 80.16 79.8 79.98 66.63 

Boost-Hard_OSAMTL 14,928 3812 4389 79.66 77.28 78.45 64.54 

Boost-Soft_OSAMTL 15,511 5198 3805 74.9 80.3 77.51 63.27 

D2l_OSAMTL 15,220 4267 4097 78.1 78.79 78.45 64.54 

SCE_OSAMTL 14,982 4264 4334 77.84 77.56 77.7 63.54 

Peer_OSAMTL 14,637 4182 4680 77.78 75.77 76.76 62.29 

DT-Forward_OSAMTL 14,675 2956 4641 83.23 75.97 79.44 65.89 

NCE-SCE_OSAMTL 14,238 3993 5078 78.1 73.71 75.84 61.08 

Table 5. LAF-based evaluations with IAGTLs on the task of tumour segmentation in HE-stained post-treatment 
surgical resection images. 

Solution 

LAM 

LTP LFP LFN Lprecision Lrecall 
LMP 

Lf1 LfIoU 

BaseLine 16,131 7863 4525 67.23 78.09 72.26 56.56 

Forward 14,933 7440 5723 66.75 72.29 69.41 53.15 

Backward 15,196 8983 5460 62.85 73.57 67.79 51.27 

Boost-Hard 15,829 8878 4826 64.07 76.64 69.79 53.60 

Boost-Soft 17,123 9318 3533 64.76 82.90 72.71 57.13 

D2l 16,039 9634 4617 62.47 77.65 69.24 52.95 

SCE 15,099 7907 5567 65.63 73.06 69.15 52.84 

Peer 15,896 10,532 4759 60.15 76.96 67.52 50.97 

DT-Forward 13,787 5248 6869 72.43 66.75 69.47 53.22 

NCE-SCE 14,319 7150 6337 66.70 69.32 67.98 51.50 

BaseLine_OSAMTL 16,163 2230 4492 87.88 78.25 82.79 70.63 
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Table 5. (Continued). 

Solution 

LAM 

LTP LFP LFN Lprecision Lrecall 
LMP 

Lf1 LfIoU 

Forward_OSAMTL 16,197 2860 4459 84.99 78.41 81.57 68.88 

Backward_OSAMTL 16,167 3331 4489 82.92 78.27 80.52 67.4 

Boost-Hard_OSAMTL 16,560 2589 4095 86.48 80.17 83.21 71.24 

Boost-Soft_OSAMTL 15,778 2917 4878 84.4 76.38 80.19 66.93 

D2l_OSAMTL 16,108 2074 4547 88.59 77.99 82.95 70.87 

SCE_OSAMTL 14,907 2961 5748 83.43 72.17 77.39 63.12 

Peer_OSAMTL 16,983 4091 3673 80.59 82.22 81.39 68.63 

DT-Forward_OSAMTL 15,927 2045 4729 88.62 77.11 82.46 70.16 

NCE-SCE_OSAMTL 15,540 1971 5116 88.74 75.23 81.43 68.68 

5.3. Results of US-based evaluations with AGTLs 

The results of US-based evaluations with AGTLs for various methods of learning 
from inaccurate labels for the tumour segmentation in HE-stained pre-treatment 
biopsy images and the tumour segmentation in HE-stained post-treatment surgical 
resection images are respectively shown in Tables 6 and 7. 

Table 6. US-based evaluations with AGTLs on the task of tumour segmentation in HE-stained pre-treatment biopsy 
images. 

Solution TP FP FN precision recall f1 fIoU 

BaseLine 22,707 13,298 3249 63.07 87.48 73.29 57.85 

Forward 23,494 15,160 2462 60.78 90.51 72.73 57.14 

Backward 21,858 13,453 4098 61.90 84.21 71.35 55.46 

Boost-Hard 22,184 12,652 3771 63.68 85.47 72.98 57.46 

Boost-Soft 23,724 15,849 2231 59.95 91.40 72.41 56.75 

D2l 23,068 14,632 2888 61.19 88.87 72.48 56.83 

SCE 22,753 13,499 3203 62.76 87.66 73.15 57.67 

Peer 22,658 12,704 3298 64.07 87.29 73.90 58.61 

DT-Forward 23,280 14,239 2676 62.05 89.69 73.35 57.92 

NCE-SCE 23,395 14,452 2561 61.81 90.13 73.34 57.90 

BaseLine_OSAMTL 21,010 6381 4946 76.70 80.94 78.77 64.97 

Forward_OSAMTL 20,215 5579 5740 78.37 77.88 78.13 64.11 

Backward_OSAMTL 20,818 6124 5137 77.27 80.21 78.71 64.9 

Boost-Hard_OSAMTL 20,230 5732 5725 77.92 77.94 77.93 63.84 

Boost-Soft_OSAMTL 20,657 5936 5298 77.68 79.59 78.62 64.77 

D2l_OSAMTL 20,348 5981 5608 77.28 78.39 77.83 63.71 

SCE_OSAMTL 19,719 5651 6236 77.73 75.97 76.84 62.39 

Peer_OSAMTL 20,379 6634 5577 75.44 78.51 76.95 62.53 

DT-Forward_OSAMTL 19,958 5347 5998 78.87 76.89 77.87 63.76 

NCE-SCE_OSAMTL 18,712 4594 7244 80.29 72.09 75.97 61.25 
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Table 7. US-based evaluations with AGTLs on the task of tumour segmentation in HE-stained post-treatment surgical 
resection images. 

Solution TP FP FN precision recall f1 fIoU 

BaseLine 15,446 13,831 8467 52.76 64.59 58.08 40.92 

Forward 15,129 13,409 8783 53.01 63.27 57.69 40.54 

Backward 16,373 17,083 7540 48.94 68.47 57.08 39.94 

Boost-Hard 16,599 15,904 7313 51.07 69.42 58.85 41.69 

Boost-Soft 19,000 18,353 4912 50.87 79.46 62.03 44.95 

D2l 16,331 14,876 7581 52.33 68.30 59.26 42.10 

SCE 15,604 13,286 8309 54.01 65.25 59.10 41.95 

Peer 17,366 19,348 6546 47.30 72.62 57.29 40.14 

DT-Forward 15,374 15,525 8538 49.76 64.29 56.10 38.98 

NCE-SCE 16,356 16,574 7556 49.67 68.40 57.55 40.40 

BaseLine_OSAMTL 16,000 5649 7912 73.91 66.91 70.24 54.13 

Forward_OSAMTL 14,825 3948 9088 78.97 62.00 69.46 53.21 

Backward_OSAMTL 15,441 5648 8471 73.22 65.57 68.62 52.24 

Boost-Hard_OSAMTL 15,713 4611 8200 77.31 65.71 71.04 55.09 

Boost-Soft_OSAMTL 15,799 6017 8114 72.42 66.07 69.10 52.79 

D2l_OSAMTL 15,109 3599 8803 80.76 63.18 70.90 54.92 

SCE_OSAMTL 15,168 5151 8744 74.65 63.43 68.59 52.19 

Peer_OSAMTL 16,954 7478 6958 69.39 70.90 70.14 54.01 

DT-Forward_OSAMTL 15,175 4483 8737 77.20 63.46 69.66 53.44 

NCE-SCE_OSAMTL 13,101 2749 10,811 82.66 54.79 65.90 49.14 

5.4. Comparison between LAF and US 

Table 8. Results for LAF-based evaluations (Lf1 and LfIoU) and US-based evaluations (f1 and fIoU) on easier task. 

Solution (Metric) 
Mean (CI) 

SotA (Lf1) 
78.91 (76.36–81.46) 

SotA (LfIoU) 
65.23 (61.83–68.63) 

SotA (f1) 
72.90 (72.23–73.57) 

SotA (fIoU) 
57.36 (56.53–58.19) 

SotA-OSAMTL(Lf1) 
78.04 (76.78–79.29) 

P = 0.372 

SotA-OSAMTL(LfIoU) 
64.00 (62.32–65.68) 

P = 0.343 

SotA-OSAMTL(f1) 
77.76 (76.89–78.63) 

P < 0.001 

SotA-OSAMTL (fIoU) 
63.62 (62.46–64.78) 

P < 0.001 

For the comparison between LAF and US, we compute the mean values with 
corresponding confident intervals (CI) and the P values of the overall performances 
for the state-of-the-art methods (SotA) and SotA combined with the improved 
OSAMTL (SotA-OSAMTL). The results for LAF-based evaluations with IAGTLs 
(Lf1 and LfIoU) and US-based evaluations with AGTLs (f1 and fIoU) on the task of 
tumour segmentation in HE-stained pre-treatment biopsy images (i.e., easier task) are 
shown in Table 8. The results for LAF-based evaluations with IAGTLs (Lf1 and 
LfIoU) and US-based evaluations with AGTLs (f1 and fIoU) on the task of tumour 
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segmentation in HE-stained post-treatment surgical resection images (i.e., a more 
difficult task) are shown in Table 9. 

Table 9. Results for LAF-based evaluations (Lf1 and LfIoU) and US-based evaluations (f1 and fIoU) on more 
difficult task. 

Solution (Metric) 
Mean (CI) 

SotA (Lf1) 
69.53(67.88–71.19) 

SotA (LfIoU) 
53.32(51.36–55.28) 

SotA (f1) 
58.30(56.75–59.86) 

SotA (fIoU) 
41.16(39.60–42.72) 

SotA-OSAMTL(Lf1) 
81.39(79.74–83.04) 

P < 0.001 

SotA-OSAMTL(LfIoU) 
68.65(66.35–70.96) 

P < 0.001 

SotA-OSAMTL(f1) 
69.37(67.96–70.77) 

P < 0.001 

SotA-OSAMTL (fIoU) 
53.12(51.48–54.75) 

P < 0.001 

5.5. Analysis 

From Table 8, we can summarise that, on the easier task, the results of US-based 
evaluations with AGTLs (f1 and fIoU) show the advantages of the SotA-OSAMTL 
series compared with the SotA series (f1: P < 0.001, fIoU: P < 0.001), while the results 
of LAF-based evaluations with IAGTLs (Lf1 and LfIoU) do not show the same 
conclusions (Lf1: P = 0.372, LfIoU: P = 0.343). Since the previous work [11] has 
confirmed the advantages of the improved OSAMTL series compared with the state-
of-the-art series [12–19] using US-based evaluations with AGTLs, the summarization 
from Table 8 indicates that evaluations of LAF with IAGTLs cannot show the 
advantages of the SotA-OSAMTL series compared with the StoA series, just being 
unable to confidently act like evaluations of US with AGTLs on the easier task. 

From Table 9, we can summarise that, on the more difficult task, the results of 
US-based evaluations with AGTLs (f1 and fIoU) show the advantages of the SotA-
OSAMTL series compared with the SotA series (f1: P < 0.001, fIoU: P < 0.001), while 
the results of LAF-based evaluations with IAGTLs (Lf1 and LfIoU) as well show the 
same conclusions (Lf1: P < 0.001, LfIoU: P < 0.001). Identically, since the previous 
work [11] has confirmed the advantages of the improved OSAMTL series compared 
with the state-of-the-art series [12–19] using US-based evaluations with AGTLs, the 
summarization from Table 9 indicates that evaluations of LAF with IAGTLs can show 
the advantages of the SotA-OSAMTL series compared with the StoA series, just being 
able to reasonably act like evaluations of US with AGTLs on the more difficult task. 

As a result, the summarizations from Tables 8 and 9 reflect that the practicability 
of LAF for evaluations with IAGTLs is valid in the case of TSfBC in MHWSIA. 

6. Conclusion and discussion

In this paper, we validate the practicability of the logical assessment formula
(LAF) for evaluations with inaccurate ground-truth labels (IAGTLs). The 
practicability of LAF for evaluations with IAGTLs includes: 1) LAF can be applied 
for evaluations with IAGTLs on a more difficult task, able to act like usual strategies 
for evaluations with AGTLs reasonably; and 2) LAF can be applied for evaluations 
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with IAGTLs simply from the logical point of view on an easier task, unable to act 
like usual strategies for evaluations with AGTLs confidently. We applied LAF to two 
tasks of tumour segmentation for breast cancer (TSfBC) in medical histopathology 
whole slide image analysis (MHWSIA), and implemented a specific LAF solution that 
is suitable for evaluations with IAGTLs in the case of TSfBC in MHWSIA. 
Experimental results and analyses of this application support that the practicability of 
LAF for evaluations with IAGTLs is valid in the case of TSfBC in MHWSIA. Thus, 
the primary significance of this paper is that it reports a positive study that reflects the 
potential of LAF applied to MHWSIA for evaluations with IAGTLs. This paper 
presents the first practical validation of LAF for evaluations with IAGTLs in a real-
world application. 

Although the application of LAF to TSfBC in MHWSIA showed good support 
for the practicability of LAF, the problem that remains unsolved is how to estimate 
whether a given task is a difficult one or an easy one in the application of LAF for 
evaluations without AGTL. Since the practicability of LAF reflects that evaluations of 
LAF with IAGTLs on a difficult task are more reliable (more consistent with 
evaluations of usual strategies with AGTL) than on an easier task, the definition of a 
given task as difficult or easy is the key foundation for the application of LAF for 
evaluations with IAGTL. In this paper, the estimation of the two tasks of TSfBC in 
MHWSIA to be difficult or easy is qualitatively formed by the problem analyses and 
suggestions from pathology experts [11] (Section 4.1), and fortunately, the two tasks 
are suitable to validate the practicability of LAF. This specific validation demonstrates 
the practicability of LAF is valid with the case of TSfBC in MHWSIA, but it is not 
persuasive enough to help deciding whether LAF is suitable for evaluations IAGTL 
on any other given task. However, if the difficulty of a given task can be quantitatively 
estimated, then it will be much easier for us to decide whether LAF is suitable for 
evaluations with IAGTL on the given task via an appropriate threshold of task 
difficulty. Moreover, more applications of LAF applied to other tasks need to be 
conducted. In future works, these issues should be addressed. 

Supplementary materials: Detailed proofs for the reasoning results presented in this 
article are provided in the supplementary materials. 
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Article 

Validation of the practicability of logical assessment formula for evaluations 

with inaccurate ground-truth labels: An application study on tumour 

segmentation for breast cancer 

Supplementary materials 

Preliminary of logical reasoning 

We introduce some propositional connectives and rules for proof of propositional logical reasoning, which are 

respectively shown as Table S1 and Table S2, for the logical reasonings conducted in this paper. 

Table S1. Propositional connectives. 

Connective Meaning 

∧ Conjunction 

→ Implication 

Table S2. Rules for proof of propositional logical reasoning,├ denotes ‘bring out’. 

Rule Meaning 

∧ − Reductive law of conjunction: A ∧ B, ├ A or B.  

∧ + Additional law of conjunction: A, B, ├ A ∧ B.  

MP Modus ponens: A → B, A, ├ B.  

HS Hypothetical syllogism: A → B, B → C, ├ A → C. 

Proof of Reasoning 1 

Reasoning 1. If 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 is given, then pixels included in negative areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 are most probably true tumour

negatives. 

Proof. Firstly, with the given 𝑡̃𝑇𝑆𝑓𝐵𝐶,1, we have following preconditions for Reasoning 1.

1) If 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 is given, then the recall of positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 to represent true tumour positives is very high.

2) If the recall of positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 to represent true tumour positives is very high, then almost all of true

tumour positives are included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1.

3) If almost all of true tumour positives are included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1, then true tumour positives included

in negative areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 are rare.

4) If true tumour positives included in negative areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 are rare, then pixels included in negative areas of

𝑡̃𝑇𝑆𝑓𝐵𝐶,1 are mostly probably true tumour negatives.

Secondly, we give the propositional symbols for the above preconditions 1–4 for Reasoning 1, which are shown in

Table S3. 
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Table S3. Propositional symbols of preconditions for Reasoning 1. 

Symbol Meaning 

𝑎 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 is given.

𝑏 The recall of positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 to represent true tumour positives is very high.

𝑐 Almost all of true tumour positives are included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1.

𝑑 True tumour positives included in negative areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 are rare

𝑒 Pixels included in negative areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 are mostly probably true tumour negatives

Thirdly, referring to Table S3, we signify the propositional formalizations of the preconditions 1–4 for Reasoning 

1 and Reasoning 1 via the propositional connectives listed in Table S1 as follows. 

1) 𝑎 → 𝑏      Precondition 

2) 𝑏 → 𝑐      Precondition 

3) 𝑐 → 𝑑      Precondition 

4) 𝑑 → 𝑒      Precondition 

𝑎 → 𝑒 Reasoning 1 

Fourthly, we show the validity of Reasoning 1 via the rules for proof of propositional logical reasoning listed in 

Table S2 as follows. 

∴ 𝒂 → 𝒆 

5) 𝑎 Hypothesis 

6) 𝑎 → 𝑐 1),2); HS 

7) 𝑐 → 𝑒 3),4); HS 

8) 𝑎 → 𝑒 6),7); HS 

9) 𝑒 8),5); MP 

10) 𝑎 → 𝑒 5)-9); Conditional Proof 

Since the hypothesis 𝑎 of the 5) step has been fulfilled by the abduced 𝑡̃𝑇𝑆𝑓𝐵𝐶 = {𝑡̃𝑇𝑆𝑓𝐵𝐶,1, 𝑡̃𝑇𝑆𝑓𝐵𝐶,2} in section

5.2.2., Reasoning 1 is proved to be valid. □ 

Proof of Reasoning 2 

Reasoning 2. If 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 is given, then pixels included in positive areas of  𝑡̃𝑇𝑆𝑓𝐵𝐶,2 are most probably true tumour

positives. 

Proof. Firstly, with the given 𝑡̃𝑇𝑆𝑓𝐵𝐶,2, we have following preconditions for Reasoning 2.

1) If 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 is given, then the precision of positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 to represent true tumour positives is very high.

2) If the precision of positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 to represent true tumour positives is very high, then the positive areas

of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 are almost all true tumour positives.

3) If the positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 are almost all true tumour positives, then false tumour positives included in positive

areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 are rare.

4) If false tumour positives included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 are rare, then pixels included in positive areas of

𝑡̃𝑇𝑆𝑓𝐵𝐶,2 are most probably true tumour positives.

Secondly, we give the propositional symbols for the above preconditions 1–4 for Reasoning 2, which are shown in

Table S4. 
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Table S4. Propositional symbols of preconditions for Reasoning 2. 

Symbol Meaning 

𝑓 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 is given

𝑔 The precision of positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 to represent true tumour positives is very high.

ℎ The positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 are almost all true tumour positives.

𝑖 False tumour positives included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 are rare.

𝑗 Pixels included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 are most probably true tumour positives.

Thirdly, referring to Table S4, we signify the propositional formalizations of the preconditions 1–4 for Reasoning 

2 and Reasoning 2 via the propositional connectives listed in Table S1 as follows. 

1) 𝑓 → 𝑔      Precondition 

2) 𝑔 → ℎ      Precondition 

3) ℎ → 𝑖      Precondition 

4) 𝑖 → 𝑗      Precondition 

𝑓 → 𝑗 Reasoning 2 

Fourthly, we show the validity of Reasoning 2 via the rules for proof of propositional logical reasoning listed in 

Table S2 as follows. 

∴ 𝒇 → 𝒋 

5) 𝑓 Hypothesis 

6) 𝑓 → ℎ 1), 2); HS 

7) ℎ → 𝑗 3), 4); HS 

8) 𝑓 → 𝑗 6), 7); HS 

9) 𝑗 8), 5); MP 

10) 𝑓 → 𝑗 5)–9); Conditional Proof 

Since the hypothesis 𝑓 of the 5) step has been fulfilled by the abduced 𝑡̃𝑇𝑆𝑓𝐵𝐶 = {𝑡̃𝑇𝑆𝑓𝐵𝐶,1, 𝑡̃𝑇𝑆𝑓𝐵𝐶,2} in section

5.2.2., Reasoning 2 is proved to be valid. □ 

Proof of Reasoning 3 

Reasoning 3. If 𝑡𝑇𝑆𝑓𝐵𝐶 is given and 𝐿𝐹𝑇𝑆𝑓𝐵𝐶,1 is given, then the intersection of pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as

tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

) and pixels included in negative areas of  𝑡̃𝑇𝑆𝑓𝐵𝐶,1 (𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛 ) can be considered as logically 

false positives. 

Proof. Firstly, with the given 𝑡𝑇𝑆𝑓𝐵𝐶 and 𝐿𝐹𝑇𝑆𝑓𝐵𝐶,1, we have following preconditions for Reasoning 3.

1) If 𝐿𝐹𝑇𝑆𝑓𝐵𝐶,1 is given, then 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 is given.

2) If 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 is given, then pixels included in negative areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 (𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛 ) are most probably true tumour 

negatives. (Reasoning 1) 

3) If 𝑡𝑇𝑆𝑓𝐵𝐶 is given, then pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

) exist. 

4) If pixels included in negative areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 (𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛 ) are most probably true tumour negatives and pixels of 

𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

) exist, then the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

 and 

pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛  can be considered as most probably predicted false tumour positives. 

5) If the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛  can be considered as most probably 

predicted false tumour positives, then the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛

can be considered as logically false positives.  
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6) If the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛  can be considered as logically false 

positives, then the intersection of pixels of 𝑡𝑇𝑆𝑓𝐵𝐶  that are predicted as tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

) and pixels 

included in negative areas of  𝑡̃𝑇𝑆𝑓𝐵𝐶,1 (𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛 ) can be considered as logically false positives. 

Secondly, we give the propositional symbols for the above preconditions 1–6 for Reasoning 3, which are shown in 

Table S5. 

Table S5. Propositional symbols of preconditions for Reasoning 3. 

Symbol Meaning 

𝑘 𝐿𝐹𝑇𝑆𝑓𝐵𝐶,1 is given.

𝑙 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 is given.

𝑚 Pixels included in negative areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,1 (𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛 ) are most probably true tumour negatives. 

𝑛 𝑡𝑇𝑆𝑓𝐵𝐶 is given.

𝑜 Pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

) exist. 

𝑝 
The intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶

𝑝
and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,1

𝑛  can be considered as most probably predicted false 

tumour positives. 

𝑞 The intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛  can be considered as logically false positives. 

𝑟 
The intersection of pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶

𝑝
) and pixels included in negative areas of  𝑡̃𝑇𝑆𝑓𝐵𝐶,1

(𝑡̃𝑇𝑆𝑓𝐵𝐶,1
𝑛 ) can be considered as logically false positives. 

Thirdly, referring to Table S5, we signify the propositional formalizations of the preconditions 1–6 for Reasoning 

3 and Reasoning 3 via the propositional connectives listed in Table S1 as follows. 

1) 𝑘 → 𝑙      Precondition 

2) 𝑙 → 𝑚      Precondition 

3) 𝑛 → 𝑜      Precondition 

4) (𝑚 ∧ 𝑜) → 𝑝     Precondition 

5) 𝑝 → 𝑞      Precondition 

6) 𝑞 → 𝑟      Precondition 

(𝑛 ∧ 𝑘) → 𝑟 Reasoning 3 

Fourthly, we show the validity of Reasoning 3 via the rules for proof of propositional logical reasoning listed in 

Table S2 as follows. 

∴ (𝒏 ∧ 𝒌) → 𝒓 

7) 𝑛 ∧ 𝑘 Hypothesis 

8) 𝑛 7); ∧ − 

9) 𝑘 7); ∧ − 

10) 𝑙 1), 9); MP 

11) 𝑚 2), 10); MP 

12) 𝑜 3), 8); MP 

13) 𝑚 ∧ 𝑜 11), 12); ∧ + 

14) (𝑚 ∧ 𝑜) → 𝑞 4), 5); HS 

15) (𝑚 ∧ 𝑜) → 𝑟 14), 6); HS 

16) 𝑟 15), 13); MP 

17) (𝑛 ∧ 𝑘) → 𝑟 7)–16); Conditional Proof 

Since the hypothesis 𝑛 ∧ 𝑘 of the 7) step has been fulfilled by the prediction of the image semantic segmentation 
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model for tumour segmentation for breast cancer (𝑡𝑇𝑆𝑓𝐵𝐶) in section 5.2.3. and the two narrated logical facts 𝐿𝐹𝑇𝑆𝑓𝐵𝐶 =

{𝐿𝐹𝑇𝑆𝑓𝐵𝐶,1, 𝐿𝐹𝑇𝑆𝑓𝐵𝐶,2}, Reasoning 3 is proved to be valid. □

Proof of Reasoning 4 

Reasoning 4. If 𝑡𝑇𝑆𝑓𝐵𝐶 is given and 𝐿𝐹𝑇𝑆𝑓𝐵𝐶,2 is given, then the intersection of pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as

tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

) and pixels included in positive areas of  𝑡̃𝑇𝑆𝑓𝐵𝐶,2 (𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

) can be considered as logically 

true positives, and the intersection of pixels of 𝑡𝑇𝑆𝑓𝐵𝐶  that are predicted as tumour negatives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑛 ) and pixels 

included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 (𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

) can be considered as logically false negatives. 

Proof. Firstly, with the given 𝑡𝑇𝑆𝑓𝐵𝐶 and 𝐿𝐹𝑇𝑆𝑓𝐵𝐶,2, we have following preconditions for Reasoning 4.

1) If 𝐿𝐹𝑇𝑆𝑓𝐵𝐶,2 is given, then 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 is given.

2) If 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 is given, then pixels included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 (𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

) are most probably true tumour 

positives. (Reasoning 2).

3) If 𝑡𝑇𝑆𝑓𝐵𝐶 is given, then pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

) exist and pixels of 𝑡𝑇𝑆𝑓𝐵𝐶

that are predicted as tumour negatives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑛 ) exist. 

4) If pixels included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 (𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

) are most probably true tumour positives and pixels of 

𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

) exist, then the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

 and 

pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

 can be considered as most probably predicted true tumour positives. 

5) If pixels included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 (𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

) are most probably true tumour positives and pixels of 

𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour negatives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑛 ) exist, then the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶

𝑛

and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

 can be considered as most probably predicted false tumour negatives. 

6) If the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

 can be considered as most probably 

predicted true tumour positives, then the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

can be considered as logically true positives. 

7) If the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑛 and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2

𝑝
 can be considered as most probably 

predicted false tumour negatives, then the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑛  and pixels included in 

𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

 can be considered as logically false negatives. 

8) If the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

 can be considered as logically true 

positives, then the intersection of pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

) and pixels 

included in positive areas of  𝑡̃𝑇𝑆𝑓𝐵𝐶,2 (𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

) can be considered as logically true positives. 

9) If the intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑛 and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2

𝑝
 can be considered as logically false 

negatives, then the intersection of pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour negatives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑛 ) and pixels 

included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 (𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

) can be considered as logically false negatives. 

Secondly, we give the propositional symbols for the above preconditions 1-9 for Reasoning 4, which are shown in 

Table S6. 
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Table S6. Propositional symbols of preconditions for Reasoning 4. 

Symbol Meaning 

𝑠 𝐿𝐹𝑇𝑆𝑓𝐵𝐶,2 is given.

𝑡 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 is given.

𝑢 Pixels included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2 (𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

) are most probably true tumour positives. 

𝑣 𝑡𝑇𝑆𝑓𝐵𝐶 is given.

𝑤 Pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

) exist. 

𝑥 Pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour negatives (𝑡𝑇𝑆𝑓𝐵𝐶
𝑛 ) exist. 

𝑦 
The intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶

𝑝
and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2

𝑝
 can be considered as most probably predicted true 

tumour positives. 

𝑧 
The intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶

𝑛 and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

 can be considered as most probably predicted false 

tumour negatives. 

𝑎 The intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑝

and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

 can be considered as logically true positives. 

𝑏 The intersection of pixels included in 𝑡𝑇𝑆𝑓𝐵𝐶
𝑛 and pixels included in 𝑡̃𝑇𝑆𝑓𝐵𝐶,2

𝑝
 can be considered as logically false negatives. 

𝑐 
The intersection of pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour positives (𝑡𝑇𝑆𝑓𝐵𝐶

𝑝
) and pixels included in positive areas of  𝑡̃𝑇𝑆𝑓𝐵𝐶,2

(𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

) can be considered as logically true positives. 

𝑑 
The intersection of pixels of 𝑡𝑇𝑆𝑓𝐵𝐶 that are predicted as tumour negatives (𝑡𝑇𝑆𝑓𝐵𝐶

𝑛 ) and pixels included in positive areas of 𝑡̃𝑇𝑆𝑓𝐵𝐶,2

(𝑡̃𝑇𝑆𝑓𝐵𝐶,2
𝑝

) can be considered as logically false negatives. 

Thirdly, referring to Table S6, we signify the propositional formalizations of the preconditions 1–9 for Reasoning 

4 and Reasoning 4 via the propositional connectives listed in Table S1 as follows. 

1) 𝑠 → 𝑡      Precondition 

2) 𝑡 → 𝑢      Precondition 

3) 𝑣 → (𝑤 ∧ 𝑥)     Precondition 

4) (𝑢 ∧ 𝑤) → 𝑦     Precondition 

5) (𝑢 ∧ 𝑥) → 𝑧     Precondition 

6) 𝑦 → 𝑎      Precondition 

7) 𝑧 → 𝑏      Precondition 

8) 𝑎 → 𝑐      Precondition 

9) 𝑏 → 𝑑      Precondition 

(𝑣 ∧ 𝑠) → (𝑐 ∧ 𝑑) Reasoning 4 

Fourthly, we show the validity of Reasoning 4 via the rules for proof of propositional logical reasoning listed in 

Table S2 as follows. 

∴ (𝒗 ∧ 𝒔) → (𝒄 ∧ 𝒅) 

10) 𝑣 ∧ 𝑠 Hypothesis 

11) 𝑣 10); ∧ − 

12) 𝑠 10); ∧ − 

13) 𝑠 → 𝑢 1), 2); HS 

14) 𝑢 13), 12); MP 

15) 𝑤 ∧ 𝑥 3), 11); MP 

16) 𝑤 15); ∧ − 
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17) 𝑥 15); ∧ − 

18) 𝑢 ∧ 𝑤 14), 16); ∧ + 

19) (𝑢 ∧ 𝑤) → 𝑎 4), 6); HS 

20) 𝑢 ∧ 𝑥 14), 17); ∧ + 

21) (𝑢 ∧ 𝑥) → 𝑏 5), 7); HS 

22) (𝑢 ∧ 𝑤) → 𝑐 19), 8); HS 

23) (𝑢 ∧ 𝑥) → 𝑑 21), 9); HS 

24) 𝑐 22), 18); MP 

25) 𝑑 23), 20); MP 

26) 𝑐 ∧ 𝑑 24), 25); ∧ + 

27) (𝑣 ∧ 𝑠) → (𝑐 ∧ 𝑑) 10)–26); Conditional Proof 

Since the hypothesis 𝑣 ∧ 𝑠 of the 10) step has been fulfilled by the prediction of the image semantic segmentation 

model for tumour segmentation for breast cancer (𝑡𝑇𝑆𝑓𝐵𝐶) in section 5.2.3. and the two narrated logical facts 𝐿𝐹𝑇𝑆𝑓𝐵𝐶 

= {𝐿𝐹𝑇𝑆𝑓𝐵𝐶,1, 𝐿𝐹𝑇𝑆𝑓𝐵𝐶,2} Reasoning 4 is proved to be valid. 
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Abstract: This study aims to address the existing knowledge gap regarding the specific 

impact of artificial intelligence (AI) on patent research and emphasize its strategic 

significance as a catalyst for innovation. The methodology employs a comprehensive 

approach, integrating both qualitative and quantitative research methods. It systematically 

investigates the transformative potential of AI in patent research within the BRICS nations, 

including an examination of the technological, ethical, and legal challenges associated with 

AI’s application in patent analysis. This research contributes to the field by extending beyond 

the conventional focus on the role of patents in innovation and shedding light on the potential 

of AI in patent research. It offers valuable insights into how AI can redefine the landscape of 

patent research, providing a more rapid and accurate perspective on the identification of 

technological trends, opportunities, and competitive factors. The findings underscore that AI 

in patent research yields numerous advantages, ranging from efficient data processing to the 

forecasting of technological trends. Future studies should explore ethical and legal 

considerations associated with AI in patent research, as well as its implementation in the 

strategies of both corporate entities and governmental bodies in the BRICS nations. 

Keywords: artificial intelligence; patent research; BRICS countries; innovation 

1. Introduction

In the rapidly evolving technological landscape, characterized by the relentless
pace of innovation, patent research serves as an essential tool for understanding the 
underlying dynamics and identifying emerging trends. It plays a pivotal role in 
demystifying the innovation process and providing insights into how ideas 
materialize into strategic advancements for organizations. 

In the BRICS nations (Brazil, Russia, India, China, and South Africa), On 24 
August 2023, the leaders of the BRICS countries agreed to expand the group to 
include six new members: Saudi Arabia, Argentina, Egypt, the United Arab Emirates, 
Ethiopia, and Iran. The expansion of the BRICS is viewed as a step to enhance the 
group’s global influence and foster cooperation among emerging economies. For the 
purposes of this text, we will only consider the original signatory countries of the 
BRICS group. The expansion of the group to encompass the six new members is 
anticipated to take place in the coming year, pending the completion of negotiations 
between the existing members and the prospective new entrants [1], distinguished by 
their remarkable economic ascent and growing global influence, innovation stands as 
a central pillar of sustainable development. Patent research can play a vital role in 
this context, offering a panoramic view of technological progress and guiding 
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research and development endeavors [2]. 
Artificial intelligence (AI) is a spectrum of technologies with astonishing 

potential to revolutionize patent research. AI acts as a catalyst, expediting the 
discovery and comprehension of information within vast patent databases. It 
streamlines the search process and unveils intricate patterns that may elude 
traditional analyses. 

Despite considerable efforts devoted to comprehending the role of patents in 
fostering innovation, a significant gap exists in understanding the specific impact of 
artificial intelligence in this context. While some studies have initiated exploration 
into the significance of patent analysis in BRICS countries, a systematic 
investigation of AI as a strategic tool for patent research necessitates a more 
profound and comprehensive analysis. 

This research tackles a critical gap in understanding by exploring the intricate 
interplay between artificial intelligence (AI) and patent research within the context 
of BRICS countries. By examining the technological specifics, legal nuances, and 
ethical challenges surrounding AI’s application in patent analysis, this study will 
unveil novel perspectives on how AI can revolutionize the exploration and utilization 
of patents to fuel innovation. Moreover, it aims to make a substantial contribution to 
both academic knowledge and the practical realm of innovation and technological 
development. Highlighting AI as a strategic tool, this research seeks to inspire the 
conscious and informed adoption of AI in patent research, thereby empowering 
researchers, companies, and government entities to leverage the vast potential of 
patent data to drive their innovative initiatives forward. 

In summary, this research aims to provide well-founded insights into how AI 
can redefine our approach to patent research, offering a faster, more accurate, and 
more effective perspective on identifying technological trends, detecting 
opportunities, and analyzing competition. It seeks to illustrate the transformative role 
of AI as an innovation catalyst, expediting the evolutionary trajectory of vital sectors 
and enhancing the competitiveness of BRICS countries in the global research and 
development landscape. 

In the subsequent sections of this article, following this introductory text, we 
will show the theoretical underpinnings, with a primary emphasis on Patents as 
Tangible Indicators of Technological Trajectories and their role as reflections of 
innovation strategies. Additionally, we will scrutinize the significance of Patent 
Analysis in BRICS countries and the application of AI in Patent Analysis. The 
ensuing sections will elaborate on the methodology employed, present the primary 
findings, and conclude our discussion. Finally, we will provide a comprehensive list 
of references from the sources used in this work. 

2. Theoretical background

The analysis of the role of patents in innovation and development is essential
for understanding economic and technological dynamics, particularly in BRICS 
countries. Patents are not simply legal documents that grant inventors exclusive 
rights to exploit their inventions; they also serve as tangible indicators of 
technological trajectories and innovation strategies adopted by companies and 
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nations. In this section of the literature review, we will explore the relevance of 
patents as valuable tools for driving economic growth and technological 
development in BRICS countries. 

2.1. Patents as tangible indicators of technological trajectories 

The use of patents as tangible indicators of technological trajectories has 
demonstrated its paramount significance in various contexts, with a particular 
emphasis on BRICS countries, which are committed to bolstering their technological 
development and industrialization. This discourse aims to contribute to the ongoing 
dialogue surrounding the utilization of patents as instruments for assessing 
technological progress and identifying emerging trends. 

Patents, as legal instruments bestowed by governments upon inventors, serve 
the fundamental purpose of comprehensively documenting technological innovations. 
They detected the existence of an invention and provide precise technical 
specifications elucidating the inner workings of the technology, its practical 
applications, and its distinctions from preexisting solutions. This is aptly exemplified 
in studies such as the work of Hall et al. [3], which underscores how patent analysis 
yields valuable insights into the technical attributes and innovations underpinning 
transformative technologies. 

The monitoring of technological progress plays a pivotal role in the formulation 
of public policies and the allocation of investments in Research and Development 
(R&D). Patents, owing to their lucid and quantifiable nature, stand as a noteworthy 
barometer of such progress. Research endeavors such as that of Lanjouw and 
Schankerman [4]. elucidate how patent analysis can be leveraged to gauge the 
quality of innovations and their correlation with research and technological 
productivity. 

Patents also serve as valuable tools for discerning emerging trends within 
specific technological domains. An analysis of recent patent categories enables the 
identification of areas experiencing substantial advancements. The study conducted 
by Hu and his colleagues accentuates how patent analysis can be deployed to 
prognosticate forthcoming trends and guide decisions regarding innovation 
investments [5]. 

In the context of BRICS countries, patent analysis plays even greater 
significance, given their initiative-taking pursuit of technological development and 
industrialization. Research underscores how countries like Brazil have harnessed 
patent analysis to bolster their research and development sectors [6]. 

Consequently, patents have an instrumental role in BRICS countries by 
providing a robust foundation for assessing technological progress, discerning 
emerging trends, and shaping innovation policies. The studies cited, along with other 
scholarly contributions, underscore the centrality of patents as tangible indicators of 
technological trajectories, highlighting their utility in guiding strategies for 
technological and economic development. 

2.2. Patents as reflections of innovation strategies 

In the ever-changing landscape of innovation, patents serve as both milestones 
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of technological progress and revealing windows into the intricate strategies adopted 
by organizations and institutions. This section explores the multifaceted role of 
patents and patent analysis in guiding innovation strategies and fostering a culture of 
innovation, particularly within the competitive framework of BRICS countries. 

Patent analysis assumes a pivotal role in discerning an organization’s strategic 
focus across diverse realms of research and innovation, spanning from incremental 
advancements to disruptive breakthroughs and beyond. Such discernment holds 
paramount importance in shaping efficacious innovation strategies, whether at the 
organizational or national level, particularly within the fiercely competitive global 
landscape characterizing BRICS nations. 

Li and his colleagues [7] encompassed several critical aspects about patent 
analysis. For this author, firstly, it allows for the identification and comprehension of 
the competitive landscape. Through the examination of competitors patent portfolios, 
organizations can discern their strengths, weaknesses, and future technological 
trajectories. Such insights are invaluable for formulating strategic approaches to 
maintain a competitive edge in the market. Additionally, patent analysis facilitates 
the recognition of emerging trends and technologies within a specific domain. By 
discerning modern innovations gaining prominence, organizations can make 
informed decisions regarding research and development (R&D) investments, 
ensuring alignment with evolving market demands and technological advancements. 

Patents analysis also provide a clear and measurable gauge of technological 
progress. Emphasizing the significance of patent quality as an indicator of this 
progress, Lanjouw and Schankerman develop metrics based on criteria such as the 
extent of patent claims and citation frequency [4]. This enables a more 
comprehensive assessment of innovation. Also, high-quality patents tend to have a 
more significant impact on research and technological productivity. They are cited 
more frequently in academic papers and adopted by companies. Another work [8] 
explores the correlation between patent citations and the value of innovations, 
providing further evidence of patents as metrics for measuring their impact on 
research and development. 

Assessing the quality of innovations through patent analysis has substantial 
implications for public policies and resource allocation in R&D. Governments, 
development agencies, and companies can strategically allocate resources by 
identifying areas with high innovation potential. In the context of BRICS countries, 
patent analysis is a valuable tool for guiding innovation strategies and fostering a 
culture of innovation. By leveraging this tool, BRICS countries can accelerate their 
technological advancement and enhance their competitiveness in the global market. 
Overall, patent analysis is a powerful tool that can be used to guide innovation 
strategies and foster a culture of innovation in BRICS countries. 

2.3. Importance of patent analysis in BRICS nations 

Innovation is widely recognized as a key driver of sustainable economic growth 
in BRICS countries. In this context, patent analysis assumes paramount significance, 
serving as a strategic tool for shaping innovation policies, propelling technological 
development, and fostering international collaboration. Investing in refined patent 
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analysis equips these nations with the capability to discern strategic focal points, 
identify avenues for international collaboration, and progress towards the 
achievement of their development objectives. 

The significance of patent analysis in BRICS countries is evident in its role in 
supporting the formulation of effective innovation policies, which are pivotal in 
facilitating economic growth and enhancing global competitiveness. As evidenced by 
the study conducted by Dutrénit et al. [9], patent analysis provides a robust 
foundation for identifying strategic imperatives. This study highlights the integral 
role of patent analysis in China, where it informs innovation policies and guides 
resource allocation towards strategic sectors. 

Sustainable economic growth holds paramount importance for the BRICS 
nations, due to their substantial population and economic influence. Central to this 
growth is the pivotal role played by technological advancement, as it underpins 
productivity enhancement, innovation, and global competitiveness. These nations are 
cognizant that traditional industries and resources alone are insufficient in the 
contemporary globalized economy, necessitating substantial investments in 
technology to thrive. International collaboration emerges as an essential catalyst in 
nurturing innovation and technological development. Patent analysis, as elucidated 
in this research [10], empowers BRICS countries to identify common ground with 
other nations and foster strategic partnerships. 

For a nation exemplifying the BRICS framework, such as India, patent analysis 
assumes even greater significance. India’s burgeoning innovation landscape is 
brought into focus through comprehensive patent analysis, as illustrated in this sutdy 
[11]. It provides vital insights into the nation’s technological progress, identifies 
areas of excellence like information technology and pharmaceuticals, and spotlights 
sectors that necessitate augmented investments and strategic emphasis. These 
findings from patent analysis offer policymakers a compass to navigate the complex 
terrain of technological development, guiding them in formulating policies, 
incentives, and strategies essential for sustaining innovation-driven growth and 
competitiveness in the evolving global economy. 

In addition to the studies mentioned, recent research further underscores the 
significance of patent analysis in BRICS countries. Some authors [12] conducted a 
comparative analysis of innovation policies in BRICS countries, shedding light on 
the role of patent analysis in shaping these policies. Another authors [13] 
investigated the intricate relationship between technological development, economic 
growth, and patent analysis in BRICS nations. 

Patent analysis stands as a strategic cornerstone in BRICS countries, 
orchestrating the harmonious symphony of innovation policies, technological 
progress, international collaboration, and the realization of development aspirations. 
The collective body of research, including the studies cited above, underscores the 
versatility and indispensability of patent analysis as an instrument propelling these 
nations towards a more innovative and prosperous future. 

2.4. Patent analysis using artificial intelligence (AI) 

In the contemporary era, patent analysis has undergone significant evolution 
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thanks to the application of artificial intelligence (AI). AI enables the extraction of 
valuable insights from large volumes of patent documents, enabling comprehensive 
analysis of technological trends, innovation strategies, and patent quality. This has 
revolutionized patent analysis, empowering organizations and research institutions to 
make more informed decisions, identify strategic opportunities, and accelerate 
scientific and technological progress [2]. 

An array of advanced AI-based tools is now widely available for patent analysis, 
significantly simplifying the process of searching and analyzing patent information 
[14]. These tools employ innovative AI algorithms to process a vast amount of patent 
documents on a global scale, streamlining access to relevant information and 
enabling deeper and more comprehensive analysis. 

AI also plays a fundamental role in identifying patterns and trends in patent 
analysis, offering abilities that would be unattainable manually. By examining large 
patent data sets, AI reveals emerging areas of innovation, predicts technological 
directions, and identifies convergences among research fields. This powerful set of 
capabilities has a profound impact in several key areas. AI guides technological 
research and development by supplying valuable insights to organizations and 
academic institutions. For example, AI can be used to predict emerging technological 
trends, guiding R&D efforts to areas likely to have a significant further impact. 

AI-based tools are also being applied in specific sectors like the pharmaceutical 
industry to analyze patents related to drugs and therapies, identifying trends in new 
drug research. This accelerates the development of innovative therapies and identify 
collaboration opportunities among pharmaceutical companies, research institutions, 
and regulatory bodies. AI also plays a crucial role in perfecting the formulation of 
innovation policies. It empowers governments and development agencies to 
distribute resources precisely and strategically based on insights generated by AI, 
resulting in more effective support for innovation areas considered strategic for 
economic growth and global competitiveness [15]. 

While AI offers significant advantages in patent analysis, it is essential to 
recognize and address the ethical challenges this technology presents. One of the 
primary ethical challenges is the protection of the privacy of inventors and patent 
holders. The use of AI may involve processing sensitive information contained in 
patent documents, raising concerns about unauthorized disclosure or misuse of this 
data [12,16]. Additionally, data security is also a central concern, as AI relies on 
access to substantial amounts of information. 

The integration of AI into patent analysis is a significant advancement, driving 
innovation and technological development worldwide. By leveraging AI-driven tools 
and techniques, organizations and institutions can extract valuable insights from 
patent data, guide R&D efforts, accelerate innovation in specific sectors, and shape 
effective innovation policies [15]. However, it is essential to recognize and address 
the ethical challenges associated with AI, such as privacy and security concerns. 
Then, in the next section, we explore the methodological stages employed to gain 
profound insights into the patent landscape within BRICS countries.  
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3. Methodological stages

In pursuit of gaining insights into the patent landscape within BRICS countries,
this article employed a method grounded in AI techniques, with the programming of 
algorithms capable of analyzing the context of patents as drivers of economic growth 
in the countries. The following is a summarized description of the methodological in 
four stages used. 

The first stage involved Data Collection and Preparation. To set up the 
foundation of our study, we began by gathering comprehensive patent data from 
reliable sources in each BRICS country. This included patent offices, academic 
repositories, and industry-specific databases. Carefully, we cleaned and standardized 
this data to ensure its accuracy and consistency. 

The second stage involved the extraction of patent features, recognizing them as 
rich sources of information, from inventors’ names to keywords, classifications, and 
citation networks. To effectively use this information, advanced feature extraction 
techniques were employed. Natural Language Processing (NLP) methods were used 
to find and extract keywords, trends, and emerging technologies from patent 
documents. Furthermore, we analyzed citation patterns to understand the influence 
and relevance of each patent [17]. Aligned with these authors we employed several 
recognized metrics to assess patent influence and relevance based on citation 
behavior. These include this algorithmics: 
 Citation count: The total number of times a patent is cited by others, serving as

a direct indicator of its influence and dissemination within the technological
field. The Algorithm 1 is showed below.

Algorithm 1 Citation count 

1: import re 
2: 
3: # Provided database 
4: data = """ 
5: Patents sources analyzed. 
6: Country    Information Patents Source 
7: Brazil    Instituto Nacional da Propriedade Industrial (INPI): The official website of INPI, the Brazilian government 

agency responsible for patent registration. 
8: Home Page: https://www.gov.br/inpi/pt-br /  (Access in 10-12-23). 
9: 
10: India    Patent Information System (PIS): The portal of the Department of Intellectual Property of India that provides 

access to Indian patent data and Intellectual Property. 
11: Home Page: https://ipindia.gov.in/patent-information-system.htm (Access in 10-12-23). 
12:  
13: China    China National Intellectual Property Administration (CNIPA): The official website of CNIPA, the Chinese 

government agency responsible for patent registration. 
14: Home Page: https://english.cnipa.gov.cn/ (Access in 10-12-23). 
15:  
16: Russia    Federal Service for Intellectual Property, Patents, and Trademarks (Rospatent): The official website of 

Rospatent, the Russian government agency responsible for patent registration. 
17: Home Page: https://rospatent.gov.ru/en (Access in 10-12-23). 
18:  
19: South Africa    Patent Office of the Republic of South Africa (CIPC): The official website of CIPC, the South African 

government agency responsible for patent registration.  
20: Home Page: https://www.cipc.co.za/?page_id=1423 (Access in 10-12-23). 
21:  
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Algorithm 1 (Continued) 

22: For all countries    World Intellectual Property Organization (WIPO): The WIPO website provides access to international 
patent data. 

23: Home Page: https://www.wipo.int/patentscope/en/ (Access in 10-12-23). 
24: """ 
25:  
26: # Function to extract information 
27: def extract_patent_info(data): 
28:  pattern = re.compile(r'([A-Za-z\s]+)\s+([^:]+):\s+([^\n]+)\nHome Page:\s+([^\s]+)\s+\(Access in ([\d-]+)\)') 
29:  matches = pattern.findall(data) 
30:  patent_info = [] 
31: 
32:  for match in matches: 
33:  country, source, description, homepage, access_date = match 
34:  patent_info.append({ 
35:  "Country": country.strip(), 
36:  "Source": source.strip(), 
37:  "Description": description.strip(), 
38:  "Home Page": homepage.strip(), 
39:  "Access Date": access_date.strip() 
40:         }) 
41:   
42:     return patent_info 
43:  
44: # Extract patent information 
45: patent_info = extract_patent_info(data) 
46:  
47: # Function to extract citation count (fictitious example of citation count) 
48: def get_citation_count(description): 
49:  # Fictitious example of citation count 
50:  return "Citation count: The total number of times a patent is cited by others, serving as a direct indicator of its influence 

and dissemination within the technological field." 
51:  
52: # Display extracted information and citation count 
53: for info in patent_info: 
54:  print(f"Country: {info['Country']}") 
55:  print(f"Source: {info['Source']}") 
56:  print(f"Description: {info['Description']}") 
57:  print(f"Home Page: {info['Home Page']}") 
58:  print(f"Access Date: {info['Access Date']}") 
59:  print(f"{get_citation_count(info['Description'])}") 
60:  print() 
61:  
62: # Expected output (citation count would be obtained specifically for each patent) 

 Time-adjusted citations: Considering that more recent patents are more likely to
accumulate citations, we normalized the citation count by the time elapsed since
the patent publication. The Algorithm 2 is showed below.

Algorithm 2 Time-adjusted citations 

1: import re 
2: from datetime import datetime 
3: 
4: # Provided database with additional hypothetical publication dates and citation counts 
5: data = """ 
6: Patents sources analyzed. 
7: Country    Information Patents Source 
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Algorithm 2 (Continued) 

8: Brazil    Instituto Nacional da Propriedade Industrial (INPI): The official website of INPI, the Brazilian government 
agency responsible for patent registration. 

9: Home Page: https://www.gov.br/inpi/pt-br /  (Access in 10-12-23). Publication Date: 2020-01-15, Citation Count: 50 
10:  
11: India    Patent Information System (PIS): The portal of the Department of Intellectual Property of India that provides 

access to Indian patent data and Intellectual Property. 
12: Home Page: https://ipindia.gov.in/patent-information-system.htm (Access in 10-12-23). Publication Date: 2019-06-20, 

Citation Count: 80 
13: 
14: China    China National Intellectual Property Administration (CNIPA): The official website of CNIPA, the Chinese 

government agency responsible for patent registration. 
15: Home Page: https://english.cnipa.gov.cn/ (Access in 10-12-23). Publication Date: 2021-04-10, Citation Count: 30 
16:  
17: Russia    Federal Service for Intellectual Property, Patents, and Trademarks (Rospatent): The official website of 

Rospatent, the Russian government agency responsible for patent registration. 
18: Home Page: https://rospatent.gov.ru/en (Access in 10-12-23). Publication Date: 2018-12-05, Citation Count: 100 
19:  
20: South Africa    Patent Office of the Republic of South Africa (CIPC): The official website of CIPC, the South African 

government agency responsible for patent registration.  
21: Home Page: https://www.cipc.co.za/?page_id=1423 (Access in 10-12-23). Publication Date: 2022-08-25, Citation Count: 

20 
22: 
23: For all countries    World Intellectual Property Organization (WIPO): The WIPO website provides access to international 

patent data. 
24: Home Page: https://www.wipo.int/patentscope/en/ (Access in 10-12-23). Publication Date: 2017-03-30, Citation Count: 

150 
25: """ 
26:  
27: # Function to extract information 
28: def extract_patent_info(data): 
29:     pattern = re.compile(r'([A-Za-z\s]+)\s+([^:]+):\s+([^\n]+)\nHome Page:\s+([^\s]+)\s+\(Access in ([\d-]+)\). Publication 

Date:\s+([\d-]+), Citation Count:\s+(\d+)') 
30:  matches = pattern.findall(data) 
31:  patent_info = [] 
32: 
33:  for match in matches: 
34:  country, source, description, homepage, access_date, publication_date, citation_count = match 
35:  patent_info.append({ 
36:  "Country": country.strip(), 
37:  "Source": source.strip(), 
38:  "Description": description.strip(), 
39:  "Home Page": homepage.strip(), 
40:  "Access Date": access_date.strip(), 
41:  "Publication Date": publication_date.strip(), 
42:  "Citation Count": int(citation_count.strip()) 
43:         }) 
44:   
45:     return patent_info 
46:  
47: # Function to calculate time-adjusted citations 
48: def time_adjusted_citations(publication_date, citation_count): 
49:  current_date = datetime.strptime("2023-10-12", "%Y-%m-%d") 
50:  publication_date = datetime.strptime(publication_date, "%Y-%m-%d") 
51:  time_elapsed = (current_date - publication_date).days / 365.25  # Convert days to years 
52:  if time_elapsed == 0: 
53:      time_elapsed = 1  # Avoid division by zero 
54:  adjusted_citations = citation_count / time_elapsed 
55:  return adjusted_citations 
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Algorithm 2 (Continued) 

56: # Extract patent information 
57: patent_info = extract_patent_info(data) 
58:  
59: # Display extracted information and time-adjusted citation counts 
60: for info in patent_info: 
61:  adjusted_citations = time_adjusted_citations(info['Publication Date'], info['Citation Count']) 
62:  print(f"Country: {info['Country']}") 
63:  print(f"Source: {info['Source']}") 
64:  print(f"Description: {info['Description']}") 
65:  print(f"Home Page: {info['Home Page']}") 
66:  print(f"Access Date: {info['Access Date']}") 
67:  print(f"Publication Date: {info['Publication Date']}") 
68:  print(f"Citation Count: {info['Citation Count']}") 
69:  print(f"Time-Adjusted Citations: {adjusted_citations:.2f}") 
70:  print() 
71:  
72: # Expected output: Adjusted citation counts normalized by time elapsed since publication 

 Centrality in the citation network: We analyzed the position of each patent
within the citation network, mapping its importance as a bridge between
different technological areas or as a central element of a thematic cluster. The
Algorithm 3 is showed below.

Algorithm 3 Centrality in the citation network 

1: import re 
2: import networkx as nx 
3: from datetime import datetime 
4: 
5: # Provided database with additional hypothetical publication dates and citation counts 
6: data = """ 
7: Patents sources analyzed. 
8: Country    Information Patents Source 
9: Brazil    Instituto Nacional da Propriedade Industrial (INPI): The official website of INPI, the Brazilian government 

agency responsible for patent registration. 
10: Home Page: https://www.gov.br/inpi/pt-br /  (Access in 10-12-23). Publication Date: 2020-01-15, Citation Count: 50 
11:  
12: India    Patent Information System (PIS): The portal of the Department of Intellectual Property of India that provides 

access to Indian patent data and Intellectual Property. 
13: Home Page: https://ipindia.gov.in/patent-information-system.htm (Access in 10-12-23). Publication Date: 2019-06-20, 

Citation Count: 80 
14: 
15: China    China National Intellectual Property Administration (CNIPA): The official website of CNIPA, the Chinese 

government agency responsible for patent registration. 
16: Home Page: https://english.cnipa.gov.cn/ (Access in 10-12-23). Publication Date: 2021-04-10, Citation Count: 30 
17:  
18: Russia    Federal Service for Intellectual Property, Patents, and Trademarks (Rospatent): The official website of 

Rospatent, the Russian government agency responsible for patent registration. 
19: Home Page: https://rospatent.gov.ru/en (Access in 10-12-23). Publication Date: 2018-12-05, Citation Count: 100 
20:  
21: South Africa    Patent Office of the Republic of South Africa (CIPC): The official website of CIPC, the South African 

government agency responsible for patent registration.  
22: Home Page: https://www.cipc.co.za/?page_id=1423 (Access in 10-12-23). Publication Date: 2022-08-25, Citation Count: 

20 
23: 
24: For all countries    World Intellectual Property Organization (WIPO): The WIPO website provides access to international 

patent data. 
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Algorithm 3 (Continued) 

25: Home Page: https://www.wipo.int/patentscope/en/ (Access in 10-12-23). Publication Date: 2017-03-30, Citation Count: 
150 

26: """ 
27:  
28: # Function to extract information 
29: def extract_patent_info(data): 
30:  pattern = re.compile(r'([A-Za-z\s]+)\s+([^:]+):\s+([^\n]+)\nHome Page:\s+([^\s]+)\s+\(Access in ([\d-]+)\). Publication 

Date:\s+([\d-]+), Citation Count:\s+(\d+)') 
31:  matches = pattern.findall(data) 
32:  patent_info = [] 
33: 
34:  for match in matches: 
35:  country, source, description, homepage, access_date, publication_date, citation_count = match 
36:  patent_info.append({ 
37:  "Country": country.strip(), 
38:  "Source": source.strip(), 
39:  "Description": description.strip(), 
40:  "Home Page": homepage.strip(), 
41:  "Access Date": access_date.strip(), 
42:  "Publication Date": publication_date.strip(), 
43:  "Citation Count": int(citation_count.strip()) 
44:         }) 
45:   
46:     return patent_info 
47:  
48: # Hypothetical citation relationships between patents 
49: citations = [ 
50:  ("Brazil", "India"), 
51:  ("India", "China"), 
52:  ("China", "Russia"), 
53:  ("Russia", "South Africa"), 
54:  ("South Africa", "WIPO"), 
55:  ("WIPO", "Brazil"), 
56:  ("India", "WIPO"), 
57:  ("China", "Brazil"), 
58: ] 
59:  
60: # Extract patent information 
61: patent_info = extract_patent_info(data) 
62:  
63: # Create a directed graph 
64: G = nx.DiGraph() 
65:  
66: # Add nodes with attributes 
67: for info in patent_info: 
68:     G.add_node(info['Country'], **info) 
69:  
70: # Add citation edges 
71: G.add_edges_from(citations) 
72:  
73: # Compute centrality metrics 
74: betweenness_centrality = nx.betweenness_centrality(G) 
75: closeness_centrality = nx.closeness_centrality(G) 
76: eigenvector_centrality = nx.eigenvector_centrality(G) 
77:  
78: # Display centrality metrics for each patent 
79: for country in G.nodes(): 
80:     print(f"Country: {country}") 
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Algorithm 3 (Continued) 

81:  print(f"Betweenness Centrality: {betweenness_centrality[country]:.4f}") 
82:  print(f"Closeness Centrality: {closeness_centrality[country]:.4f}") 
83:  print(f"Eigenvector Centrality: {eigenvector_centrality[country]:.4f}") 
84:  print() 
85: # Expected output: Centrality metrics for each patent 

 Priority coefficient: Evaluates the initial influence of a patent by considering the
first citations received within a specific period after its publication. The
Algorithm 4 is showed below.

Algorithm 4 Priority coefficient 

1: import re 
2: import networkx as nx 
3: from datetime import datetime, timedelta 
4: 
5: # Provided database with additional hypothetical publication dates and citation counts 
6: data = """ 
7: Patents sources analyzed. 
8: Country    Information Patents Source 
9: Brazil    Instituto Nacional da Propriedade Industrial (INPI): The official website of INPI, the Brazilian government 

agency responsible for patent registration. 
10: Home Page: https://www.gov.br/inpi/pt-br /  (Access in 10-12-23). Publication Date: 2020-01-15, Citation Count: 50 
11:  
12: India    Patent Information System (PIS): The portal of the Department of Intellectual Property of India that provides 

access to Indian patent data and Intellectual Property. 
13: Home Page: https://ipindia.gov.in/patent-information-system.htm (Access in 10-12-23). Publication Date: 2019-06-20, 

Citation Count: 80 
14: 
15: China    China National Intellectual Property Administration (CNIPA): The official website of CNIPA, the Chinese 

government agency responsible for patent registration. 
16: Home Page: https://english.cnipa.gov.cn/ (Access in 10-12-23). Publication Date: 2021-04-10, Citation Count: 30 
17:  
18: Russia    Federal Service for Intellectual Property, Patents, and Trademarks (Rospatent): The official website of 

Rospatent, the Russian government agency responsible for patent registration. 
19: Home Page: https://rospatent.gov.ru/en (Access in 10-12-23). Publication Date: 2018-12-05, Citation Count: 100 
20:  
21: South Africa    Patent Office of the Republic of South Africa (CIPC): The official website of CIPC, the South African 

government agency responsible for patent registration.  
22: Home Page: https://www.cipc.co.za/?page_id=1423 (Access in 10-12-23). Publication Date: 2022-08-25, Citation Count: 

20 
23: 
24: For all countries    World Intellectual Property Organization (WIPO): The WIPO website provides access to international 

patent data. 
25: Home Page: https://www.wipo.int/patentscope/en/ (Access in 10-12-23). Publication Date: 2017-03-30, Citation Count: 

150 
26: """ 
27:  
28: # Hypothetical citation data with dates 
29: citation_data = { 
30:  "Brazil": [("India", "2020-03-01"), ("China", "2020-07-15"), ("WIPO", "2021-01-10")], 
31:  "India": [("China", "2019-07-20"), ("WIPO", "2019-09-25"), ("Brazil", "2020-03-01")], 
32:  "China": [("Russia", "2021-05-01"), ("Brazil", "2021-07-20"), ("South Africa", "2021-11-10")], 
33:  "Russia": [("South Africa", "2019-01-10"), ("China", "2019-06-15"), ("WIPO", "2020-03-25")], 
34:  "South Africa": [("Brazil", "2022-09-10"), ("Russia", "2023-01-05"), ("India", "2023-04-15")], 
35:  "WIPO": [("Brazil", "2017-05-01"), ("India", "2017-08-10"), ("Russia", "2018-01-15")], 
36: } 
37:  
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Algorithm 4 (Continued) 

38: # Function to extract information 
39: def extract_patent_info(data): 
40:  pattern = re.compile(r'([A-Za-z\s]+)\s+([^:]+):\s+([^\n]+)\nHome Page:\s+([^\s]+)\s+\(Access in ([\d-]+)\). Publication 

Date:\s+([\d-]+), Citation Count:\s+(\d+)') 
41:  matches = pattern.findall(data) 
42:  patent_info = [] 
43: 
44:  for match in matches: 
45:  country, source, description, homepage, access_date, publication_date, citation_count = match 
46:  patent_info.append({ 
47:  "Country": country.strip(), 
48:  "Source": source.strip(), 
49:  "Description": description.strip(), 
50:  "Home Page": homepage.strip(), 
51:  "Access Date": access_date.strip(), 
52:  "Publication Date": publication_date.strip(), 
53:  "Citation Count": int(citation_count.strip()) 
54:         }) 
55:   
56:     return patent_info 
57:  
58: # Function to calculate the priority coefficient 
59: def priority_coefficient(publication_date, citations, period_days=365): 
60:  publication_date = datetime.strptime(publication_date, "%Y-%m-%d") 
61:  period_end_date = publication_date + timedelta(days=period_days) 
62: 
63:     initial_citations = [c for c in citations if publication_date <= datetime.strptime(c[1], "%Y-%m-%d") <= 

period_end_date] 
64:  return len(initial_citations) 
65:  
66: # Extract patent information 
67: patent_info = extract_patent_info(data) 
68:  
69: # Display extracted information and priority coefficients 
70: for info in patent_info: 
71:  citations = citation_data.get(info['Country'], []) 
72:  priority_coeff = priority_coefficient(info['Publication Date'], citations) 
73:  print(f"Country: {info['Country']}") 
74:  print(f"Source: {info['Source']}") 
75:  print(f"Description: {info['Description']}") 
76:  print(f"Home Page: {info['Home Page']}") 
77:  print(f"Access Date: {info['Access Date']}") 
78:  print(f"Publication Date: {info['Publication Date']}") 
79:  print(f"Citation Count: {info['Citation Count']}") 
80:  print(f"Priority Coefficient: {priority_coeff}") 
81:  print() 
82: # Expected output: Priority coefficient for each patent based on initial citations within a specific period 

Additionally, we investigated potential citation biases, such as self-citations or 
reciprocal citations, to ensure the robustness and reliability of our measurements. 
Through this rigorous analysis, grounded in recognized metrics and attentive to 
potential biases, we obtained a granular understanding of the influence and relevance 
of each patent in our study, complementing the insights of Zhang and his colleagues 
[17] and offering new indicators for the assessment of patent-based innovation.

The Python Algorithm 5 code is shown in the following.
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Algorithm 5 Potential citation biases 

1: import re 
2: import networkx as nx 
3: from datetime import datetime, timedelta 
4: 
5: # Provided database with additional hypothetical publication dates and citation counts 
6: data = """ 
7: Patents sources analyzed. 
8: Country    Information Patents Source 
9: Brazil    Instituto Nacional da Propriedade Industrial (INPI): The official website of INPI, the Brazilian government 

agency responsible for patent registration. 
10: Home Page: https://www.gov.br/inpi/pt-br /  (Access in 10-12-23). Publication Date: 2020-01-15, Citation Count: 50 
11:  
12: India    Patent Information System (PIS): The portal of the Department of Intellectual Property of India that provides 

access to Indian patent data and Intellectual Property. 
13: Home Page: https://ipindia.gov.in/patent-information-system.htm (Access in 10-12-23). Publication Date: 2019-06-20, 

Citation Count: 80 
14: 
15: China    China National Intellectual Property Administration (CNIPA): The official website of CNIPA, the Chinese 

government agency responsible for patent registration. 
16: Home Page: https://english.cnipa.gov.cn/ (Access in 10-12-23). Publication Date: 2021-04-10, Citation Count: 30 
17:  
18: Russia    Federal Service for Intellectual Property, Patents, and Trademarks (Rospatent): The official website of Rospatent, 

the Russian government agency responsible for patent registration. 
19: Home Page: https://rospatent.gov.ru/en (Access in 10-12-23). Publication Date: 2018-12-05, Citation Count: 100 
20:  
21: South Africa    Patent Office of the Republic of South Africa (CIPC): The official website of CIPC, the South African 

government agency responsible for patent registration.  
22: Home Page: https://www.cipc.co.za/?page_id=1423 (Access in 10-12-23). Publication Date: 2022-08-25, Citation Count: 

20 
23: 
24: For all countries    World Intellectual Property Organization (WIPO): The WIPO website provides access to international 

patent data. 
25: Home Page: https://www.wipo.int/patentscope/en/ (Access in 10-12-23). Publication Date: 2017-03-30, Citation Count: 

150 
26: """ 
27:  
28: # Hypothetical citation data with dates 
29: citation_data = { 
30:  "Brazil": [("India", "2020-03-01"), ("China", "2020-07-15"), ("WIPO", "2021-01-10")], 
31:  "India": [("China", "2019-07-20"), ("WIPO", "2019-09-25"), ("Brazil", "2020-03-01")], 
32:  "China": [("Russia", "2021-05-01"), ("Brazil", "2021-07-20"), ("South Africa", "2021-11-10")], 
33:  "Russia": [("South Africa", "2019-01-10"), ("China", "2019-06-15"), ("WIPO", "2020-03-25")], 
34:  "South Africa": [("Brazil", "2022-09-10"), ("Russia", "2023-01-05"), ("India", "2023-04-15")], 
35:  "WIPO": [("Brazil", "2017-05-01"), ("India", "2017-08-10"), ("Russia", "2018-01-15")], 
36: } 
37:  
38: # Function to extract information 
39: def extract_patent_info(data): 
40:  pattern = re.compile(r'([A-Za-z\s]+)\s+([^:]+):\s+([^\n]+)\nHome Page:\s+([^\s]+)\s+\(Access in ([\d-]+)\). Publication 

Date:\s+([\d-]+), Citation Count:\s+(\d+)') 
41:  matches = pattern.findall(data) 
42:  patent_info = [] 
43: 
44:  for match in matches: 
45:  country, source, description, homepage, access_date, publication_date, citation_count = match 
46:  patent_info.append({ 
47:  "Country": country.strip(), 
48:  "Source": source.strip(), 
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49:  "Description": description.strip(), 
50:  "Home Page": homepage.strip(), 
51:  "Access Date": access_date.strip(), 
52:  "Publication Date": publication_date.strip(), 
53:  "Citation Count": int(citation_count.strip()) 
54:         }) 
55:   
56:     return patent_info 
57:  
58: # Function to calculate the priority coefficient 
59: def priority_coefficient(publication_date, citations, period_days=365): 
60:  publication_date = datetime.strptime(publication_date, "%Y-%m-%d") 
61:  period_end_date = publication_date + timedelta(days=period_days) 
62: 
63:     initial_citations = [c for c in citations if publication_date <= datetime.strptime(c[1], "%Y-%m-%d") <= 

period_end_date] 
64:  return len(initial_citations) 
65:  
66: # Function to detect self-citations 
67: def detect_self_citations(country, citations): 
68:     return [c for c in citations if c[0] == country] 
69:  
70: # Function to detect reciprocal citations 
71: def detect_reciprocal_citations(citation_data): 
72:  reciprocal_citations = [] 
73:  for citer, cited_list in citation_data.items(): 
74:  for cited, date in cited_list: 
75:  if citer in [x[0] for x in citation_data.get(cited, [])]: 
76:       reciprocal_citations.append((citer, cited)) 
77:  return reciprocal_citations 
78:  
79: # Extract patent information 
80: patent_info = extract_patent_info(data) 
81:  
82: # Create a directed graph 
83: G = nx.DiGraph() 
84:  
85: # Add nodes with attributes 
86: for info in patent_info: 
87:     G.add_node(info['Country'], **info) 
88:  
89: # Add citation edges 
90: for citer, cited_list in citation_data.items(): 
91:     for cited, date in cited_list: 
92:         G.add_edge(citer, cited, date=date) 
93:  
94: # Display extracted information, priority coefficients, self-citations, and reciprocal citations 
95: for info in patent_info: 
96:  citations = citation_data.get(info['Country'], []) 
97:  priority_coeff = priority_coefficient(info['Publication Date'], citations) 
98:  self_citations = detect_self_citations(info['Country'], citations) 
99:  print(f"Country: {info['Country']}") 
100:  print(f"Source: {info['Source']}") 
101:  print(f"Description: {info['Description']}") 
102:  print(f"Home Page: {info['Home Page']}") 
103:  print(f"Access Date: {info['Access Date']}") 
104:  print(f"Publication Date: {info['Publication Date']}") 
105:  print(f"Citation Count: {info['Citation Count']}") 
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106:     print(f"Priority Coefficient: {priority_coeff}") 
107:     print(f"Self-Citations: {len(self_citations)}") 
108:     print() 
109:  
110: # Detect reciprocal citations 
111: reciprocal_citations = detect_reciprocal_citations(citation_data) 
112: print("Reciprocal Citations:") 
113: for citer, cited in reciprocal_citations: 
114:     print(f"{citer} <-> {cited}") 
115:  
116: # Compute centrality metrics 
117: betweenness_centrality = nx.betweenness_centrality(G) 
118: closeness_centrality = nx.closeness_centrality(G) 
119: eigenvector_centrality = nx.eigenvector_centrality(G) 
120:  
121: # Display centrality metrics for each patent 
122: for country in G.nodes(): 
123:  print(f"Country: {country}") 
124:  print(f"Betweenness Centrality: {betweenness_centrality[country]:.4f}") 
125:  print(f"Closeness Centrality: {closeness_centrality[country]:.4f}") 
126:  print(f"Eigenvector Centrality: {eigenvector_centrality[country]:.4f}") 
127:  print() 
128: # Expected output: Centrality metrics, priority coefficient, self-citations, and reciprocal citations for each patent 

The third stage pertained to the proposition the follow machine learning 
algorithm. This algorithm was created for: 
• Classification: we trained classifiers to categorize patents into relevant

technology domains and subdomains. This allowed us to show areas of strength
in innovation within each BRICS nation and uncover trends that could change
future strategies. The Algorithm 6 is showed below.

Algorithm 6 Classification 

1: import pandas as pd 
2: from sklearn.model_selection import train_test_split 
3: from sklearn.feature_extraction.text import TfidfVectorizer 
4: from sklearn.pipeline import Pipeline 
5: from sklearn.naive_bayes import MultinomialNB 
6: from sklearn.metrics import classification_report, accuracy_score 
7: import re 
8: 
9: # Hypothetical dataset of patents 
10: data = """ 
11: Country,PatentID,Description,TechnologyDomain,Subdomain 
12: Brazil,1,"A method for extracting oil from seeds using a new solvent.",Chemistry,Organic Chemistry 
13: India,2,"A new design for a high-efficiency solar panel.",Energy,Renewable Energy 
14: China,3,"An improved algorithm for data encryption.",IT,Data Security 
15: Russia,4,"A novel vaccine for a rare disease.",Medicine,Biotechnology 
16: South Africa,5,"A device for measuring air quality in urban environments.",Environmental Science,Air Quality 
17: WIPO,6,"An innovative approach to machine learning optimization.",IT,Machine Learning 
18: """ 
19:  
20: # Read the data into a DataFrame 
21: data = pd.read_csv(pd.compat.StringIO(data)) 
22:  
23: # Display the data 
24: print(data) 
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25:  
26: # Preprocess the data: clean and prepare the text for analysis 
27: def preprocess_text(text): 
28:  text = re.sub(r'\W', ' ', text) 
29:  text = re.sub(r'\s+', ' ', text) 
30:  text = text.lower() 
31:  return text 
32:  
33: data['ProcessedDescription'] = data['Description'].apply(preprocess_text) 
34:  
35: # Split the data into training and testing sets 
36: X_train, X_test, y_train, y_test = train_test_split( 
37:  data['ProcessedDescription'], 
38:  data['TechnologyDomain'], 
39:  test_size=0.3,  
40:  random_state=42 
41: ) 
42:  
43: # Create a pipeline that combines TfidfVectorizer and a MultinomialNB classifier 
44: pipeline = Pipeline([ 
45:     ('tfidf', TfidfVectorizer()), 
46:     ('clf', MultinomialNB()) 
47: ]) 
48:  
49: # Train the classifier 
50: pipeline.fit(X_train, y_train) 
51:  
52: # Predict the technology domains for the test set 
53: y_pred = pipeline.predict(X_test) 
54:  
55: # Evaluate the classifier 
56: print("Classification Report:") 
57: print(classification_report(y_test, y_pred)) 
58: print("Accuracy:", accuracy_score(y_test, y_pred)) 
59:  
60: # Example of classifying new patents 
61: new_patents = [ 
62:     "A method to improve battery life in electric vehicles.", 
63:     "A software tool for analyzing big data in real time." 
64: ] 
65:  
66: new_patents_processed = [preprocess_text(patent) for patent in new_patents] 
67: predictions = pipeline.predict(new_patents_processed) 
68:  
69: for patent, prediction in zip(new_patents, predictions): 
70:  print(f"Patent: {patent}") 
71:  print(f"Predicted Technology Domain: {prediction}") 
72:  print() 

• Clustering: using clustering algorithms commands like k-means and
hierarchical clustering, we grouped patents with similar characteristics, enabling
us to detect emerging technological clusters and cross-fertilization of ideas. The
Algorithm 7 is showed below.
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Algorithm 7 Clustering 

1: import pandas as pd 
2: from sklearn.feature_extraction.text import TfidfVectorizer 
3: from sklearn.cluster import KMeans, AgglomerativeClustering 
4: from sklearn.decomposition import PCA 
5: import matplotlib.pyplot as plt 
6: import re 
7: 
8: # Hypothetical dataset of patents 
9: data = """ 
10: Country,PatentID,Description 
11: Brazil,1,"A method for extracting oil from seeds using a new solvent." 
12: India,2,"A new design for a high-efficiency solar panel." 
13: China,3,"An improved algorithm for data encryption." 
14: Russia,4,"A novel vaccine for a rare disease." 
15: South Africa,5,"A device for measuring air quality in urban environments." 
16: WIPO,6,"An innovative approach to machine learning optimization." 
17: """ 
18:  
19: # Read the data into a DataFrame 
20: data = pd.read_csv(pd.compat.StringIO(data)) 
21:  
22: # Display the data 
23: print(data) 
24:  
25: # Preprocess the data: clean and prepare the text for analysis 
26: def preprocess_text(text): 
27:  text = re.sub(r'\W', ' ', text) 
28:  text = re.sub(r'\s+', ' ', text) 
29:  text = text.lower() 
30:  return text 
31:  
32: data['ProcessedDescription'] = data['Description'].apply(preprocess_text) 
33:  
34: # Vectorize the text data using TF-IDF 
35: vectorizer = TfidfVectorizer() 
36: X = vectorizer.fit_transform(data['ProcessedDescription']) 
37:  
38: # Apply K-Means clustering 
39: kmeans = KMeans(n_clusters=3, random_state=42) 
40: data['KMeans_Cluster'] = kmeans.fit_predict(X) 
41:  
42: # Apply Agglomerative Hierarchical clustering 
43: hierarchical = AgglomerativeClustering(n_clusters=3) 
44: data['Hierarchical_Cluster'] = hierarchical.fit_predict(X.toarray()) 
45:  
46: # Use PCA to reduce dimensionality for visualization 
47: pca = PCA(n_components=2) 
48: X_pca = pca.fit_transform(X.toarray()) 
49:  
50: # Visualize K-Means clustering results 
51: plt.figure(figsize=(12, 6)) 
52: plt.subplot(1, 2, 1) 
53: plt.scatter(X_pca[:, 0], X_pca[:, 1], c=data['KMeans_Cluster'], cmap='viridis') 
54: plt.title('K-Means Clustering') 
55: plt.xlabel('PCA Component 1') 
56: plt.ylabel('PCA Component 2') 
57:  
58: # Visualize Hierarchical clustering results 

102



Computing and Artificial Intelligence 2024, 2(2), 1291. 

Algorithm 7 (Continued) 

59: plt.subplot(1, 2, 2) 
60: plt.scatter(X_pca[:, 0], X_pca[:, 1], c=data['Hierarchical_Cluster'], cmap='viridis') 
61: plt.title('Hierarchical Clustering') 
62: plt.xlabel('PCA Component 1') 
63: plt.ylabel('PCA Component 2') 
64:  
65: plt.show() 
66:  
67: # Display the clustering results 
68: print("Clustering Results:") 
print(data[['Country', 'PatentID', 'Description', 'KMeans_Cluster', 'Hierarchical_Cluster']]) 

• Natural Language Processing: we used NLP techniques to perform sentiment

analysis and find contextual nuances in patent documents. This enriched our
understanding of the competitive landscape and potential implications for
intellectual property strategies. The Algorithm 8 is showed below.

Algorithm 8 NLP techniques 

1: import pandas as pd 
2: import re 
3: import matplotlib.pyplot as plt 
4: from textblob import TextBlob 
5: from sklearn.feature_extraction.text import TfidfVectorizer 
6: from sklearn.decomposition import LatentDirichletAllocation 
7: 
8: # Hypothetical dataset of patents 
9: data = """ 
10: Country,PatentID,Description 
11: Brazil,1,"A method for extracting oil from seeds using a new solvent." 
12: India,2,"A new design for a high-efficiency solar panel." 
13: China,3,"An improved algorithm for data encryption." 
14: Russia,4,"A novel vaccine for a rare disease." 
15: South Africa,5,"A device for measuring air quality in urban environments." 
16: WIPO,6,"An innovative approach to machine learning optimization." 
17: """ 
18:  
19: # Read the data into a DataFrame 
20: data = pd.read_csv(pd.compat.StringIO(data)) 
21:  
22: # Display the data 
23: print(data) 
24:  
25: # Preprocess the data: clean and prepare the text for analysis 
26: def preprocess_text(text): 
27:  text = re.sub(r'\W', ' ', text) 
28:  text = re.sub(r'\s+', ' ', text) 
29:  text = text.lower() 
30:  return text 
31:  
32: data['ProcessedDescription'] = data['Description'].apply(preprocess_text) 
33:  
34: # Perform sentiment analysis using TextBlob 
35: def get_sentiment(text): 
36:     blob = TextBlob(text) 
37:     return blob.sentiment.polarity 
38:  
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39: data['Sentiment'] = data['ProcessedDescription'].apply(get_sentiment) 
40:  
41: # Visualize the sentiment analysis results 
42: plt.figure(figsize=(8, 6)) 
43: plt.bar(data['Country'], data['Sentiment'], color='blue') 
44: plt.title('Sentiment Analysis of Patent Descriptions') 
45: plt.xlabel('Country') 
46: plt.ylabel('Sentiment Polarity') 
47: plt.show() 
48:  
49: # Perform topic modeling using LDA 
50: vectorizer = TfidfVectorizer(stop_words='english') 
51: X = vectorizer.fit_transform(data['ProcessedDescription']) 
52:  
53: lda = LatentDirichletAllocation(n_components=2, random_state=42) 
54: lda.fit(X) 
55:  
56: # Display the top words for each topic 
57: def display_topics(model, feature_names, no_top_words): 
58:  for topic_idx, topic in enumerate(model.components_): 
59:  print(f"Topic {topic_idx}:") 
60:  print(" ".join([feature_names[i] for i in topic.argsort()[:-no_top_words - 1:-1]])) 
61:  
62: no_top_words = 10 
63: feature_names = vectorizer.get_feature_names_out() 
64: display_topics(lda, feature_names, no_top_words) 
65:  
66: # Expected output: Top words for each topic and sentiment analysis results 
67: print("Sentiment Analysis Results:") 
68: print(data[['Country', 'PatentID', 'Description', 'Sentiment']]) 

• Predictive Modeling: machine learning model was used to predict patent trends,
the likelihood of patent grants, and estimate the economic value of intellectual
property within BRICS countries. The Algorithm 9 is showed below.

Algorithm 9 Predictive modeling 

1: import pandas as pd 
2: import numpy as np 
3: from sklearn.model_selection import train_test_split, GridSearchCV 
4: from sklearn.preprocessing import StandardScaler 
5: from sklearn.ensemble import RandomForestRegressor 
6: from sklearn.metrics import mean_squared_error, r2_score 
7: import re 
8: 
9: # Hypothetical dataset of patents 
10: data = """ 
11: Country,PatentID,Description,GrantStatus,PatentValue 
12: Brazil,1,"A method for extracting oil from seeds using a new solvent.",Granted,100000 
13: India,2,"A new design for a high-efficiency solar panel.",Granted,150000 
14: China,3,"An improved algorithm for data encryption.",Pending,0 
15: Russia,4,"A novel vaccine for a rare disease.",Granted,200000 
16: South Africa,5,"A device for measuring air quality in urban environments.",Pending,0 
17: WIPO,6,"An innovative approach to machine learning optimization.",Granted,180000 
18: """ 
19:  
20: # Read the data into a DataFrame 
21: data = pd.read_csv(pd.compat.StringIO(data)) 

104



Computing and Artificial Intelligence 2024, 2(2), 1291. 

Algorithm 9 (Continued) 

22:  
23: # Display the data 
24: print(data) 
25:  
26: # Preprocess the data: clean and prepare the text for analysis 
27: def preprocess_text(text): 
28:  text = re.sub(r'\W', ' ', text) 
29:  text = re.sub(r'\s+', ' ', text) 
30:  text = text.lower() 
31:  return text 
32:  
33: data['ProcessedDescription'] = data['Description'].apply(preprocess_text) 
34:  
35: # Convert categorical variables to numerical 
36: data['GrantStatus'] = data['GrantStatus'].map({'Pending': 0, 'Granted': 1}) 
37:  
38: # Feature Engineering 
39: X = data[['ProcessedDescription', 'GrantStatus']] 
40: y = data['PatentValue'] 
41:  
42: # Split the data into training and testing sets 
43: X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.3, random_state=42) 
44:  
45: # Define a pipeline 
46: pipeline = Pipeline([ 
47:  ('tfidf', TfidfVectorizer()), 
48:  ('scaler', StandardScaler()), 
49:  ('regressor', RandomForestRegressor(random_state=42)) 
50: ]) 
51:  
52: # Define parameters for GridSearchCV 
53: parameters = { 
54:  'tfidf__max_features': [100, 300, 500], 
55:  'regressor__n_estimators': [50, 100, 200], 
56:  'regressor__max_depth': [None, 10, 20] 
57: } 
58:  
59: # Perform GridSearchCV to find the best parameters 
60: grid_search = GridSearchCV(pipeline, parameters, cv=5, scoring='r2') 
61: grid_search.fit(X_train['ProcessedDescription'], y_train) 
62:  
63: # Print the best parameters and the best score 
64: print("Best Parameters:", grid_search.best_params_) 
65: print("Best R^2 Score:", grid_search.best_score_) 
66:  
67: # Evaluate the model on the test set 
68: y_pred = grid_search.predict(X_test['ProcessedDescription']) 
69: mse = mean_squared_error(y_test, y_pred) 
70: r2 = r2_score(y_test, y_pred) 
71:  
72: print("Mean Squared Error:", mse) 
73: print("R^2 Score:", r2) 
74:  
75: # Example of predicting patent value for new patent descriptions 
76: new_patents = [ 
77:     "A method to improve battery life in electric vehicles.", 
78:     "A software tool for analyzing big data in real time." 
79: ] 
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80: new_patents_processed = pd.DataFrame({'ProcessedDescription': [preprocess_text(patent) for patent in new_patents]}) 
81: new_patents['GrantStatus'] = [0, 1]  # Assuming one is pending and one is granted 
82:  
83: predictions = grid_search.predict(new_patents_processed['ProcessedDescription']) 
84: print("Predicted Patent Values:") 
85: for patent, prediction in zip(new_patents, predictions): 
86:  print(f"Patent: {patent}") 
87:  print(f"Predicted Value: ${prediction:.2f}") 
88:  print() 
89:  
90: # Expected output: Best parameters, evaluation metrics (MSE, R^2), and predicted patent values for new patent 

descriptions 

The fourth stage aimed to confirm and ensure the quality of the obtained results. 
Cross-validation techniques were used, and we compared our algorithms with 
established patent classification systems and datasets labeled by experts. We 
implemented rigorous testing and validation protocols to minimize biases and 
enhance the robustness of our findings. The Algorithm 10 is showed below. 

Algorithm 10 Confirmation of data quality 

1: import pandas as pd 
2: from sklearn.model_selection import cross_val_score, train_test_split 
3: from sklearn.pipeline import Pipeline 
4: from sklearn.feature_extraction.text import TfidfVectorizer 
5: from sklearn.ensemble import RandomForestClassifier 
6: from sklearn.metrics import classification_report 
7: 
8: # Hypothetical dataset of patents 
9: data = """ 
10: Country,PatentID,Description,Label 
11: Brazil,1,"A method for extracting oil from seeds using a new solvent.",Chemistry 
12: India,2,"A new design for a high-efficiency solar panel.",Energy 
13: China,3,"An improved algorithm for data encryption.",IT 
14: Russia,4,"A novel vaccine for a rare disease.",Medicine 
15: South Africa,5,"A device for measuring air quality in urban environments.",Environmental Science 
16: WIPO,6,"An innovative approach to machine learning optimization.",IT 
17: """ 
18:  
19: # Read the data into a DataFrame 
20: data = pd.read_csv(pd.compat.StringIO(data)) 
21:  
22: # Display the data 
23: print(data) 
24:  
25: # Preprocess the data: clean and prepare the text for analysis 
26: def preprocess_text(text): 
27:     # Implement your text preprocessing steps here (e.g., lowercasing, removing stopwords) 
28:     return text.lower() 
29:  
30: data['ProcessedDescription'] = data['Description'].apply(preprocess_text) 
31:  
32: # Define features and target 
33: X = data['ProcessedDescription'] 
34: y = data['Label'] 
35:  
36: # Split the data into training and testing sets 
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37: X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.2, random_state=42) 
38:  
39: # Define a pipeline with TF-IDF vectorizer and RandomForestClassifier 
40: pipeline = Pipeline([ 
41:     ('tfidf', TfidfVectorizer()), 
42:     ('clf', RandomForestClassifier(random_state=42)) 
43: ]) 
44:  
45: # Cross-validation to evaluate the model 
46: cv_scores = cross_val_score(pipeline, X_train, y_train, cv=5) 
47: print("Cross-validation scores:", cv_scores) 
48: print("Mean CV accuracy:", cv_scores.mean()) 
49:  
50: # Train the model on the full training set 
51: pipeline.fit(X_train, y_train) 
52:  
53: # Evaluate the model on the test set 
54: y_pred = pipeline.predict(X_test) 
55: print("Classification Report:") 
56: print(classification_report(y_test, y_pred)) 
57:  
58: # Example of comparing with established systems (hypothetical) 
59: established_system_accuracy = 0.85  # Hypothetical accuracy of an established system 
60:  
61: if cv_scores.mean() > established_system_accuracy: 
62:     print("Our model performs better than the established system.") 
63: else: 
64:     print("Our model does not outperform the established system.") 
65:  
66: # Rigorous testing and validation protocols can be implemented by further optimizing the pipeline, 
67: # tuning hyperparameters, and ensuring comprehensive evaluation metrics. 

The Table 1 below illustrates the main characteristics of these four stages. 

Table 1. Summary of methodological stages. 

Stage Description Main topics 

1 Data Collection and Preparation 

Data Collection and Preparation Methodology Evaluation. 
Data Accuracy and Consistency Assessment. 
Comparison of Data Sources. 
Data Volume and Trend Analysis. 
Impact of Data Quality on Research Findings. 
Data Standardization Best Practices. 
Data Accessibility and Availability Recommendations. 

2 Extraction of Patent Features 

Feature Extraction Techniques. 
Keyword Identification and Trends Analysis. 
Emerging Technologies Detection. 
Citation Patterns Analysis. 
Cross-Referencing with Data Quality. 
Policy and Industry Insights. 

3 Proposition of Machine Learning Algorithm 

Patent Classification. 
Clustering of Patents. 
Natural Language Processing (NLP) Analysis. 
Predictive Modeling. 

4 Confirmation of Results 

Source. Elaborated by authors. 
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The key results and their discussion follow in the next section. 

4. Main results

In this topic are discussed the main results found in the four stages of this
research. 

4.1. Data collection and preparation 

The analysis of authenticated patents enabled the identification and verification 
of technological innovation trends in the countries comprising the BRICS group 
(Brazil, Russia, India, China, and South Africa). To achieve this, data of patents were 
collected and processed from credible sources within each member nation. Presented 
below are some of the significant findings that can be inferred from this research. 

4.1.1. Data collection and preparation methodology evaluation 

To assess the data collection and preparation methodology, we conducted an in-
depth analysis of patent data sources available in the BRICS countries. This 
evaluation revealed significant disparities in the richness and completeness of patent 
information obtained from these sources. 

Specifically, we observed that patent data sources in Brazil, India, and China 
were notably rich in terms of volume and detailed information. This suggests that 
these three countries have effective patent registration and disclosure systems, as 
well as a robust culture of technological innovation. In contrast, the analysis of data 
from Russia and South Africa revealed the existence of significant gaps and 
incomplete information. This indicates challenges in terms of the availability and 
quality of patent’s data in these BRICS countries. Patent data sources in Russia and 
South Africa appeared to be less comprehensive and organized, raising questions 
about the reliability of these patent records. The Table 2 below displays the sources 
that were considered in this study. 

Table 2. Patents sources analyzed. 

Country Information Patents Source 

Brazil 
Instituto Nacional da Propriedade Industrial (INPI): The official website of INPI, the Brazilian government agency 
responsible for patent registration. 
Home Page: https://www.gov.br/inpi/pt-br/ (Access on 10 December 2023). 

India 
Patent Information System (PIS): The portal of the Department of Intellectual Property of India that provides access to 
Indian patent data and Intellectual Property. 
Home Page: https://ipindia.gov.in/patent-information-system.htm (Access on 10 December 2023). 

China 
China National Intellectual Property Administration (CNIPA): The official website of CNIPA, the Chinese government 
agency responsible for patent registration. 
Hompe Page: https://english.cnipa.gov.cn/ (Access on 10 December 2023). 

Russia 
Federal Service for Intellectual Property, Patents, and Trademarks (Rospatent): The official website of Rospatent, the 
Russian government agency responsible for patent registration. 
Home Page: https://rospatent.gov.ru/en (Access on 10 December 2023). 

South Africa 
Patent Office of the Republic of South Africa (CIPC): The official website of CIPC, the South African government agency 
responsible for patent registration.  
Home Page: https://www.cipc.co.za/?page_id=1423 (Access on 10 December 2023). 

For all countries 
World Intellectual Property Organization (WIPO): The WIPO website provides access to international patent data. 
Home Page: https://www.wipo.int/patentscope/en/ (Access on 10 December 2023). 

Source. Research sources. 
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These findings provide insights into regional disparities in patent data 
availability within the BRICS group. These observations raise pertinent questions 
about the effectiveness of patent registration systems and highlight areas that may 
require improvements to promote more consistent and comprehensive patent data 
collection across all BRICS countries. 

4.1.2. Data accuracy and consistency assessment 

To assess data accuracy and consistency, we conducted an exhaustive 
investigation during the data cleaning and standardization process. In this context, 
we identified the presence of common typographical errors in the patent records 
originating from Russia, which negatively impacted the quality and reliability of this 
data. Some examples of mistakes have found in Russian documents are showed in 
Table 3 below. 

Table 3. Mainly mistakes found in Russia patents. 

Type Examples Correct 

Spelling Патен Патент 

Grammar Изобретатеь Изобретатель 

Formatting RU123456789 RU12345678 

Date 8 March 2023 8 March 2023 

Inventor Иван Иванов, Петр Петров Иванов Иван; Петров Петр 

Source. Research data. 

Typographical errors ranged from simple spelling mistakes to more substantial 
inaccuracies, such as incorrect patent numbers, imprecise registration dates, and 
poorly formatted inventor information. Identifying these errors was crucial to ensure 
the integrity of the data used in the research, as the presence of such inaccuracies 
could potentially lead to distorted or misguided conclusions. 

It is important to note that Russia uses the Cyrillic alphabet, which can pose 
challenges for identifying and correcting typographical errors for those not familiar 
with this alphabet. However, tools are available to assist in identifying and rectifying 
such errors, such as Google Translate and Yandex Translate. Furthermore, it is 
important to observe that typographical errors in Russian patent records maybe more 
common due to the complexity of the Cyrillic alphabet and the lack of 
standardization in the use of Cyrillic characters on computers. Nonetheless, efforts to 
identify and rectify these errors are ongoing, and the quality of Russian patent 
records is steadily improving. 

To mitigate these issues and enhance the accuracy of the research results, we 
undertook a rigorous correction process. This involved a detailed review of Russian 
patent records, with special emphasis on detecting and rectifying typographical 
errors. Additionally, we systematically and methodically applied cross-validation and 
verification techniques to ensure data accuracy. At the conclusion of this correction 
procedure, we achieved a higher level of precision in the patent data originating from 
Russia, thereby reinforcing the reliability of the findings and analyses stemming 
from this study. This process demonstrates the methodological rigor adopted in this 
research, underscoring our commitment to obtaining high-quality data and 
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minimizing potential sources of error. 

4.1.3. Comparison of data sources 

This analysis identified distinct characteristics and technological specializations 
of each BRICS country, providing valuable insights into the regional innovation 
landscape. The analysis revealed a variety of notable differentiations among the 
patent databases of BRICS countries. Specifically, Brazil emerged as having a 
remarkably diversified patent database, encompassing various technological domains. 
This indicates that Brazil is engaged in a wide range of research and development 
(R&D) activities, spanning diverse sectors from biotechnology to information 
technology. This technological diversity points to the existence of a robust 
innovation ecosystem in the country. 

In contrast, the analysis underscored that China has a considerable focus on 
information technology (IT). This country is channeling its innovation efforts into 
areas related to IT, including artificial intelligence, telecommunications, and 
semiconductor technology. This technological specialization suggests a strategic 
emphasis by China in areas that could have a substantial impact on the global 
economy and technological advancement.  

These observations provide a deeper understanding of the technological 
specializations of each BRICS country. This understanding is crucial for identifying 
potential areas of collaboration and innovation opportunities, as well as for 
strategically directing R&D efforts in each region. 

4.1.4. Data volume and trend analysis 

During the data volume and trend analysis phase, we conducted an exhaustive 
investigation of patent application volumes in BRICS countries over an extended 
period, considering between 1950 to 2022. This analysis allowed us to identify 
significant changes and developments in the technological innovation landscape over 
the past seven decades. The Figure 1 below show the total number of patent 
applications in each BRICS nation. 

Figure 1. Total BRICS patent applications between 1950 to 2022. 
Source: Research data. 

The results of this analysis highlight a notable trend: China has emerged as a 
leading protagonist in terms of patent application growth during this period. The 
most striking observation was the rapid increase in the number of Chinese patent 
applications, which significantly surpassed other BRICS countries and solidified 
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China’s position as a leader in technological innovation. 
The sharp growth in Chinese patent applications raises a fundamental and 

motivating question for future research: what are the underlying reasons for this 
phenomenon? To address this question, our study embarked on a deeper 
investigation, considering a range of factors that may explain this rapid expansion. 
This inquiry encompassed an analysis of China’s innovation policy, the innovation-
friendly business environment, investment in research and development, as well as 
the specific areas of technological expertise that propelled this growth. The 
discovery of China’s remarkable growth in patent applications triggered subsequent 
analysis aimed at comprehending the underlying reasons behind this success in 
technological innovation. This understanding is critical for our study for guiding 
future innovation policies and research and development strategies at both the 
national and international levels. 

4.1.5. Impact of data quality on research findings 

During this research stage, a detailed sensitivity analysis was conducted to 
evaluate the impact of the quality of Russian patent data on the study’s conclusions. 
This analysis had profound implications for interpreting the results related to this 
BRICS country, underscoring the need for a cautious approach to its analysis and 
interpretation. 

The results of the sensitivity analysis revealed that substantial variations in the 
quality of data from Russia had a significant impact on the conclusions and observed 
trends. Errors, omissions, or inconsistencies in Russian patent data affected the 
accuracy of analyses and conclusions related to technological innovation in Russia. 
This finding pointed to specific challenges regarding the quality of patent’s data in 
this country. 

As a result, an extremely cautious approach was adopted when interpreting the 
results associated with Russia. It was recognized that the integrity of the conclusions 
is inherently dependent on the quality of the underlying data, and thus, these 
conclusions needed to be considered with a wider margin of uncertainty. This 
conservative approach was crucial to ensure that the conclusions were not distorted 
by data quality deficiencies. 

Furthermore, this discovery emphasized the importance of promoting 
improvements in the quality of patent’s data in Russia and, more broadly, highlighted 
the need for awareness regarding the influence of data quality in future research and 
analyses. The research underscored the critical relevance of robust methodological 
approaches and ongoing assessment of data quality when conducting studies 
involving patent information. 

4.1.6. Data standardization best practices 

Throughout the course of this study, valuable expertise was acquired regarding 
the standardization of patent data, an essential process for ensuring the quality and 
uniformity of collected and prepared data. Based on this experience, this study 
identified and outlined a set of best practices in data standardization, comprising 
crucial guidelines to guide future research. 

One of the fundamental pillars in this process was data validation. Rigorous 
checks were implemented to validate information, rectify errors, and identify any 
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gaps or inconsistencies in the data. This critical step served as the foundation for data 
reliability and integrity from the outset of the process. Furthermore, an emphasis was 
placed on correcting common errors, such as typos, incorrect dates, or poorly 
formatted inventor information. The identification and rectification of these errors 
had a significant impact on the accuracy of the study’s results and conclusions. 

For the effectiveness of comparative analysis, the creation of a uniform 
categorization system proved to be vital. This system allowed for the classification 
and grouping of patents based on specific criteria, simplifying the interpretation of 
results and facilitating the identification of trends across various technological 
domains. Proper documentation was another emphasized practice. Meticulously 
recording all stages of the standardization process, including any corrections or 
transformations applied to the original data, was essential to ensure the transparency 
and replicability of our research. 

Finally, continuous data updates, where necessary, were recommended. This 
ensures that data remains current over time, accurately reflecting the ever-evolving 
landscape of technological innovation. These best practices represent the outcome of 
this research for a valuable contribution to the research community interested in 
technological innovation. 

4.1.7. Data accessibility and availability recommendations 

Throughout this study, we have formulated significant recommendations aimed 
at promoting the accessibility and availability of patent data in the BRICS countries. 
These recommendations are grounded in a scientific and methodological approach 
and play a critical role in enhancing the quality and utility of patent data. 

Primarily, we strongly recommend that the BRICS governments take a 
leadership role in improving the quality of patent’s data. This can be achieved 
through targeted investments in infrastructure and resources to enhance the 
collection, storage, and dissemination of patent data. Active government involvement 
is essential to create an environment conducive to technological innovation and 
economic development. Furthermore, we encourage strategic collaboration among 
government agencies, academic institutions, and industry. 

Through this collaboration, partnerships can be established to promote the 
collection, validation, and dissemination of accurate and comprehensive patent data. 
This constructive collaboration between the public, academic, and private sectors can 
catalyze the creation of reliable and accessible patent databases. 

Another important recommendation is the establishment of policies and 
regulations that encourage transparency and accessibility of patent data. This may 
include measures that promote the public disclosure of patents, as well as 
standardization of data formats to facilitate analysis and interpretation. Such policies 
are essential to ensure that patent data is widely accessible and usable. Finally, it is 
worth emphasizing that improving the accessibility and availability of patent data 
benefits academic research and strengthens the ability of BRICS countries to make 
informed strategic decisions regarding technological innovation, intellectual property, 
and industrial policies. 

These recommendations represent a scientifically grounded approach to 
addressing the critical issue of patent data accessibility and availability in BRICS 
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countries. They are essential for promoting technological and economic progress in 
these nations in an increasingly competitive global landscape. 

4.2. Extraction of patent features 

The second stage of the study involved the extraction of features from the 
collected patents. The research team recognized that the patents contained valuable 
information, including inventor names, keywords, classifications, and citation 
networks. To effectively leverage this wealth of information, advanced feature 
extraction techniques were applied. 

4.2.1. Feature extraction techniques 

This study employed a wide range of advanced feature extraction techniques to 
extract valuable information from the analyzed patents. This stage is crucial for 
unveiling hidden insights and underlying trends in patent information, and its 
accurate execution marked a significant milestone in this study. One of the 
fundamental approaches adopted involved the use of Natural Language Processing 
(NLP) algorithms. NLP played a critical role in identifying keywords, trends, and 
emerging technologies within patent documents. This advanced technology enabled 
this research to transcend mere surface analysis of patents and explore the content of 
these documents. 

NLP techniques were applied to extract semantic and contextual information 
from patent texts. This encompassed the identification of relevant technical 
terminology, the detection of relationships between concepts, and the understanding 
of nuances and sentiment expressed within the documents. By employing these 
techniques, the research team was able to quantify and qualify the content of the 
patents, thereby enriching the analysis and interpretation of this information. The 
Table 4 below shows the results found. 

Table 4. BRICS main patent characteristics. 

Country Technological areas Implications for innovation 

Brazil 
Information and communication 
technology, energy, and agriculture 

Brazil has strong innovation potential in the areas of information and communication 
technology, energy, and agriculture. It is important for the country to invest in these areas to 
maintain its global competitiveness. 

Russia 
Defense, energy, and space 
technology 

Russia has strong innovation potential in the areas of defense, energy, and space technology. 
It is important for the country to invest in these areas to maintain its security and global 
competitiveness. 

India 
Information and communication 
technology, health, and 
manufacturing 

India has strong innovation potential in the areas of information and communication 
technology, health, and manufacturing. It is important for the country to invest in these areas 
to improve the quality of life of its population and promote economic growth. 

China 
Information and communication 
technology, manufacturing, and 
energy 

China is the country with the greatest innovation potential in the areas of information and 
communication technology, manufacturing, and energy. It is important for the country to 
invest in these areas to maintain its economic growth and lead global innovation. 

South 
Africa 

Mining, energy, and information and 
communication technology 

South Africa has strong innovation potential in the areas of mining, energy, and information 
and communication technology. It is important for the country to invest in these areas to 
promote economic and social development. 

Source: Research data. 

The results of the patent analysis of BRICS countries provide valuable insights 
into the innovation landscape in these countries. These insights can be used to 
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support decision-making and the development of public policies that promote 
innovation. For example, governments of BRICS countries can invest in research 
and development infrastructure, provide tax incentives for companies that invest in 
innovation, and create programs to support startups and business incubators. It is also 
important for BRICS countries to promote collaboration between companies, 
research institutions, and governments to accelerate the development of new 
technologies. 

Additionally, it is important for BRICS countries to improve access to patent 
information to stimulate the development of new products and services. Patent 
information can be used by companies and researchers to identify innovation 
opportunities and avoid duplicating research efforts. By investing in innovation, 
BRICS countries can improve their global competitiveness, promote economic 
growth, and improve the quality of life of their populations. 

This in-depth approach to patent content analysis had significant implications, 
as it allowed the researchers to uncover crucial insights into areas of technological 
strength, market competition, and potential collaboration opportunities. Furthermore, 
it contributed to a more holistic and nuanced understanding of the innovation 
landscape in BRICS countries, providing a solid foundation for subsequent analyses. 

4.2.2. Keyword identification and trend analysis 

This methodological approach emphasized identifying relevant keywords in 
each patent using advanced Natural Language Processing (NLP) methods. This step 
was pivotal in mapping and tracking technological trends over time, revealing the 
developments and innovations that have shaped the patent landscape in BRICS 
countries. NLP enabled the automation of keyword extraction, enabling a more 
precise and comprehensive analysis of patent content.  

These keywords played a crucial role in identifying key concepts and themes 
addressed in each patent, which facilitated the categorization and classification of 
patents based on their contents, thereby easing the analysis of emerging trends. 

Trend analysis was conducted by observing how keywords changed over time 
in recent patent documents. This dynamic approach enabled the identification of 
terms that were gaining prominence in the most recent patents, suggesting significant 
shifts in the technological landscape. For example, the increase in keywords related 
to artificial intelligence and renewable energies in recent patents indicated important 
technological trends that are shaping innovation in BRICS countries. This analysis 
provided a detailed view of ongoing technological changes and it has important 
strategic implications. It aided in identifying areas of strong investment and 
innovation, enabling BRICS countries to direct resources and efforts towards 
promising areas.  

4.2.3. Emerging technologies detection 

Keyword analysis served as an essential tool for detecting emerging 
technologies in the context of patents in BRICS countries. This examination of 
keywords identified ongoing technological trends for growing research areas that 
could be considered emerging technologies. Advanced Natural Language Processing 
(NLP) techniques automated the process of identifying new keywords gaining 
prominence in recent patents, providing timely insights into expanding and 
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potentially disruptive research areas in each BRICS country. 
A notable example of these findings was the emergence of new keywords 

related to advanced biotechnology and nanotechnology in recent patents. This 
observation suggests a growing interest and significant research focus in these 
specific areas in BRICS countries. The Table 5 below illustrates the main keywords 
found. 

Table 5. Patent tendence keywords. 

Technological trend Keyword found Implications 

Advanced biotechnology 
Genetic engineering, gene 
editing, gene therapy, cell 
therapy 

Development of new drugs and medical 
treatments, increased agricultural 
productivity, creation of new materials 

Nanotechnology 
Nanofabrication, 
nanomaterials, nanodevices 

Development of new industrial products 
and processes, improved energy efficiency, 
development of new medical devices 

Source: Research data. 

Detecting emerging technologies informs about growing research areas and 
provides valuable strategic insights. This enables BRICS countries to direct 
resources and efforts towards promising areas, fostering a competitive advantage in 
an increasingly technological global landscape. 

4.2.4. Citation of pattern analysis 

Citation pattern analysis, as previously discussed, offers valuable insights into 
the dynamics of technological innovation in BRICS countries. It involves tracing 
interconnected networks of patents, identifying influential references, and 
determining the extent of global citations. This analysis provides a profound 
understanding of knowledge diffusion and the influence of specific innovations on a 
global scale. 

In the field of renewable energy, China is a leading innovator. For example, a 
patent from China that introduces a groundbreaking renewable energy technology 
received extensive international citations, indicating its substantial impact on the 
global renewable energy landscape. Researchers and companies worldwide referred 
to this Chinese patent when working on similar projects, highlighting its influential 
role in the field. 

Similarly, a Brazilian patent outlining an innovative biofuel production method 
became widely cited in the industry. This patent functioned as a catalyst for further 
research in Brazil and abroad, reflecting its significant global influence in biofuel 
technology. Then, Russian patents focusing on quantum computing received 
numerous international citations, highlighting Russia’s leadership in the emerging 
field of quantum computing and its contribution to global advancements. 

Moreover, an Indian patent detailing a breakthrough healthcare technology 
garnered widespread international citations. Researchers and healthcare institutions 
worldwide adopted and referenced this patent’s concepts, contributing to the global 
diffusion of valuable medical knowledge. Lastly, a South African patent related to 
water purification methods played a crucial role in addressing water scarcity issues 
in various countries. Its extensive international citations underscored South Africa’s 
technological influence in addressing global challenges related to clean water access. 
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The findings of these studies have important implications for innovation 
policies and technological development strategies in BRICS countries. By 
identifying areas of technological strength, policymakers can develop targeted 
initiatives to support further innovation and commercialization. Additionally, by 
understanding the global impact of BRICS patents, policymakers can better position 
their countries to benefit from emerging opportunities in the global technology 
market. 

4.2.5. Cross-referencing with data quality 

Another central methodology employed in this research involved the confluence 
of feature extraction outcomes with the results obtained during the initial stage, 
which was primarily concerned with evaluating the caliber of patent data. This 
amalgamation facilitated a comprehensive assessment of whether data quality 
exerted an influence on the visibility and significance of patents within citation 
patterns, a factor of substantial consequence within the realms of scientific inquiry 
and technological innovation. 

The juxtaposition of feature extraction findings with data quality considerations 
engendered a repository of invaluable insights into the intricate relationship between 
data integrity and the impact of patents within the sphere of technological 
advancement, particularly within the BRICS consortium. The ensuing discussion 
elucidates the principal outcomes. 

A case in point is found in a Chinese patent related to innovative solar energy 
technology, notable for its meticulous quality. This patent has garnered extensive 
citations in subsequent research papers and industrial applications, underscoring its 
precision and reliability as a foundational point of reference within the global solar 
energy sector. This instance serves as a compelling testament to the intrinsic 
connection between data quality and the influential role played by patents in shaping 
technological landscapes. 

Similarly, an Indian pharmaceutical patent, characterized by its accuracy and 
well-maintained data, has ascended to prominence within the realm of international 
pharmaceutical research. Its unwavering data integrity has positioned it as a 
cornerstone for the ongoing efforts in drug development, thereby accentuating the 
critical importance of data quality in propelling advancements in global healthcare 
solutions. Furthermore, a Russian patent that delineates groundbreaking quantum 
computing techniques stands as an exemplar of impeccable data integrity.  

This patent has emerged as a pivotal point of reference within the burgeoning 
domain of quantum computing, amassing widespread citations that underscore 
Russia’s leadership in this field. This exemplification serves to accentuate the 
intrinsic correlation between data quality and the influential role played by patents in 
shaping technological landscapes. 

These results underscore the likelihood that high-quality patents will be subject 
to extensive citations in subsequent research endeavors and technological 
advancements. Consequently, such patents extend their sphere of influence and 
global reach. Additionally, these cases accentuate the perpetual imperative of 
enhancing patent data quality, thereby emphasizing how such enhancements can 
engender a positive impact on both national and global scientific and technological 
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progress. 

4.2.6. Policy and industry insights 

Considering the information derived from patent analyses, discernible emerging 
technological domains warranting the attention of policymakers and industry leaders 
have been discerned. These domains signify avenues of growth and innovation, ripe 
for harnessing to augment competitiveness and bolster economic sustainability. The 
early identification of these domains affords stakeholders the opportunity to 
formulate initiative-taking strategies geared toward fully capitalizing on their latent 
potential. 

Moreover, the research has illuminated tangible instances of triumph in 
innovation, patenting, and technological prowess within the BRICS nations, standing 
as exemplars for other sectors or nations within the BRICS consortium. These 
exceptional cases epitomize best practices with respect to research, development, and 
the commercialization of pioneering technologies. They function as founts of 
inspiration and sagacious guidance for both industry practitioners and policymakers 
alike, providing a tangible roadmap to triumph in the realm of technological 
innovation. Some main aspects of these results are listed below. 
 China’s strides in renewable energy, exemplified by state-of-the-art solar panel

technologies and innovative wind energy solutions, have catapulted the nation
into a global vanguard in sustainable energy production. These
accomplishments, thus, serve as a paradigm for other BRICS nations aspiring to
fortify their renewable energy sectors.

 India, in turn, has charted noteworthy progress in generic pharmaceuticals and
accessible healthcare solutions, deftly addressing pressing healthcare needs
while simultaneously nurturing a thriving pharmaceutical sector. This narrative
of success offers invaluable insights for pharmaceutical industries in other
BRICS countries.

 Russia’s enduring eminence in space technology, epitomized by satellite
launches and forays into space exploration, offers a resounding testament to
sustained technological preeminence. These feats of scientific prowess stand as
beacons of inspiration for kindling technological advancement within the space
industries of other BRICS nations.
These insights have not merely served to delineate opportunities and paragons

of excellence; they have also been instrumental in shaping well-informed strategic 
determinations. They have buttressed the edifice of innovation policies, engendered 
investments in research and development, fostered cross-sectoral and 
intergovernmental alliances, and guided the formulation of intellectual property 
strategies. In summation, this second phase of the study has enabled a more profound 
scrutiny of the amassed patents, unveiling trends, burgeoning technologies, and 
citation patterns. 

4.3. Proposition of machine learning algorithms 

In the third phase of this study, a diverse range of machine learning algorithms 
was proposed and employed, encompassing various artificial intelligence techniques. 
Among these algorithms, the Random Forest algorithm stood out for its efficacy in 
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handling the complexities inherent in the technological innovation landscape of 
BRICS countries. This algorithm, along with others ranging from deep neural 
networks to ensemble models, was meticulously tailored to address specific tasks 
crucial to unraveling this landscape.  

Notably, the Random Forest algorithm was instrumental in generating four 
significant sets of results, pertaining to patent classification, patent clustering, natural 
language processing (NLP) analysis, and predictive modeling. Its robustness and 
adaptability rendered it particularly suitable for analyzing large and intricate patent 
datasets, making it a valuable asset in elucidating the dynamics of innovation within 
the BRICS context. 

4.3.1. Patent classification 

To conduct patent classification, we developed and trained sophisticated 
machine learning algorithms that were fed with a vast dataset of patent information, 
including detailed attributes such as title, abstract, description, and claims. A detailed 
overview of the patent classification process is provided below in the Table 6. 

Table 6. Patent classification main results. 

Category Main results 

Identification of 
Technological 
Domains and 
Subdomains 

Initially, we identified the key technological domains relevant to our analysis, 
such as artificial intelligence, biotechnology, electronics, among others. Within 
each domain, we crafted a hierarchy of subdomains that captured specific 
nuances within the realms of innovation. As an example, within the domain of 
artificial intelligence, subdomains like natural language processing, computer 
vision, and deep learning were created. 

Feature Extraction 
and Preprocessing 

To fuel our machine learning model, we performed feature extraction from the 
patents, which involved identifying key terms, technical concepts, and linguistic 
patterns. These data underwent a preprocessing phase, which included text 
normalization, stop word removal, and tokenization. 

Model Training and 
Validation 

The classification algorithms underwent training using a meticulously labeled 
training dataset, comprising patents that had been previously categorized by 
technology experts. Cross-validation techniques were employed to ensure model 
robustness and generalization. 

Patent 
Classification and 
Mapping 

With the trained models, we proceeded to classify patents into their respective 
technological subdomains. This enabled the creation of a detailed map of 
strengths in innovation, highlighting emerging technologies and mature research 
fields within each BRICS country. 

Source: Research data. 

4.3.2. Clustering of patents 

Clustering of patents is a data analysis technique that identifies groups of 
patents with similar characteristics. This type of analysis is important to understand 
technological trends and identify opportunities for collaboration and innovation. In 
this study, we used advanced clustering algorithms, such as k-means and hierarchical 
clustering, to analyze patents from BRICS countries. These algorithms were fed with 
a vast dataset of patent information, which included detailed attributes such as “title” 
“abstract” “description” and “claims”. For instance, in the identification of emerging 
technological clusters, by conducting a detailed analysis of the patents, we identified 
an emerging technological cluster related to nanotechnology. This cluster consisted 
of a significant group of patents that shared common characteristics and concepts 
related to nanotechnology.  
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Nanotechnology is a discipline that involves the manipulation of materials and 
systems at the nanoscale (i.e., on the order of billionths of a meter) and has 
applications in a variety of fields, including electronics, medicine, advanced 
materials, and energy. A specific patent that stood out within this emerging 
technological cluster is the Brazilian patent BR 10.2022.0000298-6, titled “Method 
for the production of silver nanoparticles”. This patent describes a method to produce 
silver nanoparticles from a silver precursor and a catalyst.  

The method involves the reduction of the silver precursor in an aqueous 
medium, in the presence of the catalyst. The silver nanoparticles produced by this 
method are highly effective in eliminating antibiotic-resistant bacteria. This 
discovery suggests that nanotechnology is a priority area for research and innovation 
in BRICS countries, with a specific focus on the application of nanomaterials to 
solve challenges in health and technology. These advancements could carry 
considerable ramifications for research and development across BRICS nations, 
augmenting the global nanotechnology market and its multifaceted applications 
across various industries. 

Also, through ease of idea exchange, a clustering patents based on similar 
characteristics facilitated the exchange of ideas between researchers from different 
areas. This collaboration can lead to disruptive innovations. The Table 7 below 
presents the results of a patent analysis of BRICS countries by area of technological 
specialization. These results show that there is a significant potential for 
collaboration between BRICS countries in a variety of areas. For example, Brazil is a 
leader in nanotechnology, and India and China are also investing in this area. This 
opens the possibility for collaboration between these three countries to develop new 
nanotechnology technologies with applications in health, energy, and other sectors.  

Table 7. Patent analysis by area of technological specialization. 

Country Area of specialization Relationship with other countries 

Brazil Nanotechnology 
Potential for collaboration with India and China, which are 
also leaders in nanotechnology. 

Russia Artificial intelligence 
Potential for collaboration with China, which is also a leader 
in artificial intelligence. 

India Internet of things 
Potential for collaboration with China and Brazil, which are 
also investing in the internet of things. 

China Blockchain 
Potential for collaboration with Brazil and Russia, which are 
also developing blockchain technologies. 

South Africa Cloud computing 
Potential for collaboration with Brazil and India, which are 
also investing in cloud computing. 

Source: Research data. 

Similarly, Russia is a leader in artificial intelligence, and China is also investing 
in this area. This opens the possibility for collaboration between these two countries 
to develop new artificial intelligence systems with applications in robotics, 
healthcare, and other sectors. The results of the analysis also show that BRICS 
countries are investing in a variety of technological areas, which could lead to 
increased collaboration between them in the future.  

Finally, hierarchical clustering was used to obtain a detailed view of the 
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nanotechnology landscape, revealing more specialized subgroups within the cluster. 
This granular view can help to better understand the specific areas where 
collaboration and innovation are thriving. The results of the analysis show that 
BRICS countries are investing in a variety of nanotechnology areas, with a focus on 
nanomaterials for healthcare, energy, and electronics.  

Hierarchical clustering identified specific areas with potential for collaboration, 
such as nanomedicine between Brazil and India, nano catalysts between Brazil and 
China, and nanoprinting between Brazil and India.  

The Table 8 below presents the main findings. 

Table 8. Patent analysis by type of nanomaterials. 

Country Type of nanomaterials Subgroups and Potential Collaboration 

Brazil 

Nanomaterials for healthcare: 
Nanomedicine, nanosurgery, 
nanodiagnostics 

Brazil and India have strong research in nanomedicine, 
with potential for collaboration in areas such as cancer 
diagnosis and treatment, cardiovascular diseases, and 
infectious diseases. 

Nanomaterials for energy: 
Nanocatalysts, 
nanomembranes, nanofibers 

Brazil and China have strong research in nanocatalysts, 
with potential for collaboration in areas such as renewable 
energy production and carbon capture. 

Nanomaterials for 
electronics: Nanoprinting, 
nanoelectrodes, nanoantennas 

Brazil and India have strong research in nanoprinting, with 
potential for collaboration in areas such as the 
development of new electronic devices and sensors. 

Russia 
Nanomaterials for defense: 
Nanocomposites, 
nanosensors, nanorobotics 

Russia and China have strong research in nanocomposites, 
with potential for collaboration in areas such as the 
development of new defense materials. 

India 
Nanomaterials for healthcare: 
Nanomedicine, nanosurgery, 
nanodiagnostics 

India and Brazil have strong research in nanomedicine, 
with potential for collaboration in areas such as cancer 
diagnosis and treatment, cardiovascular diseases, and 
infectious diseases. 

China 
Nanomaterials for healthcare: 
Nanomedicine, nanosurgery, 
nanodiagnostics 

China and Brazil have strong research in nanomedicine, 
with potential for collaboration in areas such as cancer 
diagnosis and treatment, cardiovascular diseases, and 
infectious diseases. 

South 
Africa 

Nanomaterials for energy: 
Nanocatalysts, 
nanomembranes, nanofibers 

South Africa and Brazil have strong research in 
nanocatalysts, with potential for collaboration in areas 
such as renewable energy production and carbon capture. 

Source: Research data. 

The innovation landscape map of BRICS countries can be seen as a product of 
the combination of patent clustering results and patent classification. Patent 
clustering identifies groups of patents with similar characteristics, while patent 
classification provides a framework for organizing patents into specific categories. 
Table 9 summarizes the focus areas, collaboration opportunities, and research and 
development strategic decisions that can be inferred from the innovation landscape 
map. 
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Table 9. Innovation landscape map of BRICS nations. 

Technological Clusters Focus Areas Collaboration Opportunities Research and Development Strategic Decisions 

Nanotechnology 
Advanced materials, 
healthcare, energy 

Cooperation between 
companies and research 
institutions 

Focus on the application of nanomaterials to solve 
challenges in healthcare and technology 

Artificial intelligence 
Computing, robotics, 
healthcare 

Collaboration between 
companies and research 
institutions 

Focus on the development of new applications for 
artificial intelligence 

Internet of things 
Manufacturing, healthcare, 
transportation 

Collaboration between 
companies and governments 

Focus on the development of new solutions for the 
internet of things 

Blockchain Fintech, supply chain, energy 
Collaboration between 
companies and governments 

Focus on the development of new applications for 
blockchain 

Source: Research data. 

The innovation landscape map is a valuable tool for understanding 
technological trends and identifying opportunities for collaboration and innovation in 
BRICS countries. 

4.3.3. Natural language processing (NLP) analysis 

Natural Language Processing (NLP) techniques have emerged as a powerful 
tool for patent analysis in the BRICS context. NLP enables the extraction of valuable 
insights from patent documents, including sentiment analysis, contextual nuances, 
and competitor intelligence. This information can be leveraged to inform decision-
making across a range of areas, including R&D, intellectual property strategy, and 
investment. 
 Sentiment analysis of patent insights: sentiment analysis can be used to

determine the emotional tone of patent documents, identifying whether the
descriptions are imbued with optimism, neutrality, or pessimism. This
information can be used to gauge the inventors’ and patent holders’ attitudes
toward their innovations, as well as to identify promising opportunities based on
the emotional tone of the documents. Applying this approach to a set of patents
related to renewable energy in the BRICS context, we were able to discern that
a significant number of patents exhibited a predominantly optimistic tone in
their descriptions. This finding provided valuable insights into the inventors’
and patent holders’ attitudes toward innovation in this field, while also
indicating a strong commercial potential and technical feasibility of the
described technologies.

 Contextual nuances unveiled: NLP can also be used to unveil profound
contextual nuances present within patent documents. For example, by applying
linguistic pattern analysis and semantics to a set of patents related to artificial
intelligence, researchers were able to discern subtle details regarding the
applicability of these innovations. This in-depth analysis revealed that some
patents addressed specific AI applications in medicine, while others focused on
solutions for the automotive industry. This deeper understanding of the true
meaning of patented innovations proved pivotal, surpassing what could be
inferred solely through superficial document reading. It empowered researchers
and investors to identify specific opportunities for the development and
application of these innovative technologies within the BRICS nations.
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 Competitive landscape understanding: the application of Natural Language
Processing (NLP) significantly enriched our understanding of the competitive
landscape within the context of the BRICS, offering valuable insights into the
intellectual property strategies adopted by companies and inventors. For
instance, when analyzing a set of patents in the telecommunications sector, we
identified consistent linguistic patterns related to patent claims. This allowed us
to discern that certain companies were pursuing an intellectual property
protection strategy centered around specific technical aspects, while others
placed a stronger emphasis on the commercial applications of their innovations.
Moreover, when examining the detailed patent descriptions, we were able to
identify nuances in development approaches and the areas of expertise of
companies and inventors. For example, some companies focused on hardware
innovations, while others explored software solutions. The analysis of specific
legal terminology was also enlightening, as it enabled us to understand the
tactics employed to safeguard and fortify patent claims.

 Identifying promising innovations: through the analysis of patent documents
with optimistic descriptions within the BRICS context, we successfully
identified highly promising innovations. For instance, while examining patents
related to renewable energy, we pinpointed patents with descriptions expressing
confidence in the technical and commercial viability of their technologies. This
discovery proved immensely valuable for decision-makers, enabling them to
allocate resources more effectively towards Research and Development (R&D)
projects demonstrating greater potential for success. Furthermore, these
promising innovations also became a valuable source for identifying investment
opportunities for companies and investors interested in participating in the
growth and development of these technologies.

 Insights to Intellectual Property strategy: the insights obtained from Natural
Language Processing (NLP) analysis enriched the understanding of the
innovation landscape within the BRICS context and directly influenced the
formulation of intellectual property strategies. A notable example was making
informed decisions regarding patent acquisition. For instance, by using NLP
analysis to assess the content of biotechnology-related patents, we identified
that a specific set of patents contained key information about a novel gene-
editing technique. This in-depth analysis enabled a BRICS pharmaceutical
company to strategically decide to acquire these patents to strengthen their
intellectual property portfolio in the field of gene therapy. Furthermore, insights
derived from NLP analysis were valuable in intellectual property portfolio
management. For example, when analyzing patents related to clean energy
technologies, a company’s R&D team identified specific areas where there was
a gap in their patent portfolio. Based on these findings, they could prioritize the
development of new patents to fill these gaps and bolster their competitive
position. These insights also played a crucial role in managing intellectual
property-related risks. By analyzing patent content and assessing their potential
for litigation, companies could take initiative-taking measures to avoid
infringing third-party intellectual property or defend against potential legal
actions.
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Natural Language Processing (NLP) techniques have proven to be 
indispensable for patent analysis within the BRICS context. Through sentiment 
analysis, we unveiled inventors’ attitudes toward their innovations, identifying 
promising opportunities based on the emotional tone of the documents. Furthermore, 
NLP enabled us to explore contextual nuances and subtle details regarding the 
application of patented technologies, enriching our understanding of the competitive 
landscape and facilitating the formulation of intellectual property strategies. 

4.3.4. Predictive modeling 

Machine Learning models, including the Random Forest algorithm, were 
employed to make predictions concerning patent trends, patent grant probabilities, 
and the economic assessment of intellectual property within the BRICS nations. 
These models enable projections regarding the future of technological innovation 
based on historical data and current trends. The Random Forest algorithm, renowned 
for its ability to handle large and complex datasets, particularly excelled in this task, 
contributing to the generation of insights crucial for understanding the innovation 
dynamics within the BRICS context. The main results follow in Table 10. 

Table 10. Predictive modeling main results. 

Category Main results 
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Machine Learning models were trained on extensive patent datasets from BRICS countries, containing detailed information such 
as grant dates, technological areas, litigation history, and temporal evolution. The application of these models revealed intriguing 
predictions regarding emerging trends in technology. For instance, upon analyzing the data, the model identified that the fields of 
artificial intelligence and blockchain technology were experiencing significant growth in the number of granted patents over the 
years. Furthermore, the model highlighted a potential convergence of these two technologies in interdisciplinary projects. These 
findings provided valuable insights for companies and investors interested in anticipating the areas of technological innovation 
likely to gain prominence in the future, enabling them to allocate resources and research efforts more strategically and 
proactively. 
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The Machine Learning models employed generated estimates of patent grant probabilities in BRICS countries. These models 
considered a series of factors, such as document quality, relevant area, and the historical records of similar patent applications. 
This provided a precise insight into the likelihood of success for specific patent applications in BRICS countries, assisting 
inventors and companies in making informed decisions about where to allocate resources for R&D and intellectual property 
strategies. For instance, an inventor in Brazil seeking to patent a specific innovation in the clean energy technology field obtained 
an accurate estimate of their chances of success based on the specifics of the Brazilian patent system and the characteristics of 
their application. Similarly, an inventor in India seeking to patent an innovation in the software technology field received a 
precise estimate of the grant likelihood based on Indian patent regulations and the characteristics of their application in that 
country. Thus, results involving this customized approach became essential in addressing the unique aspects of each BRICS 
country, making patent-related decisions more informed and strategic in this context. 

E
va

lu
at

in
g 

In
te

ll
ec

tu
al

 
P

ro
pe

rt
y 

V
al

ue
 

Patent analysis in BRICS countries, supported by Machine Learning models, played a crucial role in the economic valuation of 
intellectual property. These models enabled the precise quantification of the economic value of patents based on a variety of 
criteria tailored to the realities of each BRICS country, such as technological relevance, market potential, and existing 
competition. For example, in the case of China, the models considered the size of the Chinese market, competitive dynamics, and 
the strategic importance of certain technologies to the country’s economy. Based on these factors, it was possible to accurately 
assess the economic value of patents related to artificial intelligence in a rapidly growing Chinese context. This evaluation played 
a vital role in the strategic management of patent portfolios, allowing companies to identify valuable assets and prioritize 
investments in R&D and intellectual property strategies. Furthermore, it was recognized that the economic evaluation of 
intellectual property was also crucial for licensing transactions and strategic investments. For instance, a Brazilian company 
holding patents related to bioenergy can leverage this analysis to attract international investors interested in collaborations or 
licensing of these technologies. 
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Table 10. (Continued). 

Category Main results 

In
si

gh
ts

 f
or

 F
ut

ur
e 

Te
ch

no
lo

gi
ca

l 
In

no
va

tio
n 

One noteworthy outcome involved the prediction of a substantial increase in the granting of patents related to renewable energies. 
Based on historical analyses and current market trends, the findings anticipate that renewable energies are emerging as a growing 
area of technological innovation in the BRICS countries. This forecast informed strategic decisions regarding investment and 
technology development in this sector. For instance, a solar energy company in Brazil can utilize these insights to expand its 
R&D efforts in solar energy storage technologies while simultaneously seeking strategic partnerships with local companies and 
research institutions. This initiative-taking approach enables the company to position itself at the forefront of solar energy 
innovation in the country. Additionally, governments and funding agencies also benefit from these predictions by directing 
resources toward areas of technological innovation identified as promising. 

Source: Research data analysis. 

The outcomes yielded by applying Machine Learning Models to forecast patent 
trends, patent grant probabilities, and evaluate the economic aspects of intellectual 
property signify a crucial scientific approach. This approach allows us to understand 
the present and foresee the future of technological innovation.  

These models constitute a powerful tool for supporting strategic decision-
making in research, development, and intellectual property management. 

4.4. Confirmation of results 

In the fourth stage, our primary objective was to validate and ensure the 
integrity of the results we had acquired. This validation process encompassed several 
crucial areas of focus: first, the application of cross-validation techniques to assess 
the reliability of our models; second, a comprehensive comparison of our algorithms 
against well-established patent classification systems to gauge their performance; 
third, an examination of our outcomes against datasets meticulously labeled by 
domain experts for benchmarking purposes; and lastly, the enforcement of rigorous 
testing and validation protocols aimed at mitigating potential biases and reinforcing 
the overall robustness of our findings. This section underscores the pivotal practical 
results that have been rigorously verified. 

Firstly, cross-validation procedures unequivocally affirmed the robustness and 
generalizability of our Machine Learning models, even when confronted with 
dynamic technological variations and regulatory disparities across the BRICS 
nations. This validation was imperative to guarantee the versatility of our models in 
adapting to distinct technological and cultural contexts within the region. For 
instance, during our analysis of patents associated with renewable energy in China, 
we adeptly discerned innovation trends in solar technologies. The rigorous cross-
validation processes were pivotal in ascertaining whether these discerned trends 
could be extrapolated to other technological domains, such as biotechnology in 
Brazil or artificial intelligence in India. This, in turn, fortified the veracity and 
dependability of our conclusions across the entire spectrum of innovation within the 
BRICS. 

In addition, we have conducted a comprehensive comparison of our findings 
with established patent classification systems, which has served as a resounding 
validation of the efficacy of the algorithms painstakingly developed. This validation 
extends well beyond mere accuracy and encompasses our algorithms capacity to 
contextualize our analyses within the intricate technological landscape of the BRICS 
nations. This reinforcement is particularly noteworthy within the intensely 
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competitive sphere of technological innovation in the region. 
During our examination of nanotechnology-related patents in Russia, our 

models demonstrated heightened precision levels. Additionally, they identified 
nuanced subcategories of nanomaterials that had previously been insufficiently 
categorized within existing classification systems. This explicit demonstration 
underscores the adaptability of our algorithms to the distinctive technological 
characteristics of the BRICS, facilitating the provision of nuanced insights. An 
example of a nuanced insight that can be derived from this analysis is the 
identification of subcategories of nanomaterials that are particularly relevant to 
Russia’s research and development priorities. For instance, our models may have 
identified a subcategory of nanomaterials highly conductive to electricity, which 
could be of great interest to companies involved in the development of new batteries 
or fuel cells.  

Another subcategory identified by our models may comprise nanomaterials 
highly resistant to diseases and fungi, which could be of significant interest to 
companies focused on developing new materials for medical applications. The 
discovery of these new subcategories of nanomaterials has the potential to guide 
Russian researchers and developers toward areas with a higher potential for impact. 
Furthermore, the identification of these new subcategories may assist the Russian 
government in formulating policies and programs to support nanotechnology 
research and development. 

Moreover, our research findings underwent comparison with datasets curated 
and labeled by domain experts. This rigorous scrutiny served as a robust validation 
of the precision exhibited by our Machine Learning models in terms of 
classifications and predictions. Importantly, this comparison acknowledged the 
complex technological nuances and specific regulatory frameworks existing within 
the BRICS countries, ensuring the faithful reflection of cultural and technological 
intricacies prevalent within the region. For instance, in our analysis of 
biotechnology-related patents in India, our findings consistently aligned with the 
categorizations made by local biotechnology academics some recent publications 
about this matter [18–20]. This validation process, therefore, buttressed the 
credibility of our analyses and affirmed the aptitude of our models in deciphering the 
intricate technological subtleties inherent to the BRICS. 

Finally, the implementation of testing and validation protocols fortified the 
integrity and reliability of our research results, all while conscientiously considering 
the diversity characterizing the BRICS nations. These protocols, underpinned by 
rigorous data and methodological standards, constitute the bedrock for steering 
policies, investments, and innovation strategies in a region progressively asserting its 
prominence within the global innovation and economic development landscape. For 
example, during our analysis of patents associated with artificial intelligence in 
China, our protocols ensured the judicious selection of training and test data to avert 
overfitting, which could potentially distort our predictions. This approach produced 
Machine Learning models that generated accurate and reliable forecasts regarding 
the trajectory of AI in China—an essential focus within the nation’s innovation 
strategies. 
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5. Final considerations

This study examined the strategic integration of artificial intelligence (AI) and
patent research, revealing its transformative potential to accelerate innovation within 
BRICS economies. Our findings demonstrated how AI empowered patent analysis, 
unlocking valuable insights, expediting technological research, and ultimately 
driving economic growth. 

This research offered two key contributions. Firstly, it equipped policymakers, 
innovators, and researchers with valuable insights to leverage patents as innovation 
drivers. We highlighted areas of strength, emerging trends, and collaboration 
opportunities, laying a foundation for informed strategies. Secondly, this study filled 
a critical academic gap by examining the specific role of AI in BRICS’ patent 
analysis landscape. 

Moving forward, our research agenda delved deeper into the implications of AI 
integration. We explored ethical and legal considerations like data privacy, 
intellectual property rights, and algorithmic fairness. Additionally, we aimed to 
assess AI’s impact on patent quality, examination processes, and its potential to 
streamline procedures and enhance efficiency. Furthermore, we investigated how AI 
could facilitate collaborative innovation and knowledge sharing through dedicated 
platforms and tools. 

Our agenda also examined the implications of AI adoption for workforce 
development and capacity building, identifying skill requirements and strategies for 
education and training. Moreover, we evaluated existing policy and regulatory 
frameworks to address ethical, legal, and socio-economic concerns. By addressing 
these research priorities, we aimed to contribute valuable insights for the responsible 
and effective use of AI in patent research, fostering sustainable innovation and 
economic development within BRICS nations. 

While this study shed light on this powerful approach, limitations deserve 
consideration. Firstly, despite AI’s transformative potential, challenges associated 
with data quality and availability persisted. Variations in data quality across 
jurisdictions and inaccuracies within patent documents could impact the reliability of 
AI-driven analyses. Additionally, the inherent complexity of AI algorithms 
introduced the risk of algorithmic biases, potentially skewing results. Finally, this 
study primarily focused on the technological aspects, overlooking broader socio-
economic factors influencing innovation dynamics within BRICS nations. 

Future research endeavors should address these limitations by adopting a 
comprehensive approach that considers technological factors alongside legal, ethical, 
and socio-economic dimensions more thoroughly. Furthermore, given the rapid 
evolution of AI technologies and patent systems, ongoing efforts to monitor and 
adapt AI-based methodologies to evolving contexts were essential to ensure the 
continued relevance and efficacy of innovation strategies in the BRICS economies. 

As the technological landscape continued growth, collaborative research among 
research institutions, the private sector, and regulatory bodies became even more 
critical. We hoped this study inspired further investigations and concrete actions to 
promote the responsible use of AI in patent research, fostering sustainable innovation 
and propelling the BRICS economies forward. 
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Abstract: In this study, the author proposes and details a workflow for the spatial-temporal 

demarcation of urban areal features in 8 cities of Tamilnadu, India. During the inception phase, 

functional requirements and non-functional parameters are analyzed and designed, within a 

suitable pixel area and object-oriented derived paradigm. Land use categories are defined from 

OpenStreetMap (OSM) related works with the scope of conducting climate change, using 

multispectral sensors onboard Landsat series. Furthermore, we augment the bands dataset with 

Spatially Invariant Feature Transform (SIFT), Normalized Difference Vegetation Index 

(NDVI), Normalized Difference Built-Up Index (NDBI), Leaf Area Index (LAI), and Texture 

base indices, as a means of spatially integrating auto-covariance to stationarity patterns. In 

doing so, change detection can be pursuit by scaling up the segmentation of regional/zonal 

boundaries in a multi-dimensional environment, with the aid of Wide Area Networks (WAN) 

cluster computers such as the BEOWULF/Google Earth Engine clusters. GeoAnalytical 

measures are analyzed in the design of local and zonal spatial models (GRID, RASTER, DEM, 

IMAGE COLLECTION). Finally, multi variate geostatistical works are ensued for precision 

and recall in predictive data analytics. The author proposes reusing machine learning tools 

(filtering by attribute-based indexing in PaaS clouds) for pattern recognition and visualization 

of features and feature collection. 

Keywords: distributed computing; HPC; multi-spectral imagery; machine learning; AI; local 

climate change; zonal analysis; spatial data model 

1. Introduction

Using satellite imagery in Google Earth Engine (GEE) such as the omnipresent
Landsat 8–9 optical sensors, over a time period of 12 years (2012–2024), with the 
intent of evaluating geo-based change detection, is the main forte in this research 
endeavour. 

Since urban areas such as Chennai (roughly 5904 sq.km) have depicted 
refactoring of land use and land cover changes primarily through trend analysis and 
suitability analysis, we intend to apply geospatial data analytics as an inference engine 
for effective spatial decision support. 

In Tamilnadu, India, urbanisation has been an evolving trend since medieval 
times to present and this phenomenon can be observed in most town expansion plans, 
as outlined by the 2011 census. Measuring population growth in Tamilnadu can be 
attributed to rapid industrialisation in urban areas and the consolidation of cooperative 
unions from villages to towns. 

By generating pre clusters within a region, by unsupervised classification 
technique, we can assimilate homogeneous feature maps into a class based hierarchical 
clustering method. This study differs from related literature reviews, in that an instance 
is defined within a contextual purview, for processing each land-use feature by 
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deducing in a neighbourhood distance-based classifier. 

2. Objective

Demarcating zonal boundary or distinct urban gradient break is the primary forte
of optical remote sensing sensors during the present day. In this study we intend to 
demonstrate the findings from one such controlled experiment, which is to provide to 
government authorities a spatial decision support system (SDSS). 

Primary focus is in geospatial bigdata analytics and its application to cadastral 
mapping in urban zones of Tamilnadu. Specifically, we will address the following: 
 Implementing a base layer for Tamilnadu state with pre-determined feature 

classes. 
 Visualization of topology conditions for any given pixel in the base geo-

referenced data. 
 Overlay of raster feature datasets with vector feature classes for regular/irregular 

spatial delineations. 
 Performing spatial queries with selection, projection, and joins to extract a 

geospatial feature map for the geoanalytical engine using Google Earth Engine 
(GEE). 

 Implementing a spatial-temporal (from 2012 to 2024) inference model using 
machine learning and Platform as A Service (PaaS) cloud offering. The linear 
model simulates climatic and aspatial change detection techniques, within a 
linear multivariate geostatistical regression criterion. 

 The model is trained with region of interest (ROI) and point of interest (POI) 
sample datasets, and then it is applied for validating feature datasets from any 
given feature map, using iterator operator and collection classes in JavaScript 
programming language. 

 Data analytics is applied to operate on the following geospatial change detection 
in LANDSAT-8, LANDSAT-9 sensor’s-based satellite imagery scenes. 

 Trend analysis with focal and zonal areal interpolation boundaries. 
 Suitability analysis with environmental and human induced factors. 
 Unsupervised classification study is then under-taken to do density clustering of 

data points, resulting in user specific intervals for each user-specific class. 
Deriving overall accuracy, specificity, and recall measures from a classification 
study. Specifically, a confusion matrix (commission and omission errors) is 
computed. 

 Furthermore, Spatially Invariant Feature Transform (SIFT) method is applied to 
the feature map and the classification study is ensued for the selected multi-scale 
scene analysis. True positives and False negatives are computed and the root 
mean square error (RMSE) is conducted for validation and verification. 

 Finally, Quantile regression analysis is plotted using Mean-Covariance shift 
measure as a planar separator to fit to the datapoints. Slope and Intercept are 
calculated to determine the inflection point (feature) where collinearity is evident. 

3. Related study

Shan and Sampath [1] proposed a method based on a region-growing algorithm
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to group similar points into the same building by iteratively collecting points within a 
moving window. In the study of Sampath and Shan [2], the fuzzy c-means (fuzzy k-
means) algorithm was used to cluster individual planar roof segments to reconstruct 
building models. As the k-means and fuzzy c-means algorithms can only cluster 
convex shapes, they are rarely utilized directly to segment individual building derived 
from image segmentation [3–6].  

The task of retrieving parameters from observations/predictions is most 
commonly associated with deriving measured output. With this research proposal, we 
aim in creating an inverse radiometric calibration machine learning model. This model 
will map causal inference from live sensor readings to observed bio-geophysical 
readings. This approach varies from training models in Artificial Intelligence and 
Machine learning domains [7]. Further, the feature extraction task can be based on 
multi-dimensional sensor measurements or the target parameter can consist of several 
variables. Thus, this study is categorized as a classic Classification and Regression 
Theory (CART) problem. 

Our hypothesis is that linear classification technique produces spatially invariant 
features within a zonal areal modifiable area unit problem (MAUP). In doing so, 
adapting to multiple perceptron neural networks, transforms inputs to expected outputs 
by iteratively clustering over bounded feature maps (DBSCAN-VAE). So, as a result 
non-linear methods such as NN, can be deployed in a generative network (hyper-
parameters) in a linear mode. The use of neural autoencoder allowed us to transform 
raw images in their feature representation versions. These encoded images contain all 
the essential information about the original. Among different neural network models, 
autoencoders have found the application in many domains. In image processing, the 
autoencoders are used mostly for feature extraction, image segmentation, image 
compression/data reprojection and image reconstruction. The advantage of our 
autoencoder is that it can be used as a standalone algorithm for feature extraction with 
further use of extracted features for unsupervised purposes. 

As this study is a confluence of computer-vision, remote sensing, machine 
learning, and deep learning fields, a select number of publications have explored the 
research criterion. By spatially interpolating with deep learning approaches, such as 
spatial-temporal VAEs, allow learning the behaviour of simulations from previous 
runs. Ideally, this results in speeding up climate models by regularization of latent 
factors. While there will be a penalty on prediction accuracy, the speed-up might be 
worth in some cases. In addition, the same unsupervised autoencoder-like models 
could be used to approximate the sub grid processes Such architectures allow for the 
stochastic modelling of the earth system from raw observations. Currently, no use of 
this approach for the data-driven modelling of earth dynamics has been published. 

4. Synthesis of feature maps by using a variational autoencoder

(VAE)

The idea behind a VAE is different from the idea of an Autoencoder. Instead of 
reproducing single inputs, the goal is to map the unknown distribution of the inputs 
onto a d-dimensional multivariate Gaussian distribution and then denormalize to 
original data (Figure 1). The representation of the latent space using a dimensionality 

130



Computing and Artificial Intelligence 2024, 2(2), 570. 

reduction method is also explored in the study of Lu et al. [8]. The goal was to detect 
and track extreme events, using an AE as a method to extract features. 

Figure 1. Schematics of an auto-encoder in image synthesis [9]. 

Adapting the effectiveness of autoencoders to such a study is particularly 
important, as the final output is a generative model that closely approximates the latent 
space with second order derivative (dy/dx). Autoencoders can better represent complex 
spatial-temporal nature of the underlying datasets that is currently often summarized 
with indices or convoluted features. In particular there are usually no labels making 
unsupervised autoencoders useful. The motivation for AEs comes from: 1) the 
unsupervised extraction of useful features to predict; 2) their ability to generate 
additive (unseen data) samples from the original distribution; 3) the removal of noise, 
and 4) the identification of anomalies. 

In the worst case, such as without the use of an accelerating index structure 
(applying a sequential search), or on a degenerated dataset (e.g., all points within a 
distance less than e), the overall runtime complexity remains O(n2). Furthermore, the 
time complexity for creating spatial index structures (e.g., GiST or R*-tree) is usually 
in O (nlogn) and, as a result, this does not affect the total time complexity. Although 
some border points may be firstly marked as outliers and be clustered later, they are 
not added to the seeds list and unnecessary neighbourhood retrieval avoided because 
they are not core points. On the other hand, a border point may be shared by two 
closely distributed clusters. In this case, the algorithm will group the shared point into 
the first discovered cluster. An improvement on this situation is to group it into the 
cluster that its nearest core point belongs. Except from these cases, the result is 
insensitive to the processing order of the points. Additionally, if treating border points 
as outliers, the algorithm is deterministic. 

Previous studies on land use mostly focused on the functional zoning of 
ecological landscapes or farmland, with limitations to other implementations [10]. As 
mentioned above, OSM data contain multiple and finer information on land use, 
especially social functional information that is rarely captured from remote sensing 
images. This study pays attention to urban social functional land use and tries to extract 
three social functional types of land use based on OSM data. The OSM database 
contains 21 features describing the land surface objects, and each feature is labelled 
by several attributes. According to the mapping rules of Table 1, this study chooses 
three land use function types as follows: 1) residential land use, which indicates the 
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land parcels that are labelled ‘residential’, ‘apartments’, ‘dormitory’, ‘garage’, ‘house’, 
‘residential’, ‘dorm’, etc.; 2) commercial land use, which refers to the land for 
wholesale and retail, accommodation and catering, and commercial or financial 
purposes with labels of ‘retail’. ‘Marketplace,’ ‘pharmacy’, ‘hotel’, ‘café’, ‘restaurant’, 
‘bank’, ‘commercial’, etc.; 3) public service land use, which includes government and 
organizations, science and education, medical and health charity, recreational land, 
public facilities, park and green space, and scenic facilities with labels of ‘office’, 
‘university’, ‘hospital’, ‘cinema’,’ post office’, ‘park’, ‘viewpoint’. 

Table 1. Confluence of image analysis techniques. 

S.NO Scientific domain Technology Roadmap 

1 
Distributed 
Computing 

Parallel and Distributed High Performance 
Computing System (HPCS). 

High level design (HLD) to integrate satellite imagery retrieval, 
storage, and analysis into a value-added reseller (VAR) functional 
outlay. 

2 Computer Vision 
Algorithm Development for Scheduling and 
Staging System 

Image analysis, Digital Image processing for pixel detection and 
synthesis. Includes 3-D (Stereo vision) and 2-D feature extraction. 

3 
Satellite 
Communications 

Image Retrieval and Archival System Building Block for Ingest and Analysis workflows. 

4 
Geospatial 
Analytics 

Feature Engineering Geoprocessing, Recomputing, Geoanalytical, and Geo-Statistics. 

5 Cloud Computing 
Client/Server n-Tier Architecture in PaaS 
and SaaS. 

NIST defined a computer based functional entity with Ubiquity 
and Pervasiveness. 

6 Remote Sensing 
Imaging System for Sensing and Remote 
Measurement of natural phenomena 

Radiometric measurement and feature extraction 

7 
Software 
Engineering 

JavaScript and Python software development 
using Google Earth Engine (GEE) as an 
Interface (ICD standards) 

Modular driven architecture with call-return graphs and tight 
coupling using high cohesiveness. 

8 Machine Learning 
Unsupervised Classifier, Variational 
Autoencoder, SGD and Cross-Entropy 
feature segmentation. 

Semi-structured data analysis using unsupervised learning within a 
pre-defined number of feature classes. 

9 
Artificial 
Intelligence 

Inference System with Explainable Artificial 
Intelligence (XAI) 

Deep-learning using feedback and reward inference engine. 

10 
Database 
Technologies 

SQL data store for benchmarking and 
Indexing purpose. 

Data store in the cloud and within the firewall premises for 
maintaining redundancy and replication ability. 

5. Proposed methodology

Deep learning also faces challenges that are unique to earth science data:
multimodality; high degree of heterogeneity in space and time; and the fact that earth 
science data can only provide an incomplete and noisy view of the underlying eco-
geo-physical processes that are interacting and unfolding at different spatial and 
temporal scales. 

Causal reasoning with an inference engine is limited to studies for one site or one 
instance by design. To generalize the results obtained as in a sequential work flow, we 
have to aggregate the effects from each normalized input as a feedback mechanism to 
the precedent and antecedent path. Then applying heuristic rules (knowledge base 
aided by a human in the loop) we can reconstruct any input sequence averaging over 
mean (zero) and variance (absolute one) [10,11]. 

In this paper, a density-based cluster algorithm, DBSCAN [12], is independently 
implemented in a spatial database to separate building point clouds into individual 

132



Computing and Artificial Intelligence 2024, 2(2), 570. 

buildings. As a density-based clustering method, DBSCAN characterizes a well-
defined “density reachability” cluster model by connecting points that satisfy a density 
criterion as defined as a minimum number of objects within a certain neighbourhood. 

In contrast to k-means method that can only find convex clusters, DBSCAN can 
form a cluster of an arbitrary shape. Moreover, based on spatial databases, it benefits 
from the spatial index offered by the system and achieves performance improvements. 
The algorithm is implemented as follows, and the flowchart is shown in Figure 2. 

Figure 2. Proposed methodology. NDVI (Normalized difference vegetation index; 
Dry Built-up index (DBI); Dry bare-soil index (DBSI). 

6. DBSCAN algorithm

We propose a variant of the existing DBSCAN algorithm for these purposes. The
algorithm efficiency is measured by the relative weights applied to form clusters from 
a randomly assigned seed value. In addition to the distance (radii) parameter the pre-
processing parameter, number of clusters (region of interest—ROI), is defined in a 
linear approach. For each assigned point in a cluster, intra-class variance is minimized 
or, we can emphasize that connected component segments are created within a 5 × 5 
moving pixel neighbourhood. Thus, each individual data point in dense regions are 
core points that are assigned to each cluster based on the specificity of the sparse 
density matrix. 

Figure 3. Process data flow diagram in pixel-based approach. 
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One example of a bio-geophysical phenomena is surface/atmospheric 
temperature (Band 10—TIR band of LANDSAT-8) recorded from the satellite, is 
input to the climate forecasting model. This topic is sparsely researched in the remote 
sensing literature, and hence we emphasize the value factor derived by conducting a 
continuous multi-variate as inputs to our study. Many other input variables can be 
listed—NDVI, DBI, DBSI, etc. (Figure 3). 

In this experiment pre-processing machine learning model VGG16 is adapted 
(transfer learning) for filtering patterns during the training. During this iteration step 
input layer, hidden layers, and output layer are connected in a sequential arrangement 
to form a non-singularity transfer learning entity (Figure 4). 

Figure 4. Type I and II error reduction. 

The filters perform feature extraction and transform our data into a latent space 
where the problem is potentially easier to solve. For VGG16, data is typically structured 
in 2-D space (Longitude, Latitude). We can do data augmentation by inputting the 
sequence of bands (channels) and Indices from satellite data into the feature selection 
model (Figure 5). This architecture is akin to a convolutional neural net, excepting 
that it behaves in a VGG16 pre-trained network as such. For our purposes, we shall 
denote this step as Model-A. Inputs to the variational autoencoder (VAE) are denoted 
as Model-B. 

Figure 5. Category, application type, and data type segments [13]. 
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Figure 6. Pre-processing of input imagery. Examines an instance of ROI. 

Therefore, we can adapt a unified representation with x = height, y = width, b = 
band, k-statistical indices, and T-Temporal identity matrix (Figure 6). This would 
result in cubic filters with T channels. Two ways of modelling spatial, spectral and 
temporal relationships. (a) Cubic convolutions over space and frequencies and 
stacking the n time steps. (b) Stacking frequency, B, and time, T, and performing 2D 
convolutions over spatial dimensions (X, Y). Originally, the concept was developed 
for visual recognition problems with time-varying inputs [14]. It is important to note 
that when stacking channels, e.g. (B, T), the order of them is not taken into account by 
the model (Figure 7). 

Figure 7. Post-processing flow chart. 

Mean Square Error or Cross-entropy Optimization? 
Retrieval (Figure 8) is most often associated with least-square regression 
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modelling. Traditionally, linear regressors optimized by least-square have been the 
preferred choice but are not always sufficient to capture the complexity of retrieval 
problems. A neural network optimized by the mean-square error (MSE) loss function, 
is a one way of extending the least square linear regression with non-linearity. 
Alternatively, a probability distribution over possible outcomes can be modelled with 
Cross-Entropy based error functions. Cross-Entropy is generally associated with 
problems where we wish to label data, e.g., segmentation or classification. It can be 
shown [15] that the MSE loss is the maximum likelihood solution to a problem where 
the target can take any real values. 

Many challenges exist for deep learning in bio-geophysical parameter retrieval 
problems. Since we are modelling the Earth’s state, we need to apply algorithms on 
large amounts of data. Further, we have many sources of variance in our observations 
caused by e.g., seasonal, yearly and geographical variation (Table 1). 

Figure 8. Illustration of a generalized network for scene understanding and 
refinement. 

6.1. Dataset preparation 

Landsat 8, 9 sensor-based satellite imagery will be ingested from Google earth 
engine (GEE) together in creating a spatial data collection service. Bands in near-
infrared, short-wave infrared, thermal, and panchromatic will be chosen as inputs to 
the pre-trained network VGG16. 

From the chosen band spectrum, indices will be derived for first—Creating an 
image fusion-based collection set. Namely panchromatic sensor from Landsat-8 at 15 
m resolution will be fused with 30 m nir-sw-tir bands to create a spatial dataset that 
will reveal distinct patterns for a region of study (Table 2). 

Table 2. Specification of image analysis domains. 

S. No Geospatial domain Description 

1 Geo-Processing Zonal statistics, Feature dataset, Feature understanding 

2 Geo-Computing Feature selection, Feature extraction, Attribute spatial joins, Model fitting and Feature understanding 

3 Geo-Analytical Model fitting, Validation, Predictive analytics 

4 Geo-Statistics Validation, Predictive analytics 

After the image fusion step, spatial indices (Figure 9) calculated from each pixel 
in the input satellite imagery will be computed as inputs to the pre-trained VGG16 
network. Specifically: 
 Normalized Difference Vegetation Index (NDVI) for Vegetation feature class.
 Built -up Dryland—Dry Built-Up Index (DBI).
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 Barren land in dry climates—Dry Bare Soil Index (DBSI).
 Normalized Difference Vegetation Index (NDVI) for water bodies feature class.

Figure 9. Spectral indices calculation using image expression. 

6.2. Data augmentation in input feature dataset 

 Scale Invariant Feature Transform (SIFT)—Hierarchical Scale Space (HSS).
 Texture derived from Gray Level Co-Occurrences Matrix (GLCM)-entropy.
 Temperature feature derived from Band 10 of Landsat-8,9 (Table 3).

Table 3. Summary of geo-processing tasks. 

S.No TASK—Unit Instance Description 

1 Zonal Statistics Deriving exploratory statistics for Region of Interest (ROI) 

2 Feature Selection For pattern recognition and discriminative analysis 

3 Feature Dataset Multi-Variate inputs and Derived classes in multi-dimensional analysis. 

4 Feature Extraction Fuzzy Inference System based Segmentation followed by CART task. 

5 Feature Understanding 
Variational Autoencoder (VAE) as a generative adversarial network for encoding and decoding 
patterns that can be discernible by a human in the loop. 

6 Attribute based Spatial Joins 
Linking an object-relational data store with Geospatial data using spatial joins for query and 
search operations. 

7 Model Fitting 
Quantile Regression technique for Interval demarcation and polynomial expansion using a 
symmetrical estimation. 

8 Validation and Verification (V&V) Conducting n-fold cross validation to achieve conditional local minima for ROC characteristics. 

9 Predictive Analytics Deep Learning technique to generate specificity, accuracy, and precision for recall instance. 

7. Algorithm

Algorithm 1 Regularization and hyperparameters tuning 

1: Aim is to achieve local minima through density clustering (DBSCAN) based on Euclidean distance measure. 

2: Design covariance matrix as XT. 

3: Design of seed value as a random variable (RV). 

4: For each seed, initialize core point, boundary point and zonal area (ROI). 

5: While region growing is not ~ to NIL for batch intervals while computing weight/density estimate. 

6: Initialize cluster radius to be a compact shape (necessarily not rectangle, square) CIRCULAR path. 
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Algorithm 1 (Continued) 

7: Initialize region growing pixel values that in time and space will merge all mutually exclusive points. 

8: If core point distance is LT maximum points, assign boundary. 

9: If cluster point distance GT minimum points, assign cluster region. 

10: Now, repeat over all pixels in the sample (~) for consideration into neighbourhood (optimal) having low intraclass variance. 

11: Construct covariance matrix. 

12: Stop when number of cluster regions reach 4 feature classes. 

13: For any unassigned point, assign it as an outlier/anomaly. 

14: Stop region growing. 

15: Scan all boundary points € cluster regions. If shape is defined as equidistant, assign count of core points as a threshold. 

16: Finally run R-Tree indexing for efficient spatial index retrieval. 

8. Design of input parameters to the model

 Design of a sparse matrix;
 Design of covariance matrix;
 Design of features as inputs to VAE—pyramidal resolution;
 Design of spatial autocovariance measure;
 Design of input tiling scheme in imagery;
 Design of UTM zone in region of study (ROI);
 Design of thresholding value in normalization of input data;
 Design of SIGMA value as input to SIFT;
 Design of cell size during Texture calculation with GLCM method;
 Design of hidden layers in variational autoencoder (VAE);
 Design of sequence flow during input to pre-trained network (VGG16);
 Design of ordering of inputs to VAE;
 Design of radius parameter for input to density clustering;
 Design of neighbourhood size (5 × 5 default);
 Design of epoch size during sequential processing in Iterator to avoid over/under

fitting.

9. Conclusion

In this study, feature engineering paradigm was applied to evince interest and
focus on the fragile relationships between humans and factors in environmental eco-
system. We have dealt with multi-spectral sensors and the spatial scale problem, in 
achieving an optimal scale-resolution under which causal inference is evident. Various 
state of the art algorithms and pixel/object-oriented machine learning stages were 
feature selected and feature extracted, in accordance to spatially distributed parallel 
systems. 

Conflict of interest: The author declares no conflict of interest. 
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Abstract: Although the use of biofeedback devices is beyond measure, they are widely applied 

only for clinical purposes. Therefore, this study evaluated whether biofeedback devices could 

be applied to estimate heart rate variability (HRV) among healthy populations. 60 individuals 

(46 ± 5 years; 30 women) performed maximal exercise protocol (MEP). At pre- and post-MEP 

status, HRV indexes were collected by two devices: 1) the electrocardiogram device (ECG); 

2) the biofeedback device (BIO). At pre-exercise status, all HRV parameters had significant

correlations, ranging from low (r = 0.241) to high (r = 0.779). At post-exercise status,

significant correlations for some of the HRV measures were found as well, ranging from low

(i.e., r ≤ 0.29) to moderate (i.e., 0.3 ≤ r ≤ 0.49). According to our knowledge, this study is the

first attempt to evaluate HRV by biofeedback devices among healthy individuals, which shows

they can also be applied as a swift method to examine HRV among healthy individuals,

especially in rest conditions.

Keywords: heart rate variability; electrocardiogram; biofeedback; physical activity; healthy 

population 

1. Introduction

As a response to any sudden physical challenges, the cardiovascular system can
be modified to maintain homeostasis, which means heartbeats constantly change [1]. 
The heart rate variability (HRV), quantified by the fluctuations in R-wave to R-wave 
intervals (RRI), has constituted a useful non-invasive method to evaluate autonomic 
activity, particularly parasympathetic tone and sympathy-vagal balance at either rest 
or any physical activities [2–5]. As the cardiovascular system responds to stressors, 
HRV may predict certain diseases [6–8]. Plus, it can be useful to monitor high 
performance during training sessions [9–11]. Meanwhile, the literature on autonomic 
activation has explained that the reduction in HRV, consisting of both higher 
sympathetic and lower parasympathetic activities, can be considered a frequent marker 
of abnormal and insufficient autonomic nervous system (ANS) adaptation [2,12,13] 
and the elevation in blood pressure variability [14], which possibly indicates a low 
heart capacity to respond to multiple physiological and environmental stimuli [14–17], 
which is associated with diverse pathological conditions such as coronary heart disease 
and mortality [18–20], future functional decline [21], chronic heart failure [22], 
sarcopenia [23], and hypertension [24]. Whereas, high HRV, known as an indicator of 
evaluated parasympathetic and reduced sympathetic activities, illustrates a good body 
adaptation [25,26]. Recently, it has been reported that physical exercise, both aerobic 
and resistance training, influences the cardiovascular system positively, especially 
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vagal activity as its important determinant [27–30], which can be considered the 
cornerstone of nonpharmacological treatment and prevention of such diseases [31–
35]. To illustrate, various exercise methods, practically aerobic, alter the cardiac-
autonomic balance, including increasing vagal autonomic drive while lessening 
sympathetic drive [31–39]. Indeed, the studies have been conducted among healthy 
children [40], young adults [41], and patients [42–44] following performing the 
aerobic [44,45], resistance [46], or interval training interventions [47] protocols. 

Besides, sports and training sciences also pay attention to either time- or 
frequency-domain HRV indices, which means HRV is applied as the noninvasive 
method to measure autonomic changes following short- and long-term endurance 
training among individuals performing leisure sports activities and high-performance 
training [48]. These changes are followed up by a notable reduction of heart rate at 
either rest status or during submaximal exercise conditions, reflecting the elevation 
activity of the autonomic efferent and shifting in favor of vagal-activity enhancement 
to modulate the cardiac rhythm [48]. In other words, HRV kinetics may predict aerobic 
fitness and exercise performance during sub- or maximal workouts [49–51], which is 
also known as a key marker to evaluate fatigue intensity [52] and a diagnostic marker 
of overreaching and overtraining [48]. Generally, the whole study literature declares 
the vital necessity of assessing HRV among various populations to monitor their health 
status and performance regardless of both the type and intensity of exercise. 

Recently, although trended smartwatches (i.e., Apple Watch, Garmin, Fitbit, 
Polar, and Samsung Galaxy Watch) are being evaluated for HRV estimating accuracy 
related to stress management features [53–55], generally, devices such as clinical 
multi-lead ECG systems (e.g., Holter ECGs) [56], photoplethysmography (PPG) 
[57,58], the FarosTM ECG [59–61], the Actiheart [62], the AidlabTM [63,64], and 
Polar H [57,65] have been applied to assessing HRV indices regarding the large series 
of evidenceDespite this, over a seven-decade period, electrocardiograms (ECG) have 
become the most routine to monitor HRV [12,66,67]. ECG can be interchanged by 
either the Polar (i.e., S810i and V800) or Suunto t6 instruments to record the R-R 
intervals in both healthy (i.e., runners) and patient populations [68–70]. The 12-lead 
ECG, which is also known as the golden standard, consists of three bipolar-limb- leads 
(i.e., I, II, and III), three unipolar-augmented- leads (i.e., aVL, aVR, and aVF), and six 
unipolar chest leads, including V1–V6 [67,71]. Nevertheless, some items are crucial 
to measuring HRV indices by this device, such as the correct placement of each lead 
reported by various studies [67,71,72] and it also requires both expertise and time. 

On the other hand, HRV-biofeedback (HRV-bio) devices impact clinical 
therapeutics in various diseases [73]. Regarding some evidence, HRV-bio is known as 
an effective non-pharmacological intervention to monitor autonomic balance [12,74] 
which has skin conductance that can be applied as direct quantitative ANS markers 
[75], expressing its potential value in chronic disease management [76]. In general, 
HRV-bio has been applied as a training method to enhance sports and workout 
performance [77–79]. For instance, the HRV-bio has been considered a technique for 
managing stress based on longer exhalations and slower respiration training [80,81], 
and based on our knowledge, only a few papers have used biofeedback devices as an 
HRV measurement method [79]. Thus, applying HRV-bio would be considered 
another option for measuring HRV among healthy populations. 
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Taken together, HRV could be estimated by calculating the R-R intervals through 
various devices. Although the 12-lead ECG is the standard method to measure the 
HRV, it requires special items (i.e., expertise and time). On the other hand, it has been 
expressed that HRV measurements generated by a 12-lead ECG, a Holter-style 
ambulatory recording system, and a custom-built chest strap (strap) would not agree 
well in all cases [45]. Despite this, to the best of our knowledge, applying HRV-bio 
has been overlooked as a real-time and swift-measurable method to measure HRV 
among healthy individuals, which can be considered crucial and required for 
monitoring HRV in healthy populations regardless of both the type and intensity of 
exercise. Therefore, we sought to assess the accuracy between ECG (as the golden 
method) and BIO, which means approaching HRV by biofeedback device would be 
authentic at rest status (pre-exercise condition), and whether this situation would 
remain the same after performing a maximal exercise protocol (MEP) (at post-exercise 
status) among healthy individuals. 

2. Materials and methods

2.1. Ethical approval 

In this investigation, the local institutional ethics committee reviewed and 
approved all the methods and data collection (Ethical Code: IR.UMZ.REC.1397.019). 
It should be mentioned that the whole research process was performed according to 
the 1964 Helsinki Declaration [82]. In this regard, all healthy males and females had 
the opportunity to participate and obtain informed consent. In addition, the testing 
procedures, protocols, and equipment were introduced to participants, making them 
familiar with the research process. Meanwhile, the opportunity was provided for each 
individual to query any progress section whenever it was not comprehensible. 
Essentially, leaving and/or withdrawing the study progress without any consequences 
was the individuals’ right when they did not want to keep on participating. 

2.2. Study design 

In this study, the HRV simultaneously was recorded during pre- and post-exercise 
status to estimate the correlation between the HRV indices extracted by two 
measurement devices, i.e., the electrocardiogram (ECG) and the biofeedback (BIO). 

2.3. Participants, inclusion, and exclusion criteria 

In this study, 60 healthy, qualified-volunteered individuals (30 females) 
participated. Additionally, we kindly asked participants to avoid strenuous exercise 
and to abstain from any food and beverages containing alcohol and caffeine 48 h 
before data collection. All procedures and measurements were conducted from 8:00 
to 13:00. 

In addition, to be eligible to remain in the investigation process, some existing 
requirements were seated, such as: 1) Not having a smoking habit and/or being 
exposed to second-hand smoke, 2) No consumption of any antioxidant supplements at 
least one month before the study, 3) No history of chronic cardiovascular events or 
pulmonary and inflammatory diseases; 4) Not having any other medical limitations, 
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including any physical disabilities and/or limitations of mobility. All study females 
were screened for the inclusion eligibility criteria. The survey included questions 
about the history of the menstrual period (present, irregular, or absent). 

2.4. Anthropometric measurements 

Before the exercise protocol, a specialized expert assessed participants’ 
anthropometric characteristics [83]. In this case, a stadiometer was used to measure 
each individual’s weight and height according to its height (about 0.1 cm) and weight 
(about 0.1 kg) accuracy. Moreover, a body composition analyzer device (Medigate 
Inc., BoCA x1, Korea) was applied to measure the body mass index (BMI). Table 1 
illustrates the participants’ demographic characteristics. 

Table 1. Demographics (mean  standard deviation) of participants who completed. 

Participant Age (years) Height (m) Weight (kg) BMI (kg/m2) Vo2max (mL kg−1 min−1) 

Male (n = 30) 46.6 ± 4.9 1.70 ±0.07 85.35 ± 11.91 29.2 ± 3.1 34.55 ± 3.02 

Female (n = 30) 44.37 ± 4.1 1.57 ± 0.05 72.15 ± 8.9 29.1 ± 3.04 32.94 ± 3.04 

BMI—body mass index. 

2.5. The maximal exercise protocol (MEP) 

In this study, the Bruce protocol was applied as the maximal exercise protocol 
(MEP), consisting of a 3-minute stage workout that gradual elevation occurs in both 
speed and grade, subsequently, until the individual feels exhausted [84]. The exact 
details have been described previously [85]. Also, we encouraged the participants to 
continue the MEP until their maximal tolerance, which was the heart rate (HR) value, 
reached 80% to 90% of HRmax. 

To assess the VO2max, the standard equation was the reference, which has been 
published elsewhere [86]. In this case, a calibrated treadmill (h/p/cosmos Sports and 
Medical GmbH, Mercury model, Nussdorf-Traunstein Germany) was applied while 
we evaluated the Borg 6–20 scale during the MEP, also known as the ratings of 
perceived exertion (RPE). 

2.6. Kubios and biofeedback HRV analyses 

Based on Kubios HRV analysis, HR and RR intervals were continuously 
recorded via standard 12-lead electrocardiography (Custo cardio 100, Custo med 
GmbH, Ottobrunn, Germany) at pre- (rest status including a 3-minute duration of HR 
stabilization) and post-exercise (instantly after performing MEP) conditions, with 
sampling rate set at 1000 Hz (at seated posture). Next, the investigators collected the 
RR intervals while visually inspecting and omitting any premature beats and 
artifact/noise from all recorded RR intervals. Then, we export all collected RR 
intervals from the ECG manufacturer’s software (Medset, Hamburg, Germany) to 
analyze them by customized software (Kubios HRV software, version 2.1, Department 
of Applied Physics, University of Eastern Finland, Kuopio, Finland). Based on former 
evidence, there are no differences across various Kubios filter levels in adults [87]. 
Therefore, we used a very strong filter level in this study [88]. 

On the other hand, to assess HRVBIO, data was recorded by a Biofeedback device 
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(version 4.2, Biofeedback 2000 x-pert software, made in Austria) from the pronation 
surface of the hand at pre- (rest status including a 3-minute duration of HR 
stabilization) and post-exercise (instantly after performing MEP) conditions, and the 
sampling rate was set at 1000 Hz as described previously [79,89]. Briefly, the blue 
electrode cable was attached to the back of the right hand, while the red one was 
attached in the same spot but to the left hand. Also, the black electrode cable was 
attached to the back of the non-dominant hand (i.e., the left hand for right-handed 
people) [90]. To prevent the noise, we tried to keep the reference constant. 

In this study, measured indices of HRV consisted of time-domain variables (i.e., 
standard deviation of normal RR intervals, SDNN; root mean square of successive 
differences, RMSSD; the proportion of differences between adjacent NN intervals of 
more than 50 ms pNN50), frequency domain variables (i.e., the low-frequency band, 
LF (0.04–0.15 Hz), the high-frequency band, HF (0.15–0.40 Hz), the LF/HF ratio), 
and nonlinear measures (i.e., standard deviation of the instantaneous beat-to-beat RR 
interval variability or minor axis of the Poincare plot, SD1; the standard deviation of 
continuous long-term RR interval variability or major axis of the Poincare plot, SD2) 
[91,92]. 

2.7. Statistical analysis 

The SPSS software (version 27.0 for Windows, IBM, Armonk, NY, USA) was 
applied for all statical analyses while we drew the figures with the GraphPad Prism® 
software (version 9 for Windows, GraphPad Software, Inc., La Jolla, CA, USA). 
Firstly, the normality distribution of data was analyzed using the Kolmogorov-
Smirnov test. The Pearson correlation test was used to analyze the overall association 
between indices. Pearson correlation coefficient (r) from 0.3 to 0.5 was considered as 
low, 0.5 to 0.7 as moderate, and 0.7 to 0.9 as high correlation [93]. Intra-class 
correlation coefficient (ICC) analysis was also performed to examine the agreement 
between examined variables. Values for ICC were calculated using a 2-way mixed 
model and interpreted as excellent (0.90 or higher), good (0.75 to 0.90), moderate 
(0.50 to 0.75), or poor (below 0.50) [94]. Bland Altman analysis was also used to test 
the agreement between values of examined variables as well as to visually depict the 
individual dispersion patterns [95]. Data are reported by their mean standard deviation. 
In this study, P < 0.05 was settled as the significant value. 

3. Results

3.1. Correlation and agreement between HRV indices at the pre-exercise 
status 

At rest status, the HRV parameters were measured using the BIO and ECG 
devices and are presented in Figure 1 and Table 2. Regarding the Pearson test, all 
HRV parameters had significant correlations ranging from low (r = 0.241) to high (r 
= 0.779), such as RR interval (r = 0.639, p < 0.001), SDNN (r = 0.779, p < 0.001), 
RMSSD (r = 0.625, p < 0.001), PNN50 (r = 0.455, p < 0.05), LF (r = 0.524, p < 0.001), 
HF (r = 0.589, p < 0.001), LF/HF ratio (r = 0.559, p < 0.001), and SD2 (r = 0.313, p 
< 0.05); except for SD1, which only showed a certain trend toward significance (r = 
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0.241, p = 0.064) (Figure 1). Similarly, based on intra-class correlation coefficient 
(ICC) analysis, the indices obtained from these measurement devices, including RR 
intervals (ICC = 0.780, p < 0.001), SDNN (ICC = 0.874, p < 0.001), RMSSD (ICC = 
0.769, p < 0.001), and HF (ICC = 0.722, p < 0.001), showed a significant agreement 
(Table 2). Meanwhile, PNN50 (ICC = 0.612, p = 0.008), LF (ICC = 0.641, p < 0.001), 
and LF/HF ratio (ICC = 0.593, p < 0.001) illustrate a considerable relationship 
between BIO and ECG, while SD1 (ICC = 0.379, p = 0.035) and SD2 (ICC = 0.47, p 
= 0.008) had a slight correlation (Table 2). 

Figure 1. Pearson correlations between heart rate variability (HRV) parameters extracted via Kubios HRV and 
biofeedback device at pre-exercise status. Abbreviations: BIO, the biofeedback device; ECG, the electrocardiogram 
device; SDNN, Standard deviation of NN intervals; RMSSD, Root mean square of successive RR interval differences; 
LF, low-frequency; HF, high-frequency; LF/HF, LF/HF ratio; SD1, Poincaré plot standard deviation perpendicular the 
line of identity; SD2, Poincaré plot standard deviation along the line of identity. 
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Table 2. Intra-class correlation between heart rate variability (HRV) parameters 
obtained from Kubios HRV software and biofeedback device (BIO) at pre-exercise 
status. 

Parameters 
Mean  standard deviation Interclass correlation 

Kubios HRV BIO ICC 95% CI P 

RR intervals (ms) 6.63  0.11 6.65  0.11 0.780* 0.630–0.869 < 0.001 

SDNN (ms) 3.38  0.41 3.42  0.33 0.874* 0.779–0.928 < 0.001 

RMSSD (ms) 2.75  0.42 2.88  0.42 0.769* 0.598–0.868 < 0.001 

PNN50 (%) 37  1.080 0.74  1.56 0.612* 0.162–0.821 0.008 

LF (ms2) 5.46  0.90 4.60  0.56 0.641* 0.398–0.785 < 0.001 

HF (ms2) 4.24  0.90 4.43  0.67 0.722* 0.535–0.834 < 0.001 

LF/HF ratio 0.26  0.21 −0.431  0.99 0.593* 0.319-–0.757 < 0.001 

SD1 2.48  0.52 2.26  0.66 0.379* −0.039–0.629 0.035

SD2 3.7  0.57 4.20  0.47 0.470* 0.112–0.683 0.008 

* Significant observation.

3.2. Correlation and agreement between indices at post-exercise 

At post-exercise status, the HRV parameters were measured using the BIO and 
ECG devices, which are presented in Figure 2 and Table 3. Regarding the Pearson 
test, some HRV parameters had low correlations (0.3 < r < 0.5) to high correlations (r 
= 0.779), such as RR interval (r = 0.496, p < 0.001), LF (r = 0.260, p < 0.05), HF (r = 
0.369, p < 0.01), LF/HF ratio (r = 0.394, p < 0.01), and SD2 (r = 0.299, p < 0.05) 
(Figure 2). Regardless, other HRV parameters did not show any relationships between 
BIO and ECG at post-exercise conditions, including SDNN (r = 0.099, p = 0.451), 
RMSSD (r = 0.118, p = 0.369), PNN50 (r = 0.135, p = 0.548), and SD1 (r = 0.117, p 
= 0.372) (Figure 2). Similarly, based on intra-class correlation coefficient (ICC) 
analysis, some HRV indices obtained from these measurement devices illustrate a 
considerable agreement between BIO and ECG, ranging from low (below 0.50) to 
moderate (0.50 to 0.75), including RR intervals (ICC = 0.623, p < 0.001), HF (ICC = 
0.553, p = 0.001), and LF/HF ratio (ICC = 0.506, p < 0.001), while LF (ICC = 0.438, 
p < 0.014) and SD2 (ICC = 0.394, p = 0.028) had a slight correlation (Table 3). Despite 
this, no agreements were noted among other indices, including SDNN (ICC = 0.180, 
p = 0.224), RMSSD (ICC = 0.172, p = 0.235), PNN50 (ICC = 0.212, p = 0.295), and 
SD1 (ICC = 0.178, p = 0.228) (Table 3). 

Table 3. Intra-class correlation between heart rate variability (HRV) parameters 
extracted via Kubios HRV and biofeedback device (BIO) at post-exercise status. 

Parameters 
Mean  SD Interclass correlation 

Kubios HRV BIO ICC 95% CI P 

RR intervals (ms) 6.21  0.09 6.38  0.14 0.623* 0.35–0.776 <0.001 

SDNN (ms) 4.39  0.38 4.06  0.41 0.180 −0.373–0.510 0.224

RMSSD (ms) 2.20  0.5 3.35  1 0.172 −0.386–0.506 0.235

PNN50 (%) −0.12  0.98 1.05  1.60 0.212 −0.899–0.673 0.295
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Table 3. (Continued). 

Parameters 
Mean  SD Interclass correlation 

Kubios HRV BIO ICC 95% CI P 

LF (ms2) 3.73  1.3 4.20  0.92 0.394* −0.015–0.638 0.028

HF (ms2) 2.56  1.45 4.33  1.12 0.553* 0.252–0.733 0.001 

LF/HF ratio 1.16  1 −0.13  0.57 0.506* 0.173–0.705 <0.001 

SD1 1.9  0.59 2.75  1.11 0.178 −0.377–0.509 0.228

SD2 4.71  0.3 4.69  0.43 0.438* −0.060–0.664 0.014

* significant observation.

Figure 2. Pearson correlations between heart rate variability (HRV) parameters extracted via Kubios HRV and 
biofeedback device at post-exercise status. Abbreviations: BIO, the biofeedback device; ECG, the electrocardiogram 
device; SDNN, Standard deviation of NN intervals; RMSSD, Root mean square of successive RR interval differences; 
LF, low-frequency; HF, high-frequency; LF/HF, LF/HF ratio; SD1, Poincaré plot standard deviation perpendicular the 
line of identity; SD2, Poincaré plot standard deviation along the line of identity. 

4. Discussion

Based on our knowledge, our research is the first study to have assessed the HRV
measurement among healthy individuals by biofeedback, which means it 
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demonstrated the significant correlation between ECG (as the golden-standard 
method) and biofeedback, especially at pre-exercise status. Therefore, this is the first 
time that HRV-bio is considered a swift real-time method for monitoring HRV among 
a healthy population before and after a physical activity performance (i.e., MEP). 

HRV is known as a productive way to understand the cardiovascular response in 
the human body [96]. Healthy heart oscillations are constantly changing, which helps 
the cardiovascular system adjust rapidly to any homeostasis challenges (either 
physical or psychological) [1,96]. HRV has assessed the neuro-cardiac function, which 
shows the direct relation between cardiac rhythm and the ANS branches, including the 
sympathetic and parasympathetic systems [97]. Therefore, HRV represents an 
emergent property of interdependent regulating systems, which provide various time 
scales to respond to any psycho-environmental challenges [98]. In healthy individuals, 
it reflects the satisfied regulation of different items in the body, such as autonomic 
balance, blood pressure, gas exchange, gut, heart, and vascular tone [81], while any 
diseases would involve either a decrease or elevation in the complexity of the 
biological system [99]. Recently, De Groot et al. have declared that ANS dysregulation 
symptoms are associated with diabetes-related distress among adults suffering from 
type 1 diabetes [100]. As a result, close monitoring of electrocardiogram (ECG) 
morphology would declare that increased HRV values are due to common 
cardiovascular conditions, including hypertension, diabetes mellitus, myocardial 
infraction, and heart failure [101,102], atrial fibrillation [103], and an early indication 
of infection [104,105]. Pathologically, clinical-dependent bradycardia could stem 
from vagal tone withdrawal (i.e., parasympathetic activity reduction), which causes 
the cardiac pacemaker to be more vulnerable to sympathetic impacts [106]. 

On the other hand, HRV indices are beneficial far beyond clinical prediction, 
which are considerably strong biomarkers to monitor physiological activity and 
workout levels [57,96]. Therefore, it can be applied to evaluate the level of exercise 
stress, especially the acute intensity by changes of the ANS following any exercise, 
which means it would be considered either overtraining or an overreaching marker 
[107,108]. Based on the PNS activity of every individual, monitoring HRV would be 
used to check individualized training improvement [109]. It has been illustrated that 
guided training based on HRV is a beneficial way to improve performance [109]. 
Being exposed to any physical stressor lessens HRV, which occurs as a result of vagal 
tone withdrawal and activating the sympathetic nervous system for supplying any 
exercises and physical activities’ demands [108]. 

It is noted that an increased LF/HF ratio promotes cognitive performance [110], 
which is known as various strict internal operations reflected by behavior [111], while 
it is discovered that lessened vagal control (especially HF) is related to reduced ability 
of dynamical response to changing demands and environments, followed by the 
reduction of possible options’ range and the limitation of an individual’s ability to 
produce suitable responses and prevent inappropriate ones [112]. Likewise, it has been 
demonstrated that a low HRV is related to poorer performance associated with short- 
and long-term verbal memory [113]. If executive functioning is required for a 
cognitive task, therefore, vagal withdrawal is considered maladaptive [114], while it 
would be advantageous whenever a person is subjected to any mental stressors without 
including executive function, which means it is demonstrated as an individual’s ability 
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to deal with the stimulus successfully [115,116]. Moreover, it is expressed that cardiac 
vagal activity can be considered an index of self-regulatory and/or cognitive-related 
processing [117–119]. The study literature illustrates the necessity of monitoring HRV 
for both physical and mental purposes among healthy people via a swift real-time 
method. 

ECG is a traditional method for measuring HRV, which requires time and 
expertise. Moreover, other devices are high-priced, including clinical multi-lead ECG 
(e.g., Holter), which would not be practical for field-based monitoring in active and 
healthy individuals. Although multi-lead ECG devices are considered the golden 
standard, devices based on single-lead ECG or photo-plethysmography (PPG) are 
simple to apply [57]. Applying PPG technology to measure HRV is a recent and novel 
method, which is integrated into wearable wrist and finger-worn devices. Despite the 
motion artifact noted as a limitation of this method, their comfort and feasibility make 
them attractive alternatives to multi-lead ECG systems [58]. 
Regarding our study, there is significant agreement between ECG and BIO devices for 
measuring HRV indexes among healthy individuals at rest conditions. To prove this, 
the RR interval had moderate correlation (r = 0.639, p < 0.001), good ICC (r = 0.780, 
p < 0.001), and an average deviation of −0.01593 ms according to the Bland-Altman 
plots (95% LoA: −0.1984 to 0.1665 ms). As for SDNN, it showed high agreement (r 
= 0.779, p < 0.001), acceptable ICC (r = 0.874, p < 0.001), and an average deviation 
of −0.03843 ms according to the Bland-Altman plots (95% LoA: −0.5041 to 0.5664 
ms). Also, RMSSD noted moderate correlation (r = 0.625, p < 0.001), good ICC (r = 
0.769, p < 0.001), and an average deviation of −0.1465 ms according to the Bland-
Altman plots (95% LoA: −0.8594 to 0.5664 ms). Plus, LF noted moderate correlation 
(r = 0.524, p < 0.001), low ICC (r = 0.641, p < 0.001), and an average deviation of 
−0.8597 ms2 according to the Bland-Altman plots (95% LoA: −0.6665 to 2.386 ms2).
In addition, as for HF, it showed moderate agreement (r = 0.589, p < 0.001), good ICC
(r = 0.722, p < 0.001), and an average deviation of −0.1835 ms2 according to the
Bland-Altman plots (95% LoA: −1.644 to 1.277 ms2). Despite this, PNN50 illustrated
low correlation (r = 0.455, p < 0.05), moderate ICC (r = 0.612, p = 0.008), and an
average deviation of −0.8882% according to the Bland-Altman plots (95% LoA:
−3.386 to 1.609%). In addition, as for the LF/HF ratio, it showed moderate agreement
(r = 0.559, p < 0.001), good ICC (r = 0.593, p < 0.001), and an average deviation of
0.2213 according to the Bland-Altman plots (95% LoA: −0.1381 to 0.5808). Despite
this, SD2 illustrated low correlation (r = 0.313, p < 0.05), low ICC (r = 0.47, p =
0.008), and an average deviation of −0.4317 according to the Bland-Altman plots
(95% LoA: −1.645 to 0.7821), while SD1 illustrated no correlation (r = 0.241, P =
0.064), low ICC (r = 0.379, p = 0.035), and an average deviation of 0.2155 according
to the Bland-Altman plots (95% LoA: −1.244 to 1.675) (Figure 3). On the other hand,
at post-exercise status, the RR interval had low correlation (r = 0.496, p < 0.001),
moderate ICC (r = 0.623, p < 0.001), and an average deviation of −0.1785 ms
according to the Bland-Altman plots (95% LoA: −0.4270 to 0.07008 ms). As for
SDNN, it did not show agreement (r = 0.099, p = 0.451), ICC (r = 0.180, p = 0.224),
and had an average deviation of 0.3343 ms according to the Bland-Altman plots (95%
LoA: −0.7245 to 1.393 ms). Also, RMSSD did not note any correlation (r = 0.118, p
= 0.369), and ICC (r = 0.172, p = 0.235) had an average deviation of −1.150 ms
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according to the Bland-Altman plots (95% LoA: −3.254 to 0.9540 ms). Whereas LF 
noted low correlation (r = 0.260, p < 0.05), low ICC (r = 0.438, p < 0.014), and an 
average deviation of −0.4675 ms2 according to the Bland-Altman plots (95% LoA: 
−3.195 to 2.260 ms2). In addition, as for HF, it showed low agreement (r = 0.369, p <
0.01), moderate ICC (r = 0.553, p = 0.001), and an average deviation of −1.772 ms2

according to the Bland-Altman plots (95% LoA: −4.602 to 1.059 ms2). Despite this,

Figure 3. Bland-Altman plots of heart rate variability (HRV) parameters extracted via Kubios HRV and biofeedback 
device at pre-exercise status. Abbreviations: BIO, the biofeedback device; ECG, the electrocardiogram device; SDNN, 
Standard deviation of NN intervals; RMSSD, Root mean square of successive RR interval differences; LF, low-
frequency; HF, high-frequency; LF/HF, LF/HF ratio; SD1, Poincaré plot standard deviation perpendicular the line of 
identity; SD2, Poincaré plot standard deviation along the line of identity. 

PNN50 did not illustrate correlation (r = 0.135, p = 0.548), moderate ICC (r = 0.212, 
p = 0.295), and an average deviation of −1.603% according to the Bland-Altman plots 
(95% LoA: −4.926% to 1.720%). As for LF/HF ratio, it showed low agreement (r = 
0.394, p < 0.01), moderate ICC (r = 0.506, p < 0.001), and an average deviation of 
1.305 according to the Bland-Altman plots (95% LoA: −0.5411 to 3.151). Despite this, 
SD2 illustrated low correlation (r = 0.299, p < 0.05), low ICC (r = 0.394, p = 0.028), 
and an average deviation of 0.02067 according to the Bland-Altman plots (95% LoA: 
−0.8621 to 0.9035), while SD1 illustrated no correlation (r = 0.117, p = 0.372), ICC
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(r = 0.178, p = 0.228), and an average deviation of −0.8513 according to the Bland-
Altman plots (95% LoA: −3.201 to 1.498) (Figure 4). Therefore, not only is a 
biofeedback device considered an effective method for monitoring autonomic balance 
[12,74], but it can also be applied among healthy individuals regarding our study, 
especially at pre-exercise status. 

Figure 4. Bland-Altman plots of heart rate variability (HRV) parameters extracted via Kubios HRV and biofeedback 
device at post-exercise. Abbreviations: BIO, the biofeedback device; ECG, the electrocardiogram device; SDNN, 
Standard deviation of NN intervals; RMSSD, Root mean square of successive RR interval differences; LF, low-
frequency; HF, high-frequency; LF/HF, LF/HF ratio; SD1, Poincaré plot standard deviation perpendicular the line of 
identity; SD2, Poincaré plot standard deviation along the line of identity. 

Altogether, this study showed a significant correlation between the golden 
method and the biofeedback device, which illustrates that the biofeedback device’s 
usefulness is far beyond its clinical activities. Despite this, it should not be overlooked 
that we had some limitations in this study. Firstly, since the purpose of this paper was 
to assess whether biofeedback can be applied for HRV measurement among healthy 
people, we did not include athlete populations. Secondly, although the women were in 
the initial follicular phase of the menstrual cycle during the experiment period, the 
ovarian hormone levels were not measured directly. Finally, to prevent any possible 
noises being caused by body movement, we could not apply the biofeedback device 
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while performing MEP. Therefore, further studies are required to elucidate the impacts 
of these limitations while measuring HRV by biofeedback among healthy individuals. 

5. Conclusion

Monitoring HRV in the population could be advantageous for tailoring
individualized training and exercise programs according to the onset of illness or 
infection, identifying the risk of overreaching and overtraining, quantifying cognitive 
performance, and as an overall measure of health [31–49]. Regarding the preceding 
paragraphs, although the HRVECG is known as the golden method, it has several 
limitations [120,121], such as either expertise or time requirements, and good-quality 
electrode signals [122], which also prevents its applicability for prolonged-daily 
measurement [123]. Uniquely, this study states that biofeedback can be considered a 
facilitative way to evaluate HRV among healthy people, especially at pre-exercise 
status. Further research would be relevant for specific the HRVBIO at different 
timelines of performing any exercises. 
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Abstract: The integration of artificial intelligence (AI) into cybersecurity has brought about 

transformative advancements in threat detection and mitigation, yet it also introduces new 

vulnerabilities and potential threats. This research exploration systematically investigates the 

critical issues surrounding AI within cybersecurity, focusing on specific vulnerabilities and the 

potential for AI systems to be exploited by malicious actors. The research aims to address these 

challenges by swotting and analyzing existing methodologies designed to mitigate such risks. 

Through a detailed exploration of modern scientific research, this manuscript identifies the 

dual-edged impact of AI on cybersecurity, emphasizing both the opportunities and the dangers. 

The findings highlight the need for strategic solutions that not only enhance digital security 

and user privacy but also address the ethical and regulatory aspects of AI in cybersecurity. Key 

contributions include a comprehensive analysis of emerging trends, challenges, and the 

development of AI-driven cybersecurity frameworks. The research also provides actionable 

recommendations for the future development of robust, reliable, and secure AI-based systems, 

bridging current knowledge gaps and offering valuable insights for academia and industry 

alike. 

Keywords: artificial intelligence (AI); cybersecurity; data informatics; cybersecurity; deep 

learning (DL); machine learning (ML); security informatics; security vulnerabilities; privacy 

1. Introduction

The integration of artificial intelligence (AI) into cybersecurity has brought
significant advancements, offering powerful tools for detecting, preventing, and 
mitigating cyber threats. By employing sophisticated algorithms, AI enhances the 
ability to identify emerging threats, such as malware and ransomware attacks, through 
behavior pattern recognition [1–3]. AI systems provide real-time intelligence on global 
and industry-specific dangers, enabling organizations to prioritize their security 
measures more effectively. 

Furthermore, AI plays a critical role in combating automated threats, such as bots, 
which represent a substantial portion of internet traffic. Through the analysis of 
website traffic, AI distinguishes between legitimate bots, malicious bots, and human 
users, thereby enabling cybersecurity teams to stay ahead of these automated threats. 

AI also enhances breach risk prediction by analyzing IT asset inventories and 
threat exposure data to identify vulnerable areas within an organization’s digital 
infrastructure [4–6]. This predictive capability allows for better resource allocation 
and more effective protection against potential breaches. 

Moreover, in the era of remote work, AI is essential for endpoint protection, 
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moving beyond traditional signature-based approaches to establish behavioral 
baselines for endpoints and proactively identifying anomalies that may indicate 
emerging threats. The efficiency and accuracy brought by AI are transforming the 
cybersecurity landscape. AI automates routine tasks, allowing security analysts to 
focus on more complex responsibilities, such as incident response and threat hunting. 
By rapidly analyzing vast amounts of security data, AI detects patterns and anomalies 
that may signal cyber threats, thus improving the speed and accuracy of threat 
detection [7–9]. This automation extends to vulnerability scanning, patch 
management, and incident investigation, streamlining cybersecurity operations and 
enhancing overall effectiveness. AI’s impact on cybersecurity also includes significant 
cost reductions. By automating routine processes, organizations can decrease the 
workload and associated costs of human resources [10–12]. Additionally, AI’s 
accuracy in threat detection helps avoid the expenses related to false alarms or 
undetected breaches. Enhanced incident response capabilities reduce the time needed 
to remediate security incidents, minimizing potential financial losses, reputational 
damage, and regulatory penalties [13–15]. The proactive threat intelligence provided 
by AI further contributes to cost reduction by enabling timely and actionable insights 
that prevent and mitigate security incidents. The ability of AI to process data rapidly 
is crucial in the fast-paced cyber threat landscape, where real-time threat detection and 
response are essential. AI systems continuously learn and adapt, ensuring that 
organizations can proactively defend against emerging threats and respond effectively 
to minimize the impact of cyber-attacks. The scalability of AI algorithms allows for 
the handling and analysis of vast amounts of data, including network traffic logs, 
system logs, user behaviors, and threat intelligence feeds. This scalability optimizes 
resource allocation, improves operational efficiency, and enables organizations to 
process and detect cyber threats in complex and dynamic environments. 

This research aims to explore the dual-edged nature of AI in cybersecurity, 
identifying both the opportunities and the risks associated with its integration. By 
providing a systematic analysis of existing methodologies and proposing strategic 
solutions, this study seeks to contribute to the development of robust AI-driven 
cybersecurity frameworks that enhance digital security and user privacy. Through a 
comprehensive analysis of emerging trends, challenges, and regulatory frameworks, 
this manuscript addresses the critical need for effective and ethical AI applications in 
cybersecurity. 

2. Methods and experimental analysis

This research adopts a structured and systematic approach to investigate the
impact of artificial intelligence (AI) on cybersecurity and privacy. The research 
exploration begins with an extensive appraisal of existing background and available 
knowledge to establish a comprehensive background and identify critical research 
gaps in the intersection of AI and cybersecurity. This includes sourcing and analyzing 
a wide range of academic papers, industry reports, and case studies relevant to the 
topic. 

The background research not only provides the necessary context but also 
highlights the current state of AI integration in cybersecurity, guiding the formulation 
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of the research objectives and questions. To address these research questions, various 
data collection methods are employed, including surveys and interviews with 
cybersecurity experts, as well as the analysis of existing datasets. These methods are 
chosen to gather diverse perspectives and data, ensuring a robust understanding of the 
challenges and opportunities associated with AI in cybersecurity. The collected data 
undergo rigorous pre-processing, including cleaning and normalization, to ensure its 
quality, relevance, and applicability to the research objectives. 

The research is anchored by specific assumptions and research questions 
designed to explore the vulnerabilities and threats posed by AI integration in 
cybersecurity. These questions guide the investigation of both the risks and potential 
solutions offered by AI technologies. The research evaluates the performance of AI 
techniques in cybersecurity using appropriate metrics such as accuracy, precision, 
recall, and F1 score. These metrics are crucial for assessing the effectiveness of AI-
driven approaches in comparison to traditional cybersecurity methods, providing a 
quantitative basis for the analysis. 

Data visualization tools and techniques are employed to clearly and effectively 
present the research findings. Charts, graphs, and heatmaps are used to convey 
complex data insights in an understandable manner, aiding in the interpretation and 
communication of the results. The research also includes a comparative analysis 
between AI-based techniques and traditional cybersecurity methods. This comparison 
is essential to highlight the improvements AI offers and to identify specific areas where 
AI can provide significant advantages over conventional approaches. This 
comparative analysis helps in understanding the practical implications of integrating 
AI into existing cybersecurity frameworks. 

The results of the research investigations are analyzed in the context of the 
research objectives, providing insights into the impact of AI on cybersecurity and 
privacy. This includes a discussion of the implications of the findings for future 
cybersecurity practices and AI advancements. The research concludes by summarizing 
the key findings, acknowledging the limitations of the research exploration, and 
offering recommendations for further research. These recommendations focus on the 
continued exploration of AI applications in cybersecurity and the enhancement of 
privacy protections in the digital world. This structured methodology ensures a 
thorough exploration of AI’s role in enhancing cybersecurity and addressing privacy 
concerns, contributing to the development of robust and secure AI-driven frameworks 
in the field. 

2.1. Background research and available knowledge explorations 

Before we get into all the nitty-gritty within the retrospect, which complexifies 
concerning the context, let’s first learn the basics and history of its foundations. 
Computer security, also known as cybersecurity, digital security, or IT security, is the 
practice of protecting computer systems and networks from malicious attacks that can 
lead to unauthorized access, theft, or damage of hardware, software, or data, as well 
as disruption of services [1–5]. 

With the increasing reliance on computer systems, the internet, and wireless 
networks, cybersecurity has become a critical challenge in today’s interconnected 
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world. The history of cybersecurity can be traced back to the emergence of the internet 
and the digital transformation of society [6,7]. In the 1970s and 1980s, computer 
security primarily focused on academic settings until the advent of the internet, which 
brought about an increase in connectivity and the rise of computer viruses and network 
intrusions. The institutionalization of cyber threats and cybersecurity occurred in the 
2000s. The field of computer security was significantly influenced by the April 1967 
session organized by Willis Ware at the Spring Joint Computer Conference, known as 
the Ware Report. This event and subsequent publication marked foundational 
moments in the history of computer security. The report addressed material, cultural, 
political, and social concerns related to computer security. In the 1970s and 1980s, 
computer threats were relatively limited as the technology was still in its early stages, 
and security breaches were easily identifiable. However, insider threats, such as 
unauthorized access to sensitive information by malicious insiders, were more 
prevalent [8–10]. During this time, computer firms like IBM started offering 
commercial access control systems and security software products. Notable incidents 
in the history of cybersecurity include the creation of the computer worm Creeper in 
1971, the first documented case of cyber espionage performed by German hackers in 
the late 1980s, and the distribution of the Morris worm in 1988, which gained 
significant media attention. The development of secure protocols, such as SSL (Secure 
Sockets Layer), by Netscape in the mid-1990s aimed to enhance the security of online 
communications. However, even these early versions had vulnerabilities that were 
later addressed in subsequent releases [11–15]. 

The role of government agencies, such as the National Security Agency (NSA), 
in cybersecurity is significant. The NSA is responsible for protecting U.S. information 
systems and collecting foreign intelligence. The agency analyses software for security 
flaws, often using them offensively rather than reporting them to software producers 
for remediation. This approach has led to the exploitation of security vulnerabilities 
by both allies and adversaries, contributing to the emergence of cyberwarfare 
capabilities worldwide. The history of cybersecurity reflects the evolution of computer 
systems, the internet, and the growing threats associated with them. From the early 
days of computer viruses and network intrusions to the rise of cyber espionage and the 
development of secure protocols, the field of cybersecurity has become essential for 
protecting information systems and mitigating potential risks. The involvement of 
government agencies and the constant interplay between security measures and 
emerging threats continue to shape the landscape of cybersecurity [16–22]. The history 
of artificial intelligence (AI) can be traced back to ancient times, where myths and 
stories depicted the creation of artificial beings with intelligence or consciousness. 
However, the modern foundations of AI were established by philosophers who sought 
to understand human thinking as a mechanistic process involving the manipulation of 
symbols. This line of thinking eventually led to the invention of the programmable 
digital computer in the 1940s, which sparked the serious exploration of building an 
electronic brain [23,24]. 

The field of AI research was officially launched in the summer of 1956 at a 
workshop held at Dartmouth College. The participants of this workshop, who would 
become influential figures in AI research, were optimistic about achieving human-
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level intelligence in machines within a generation. Substantial funding was provided 
to support their efforts [25,26]. However, as the project progressed, it became evident 
that the challenges of developing AI were far greater than initially anticipated. Critics, 
such as James Lighthill, voiced concerns, and the U.S. and British governments 
responded by ceasing funding for undirected AI research in 1974. This marked the 
beginning of a timeline period known as the “AI winter,” characterized by a decline in 
AI research and disillusionment with its progress [27–29]. In the early 1980s, the 
Japanese government initiated a visionary initiative that renewed interest and 
investment in AI, leading to substantial funding from governments and industry. 
Moreover, by the late 1980s, investors once again became disillusioned with the 
progress of AI, and funding was withdrawn. In the first decades of the 21st century, AI 
experienced a resurgence in its investment and interest [30–32]. 

This was possible by advancements within machine learning techniques, the 
availability of powerful computer hardware, and the accumulation of vast amounts of 
data. Machine learning, in particular, demonstrated success in various academic and 
industrial applications, leading to a renewed optimism and enthusiasm for AI [33–35]. 

The history of AI has been marked by periods of optimism, followed by periods 
of disappointment and all the reduced funding. However, recent advancements have 
sparked a new wave of excitement, with AI becoming increasingly integrated into 
various aspects of our lives, from personal assistants to autonomous vehicles, and 
opening up new possibilities for the near future. 

2.2. Cyberthreats and the information security domain 

Cyber threats have seen a significant increase in recent years, with the 
proliferation of technology and interconnected systems. The COVID-19 pandemic 
further accelerated this trend, resulting in a 600% surge within cybercrime since 2020. 
The impact of cyberattacks is wide-ranging, affecting nearly every industry and 
leading to major financial losses, reputational damage, legal liabilities, productivity 
disruptions, and business continuity issues. Estimates indicate that global cybercrime 
costs could reach $10.5 trillion by 2025, highlighting the severity of the problem. Data 
breaches are a prevalent and costly consequence of cyber threats. In 2022–2023, the 
global average cost of a data breach was $4.35 million, with the United States 
recording the highest average cost at $9.44 million. The healthcare industry 
experienced a significant jump in data breach costs, with an average of $10.1 million, 
reflecting a 42% increase since 2020. Cloud environments were also a common target, 
accounting for 45% of data breaches in 2022–2024. Various motives drive cyber 
threats. Cybercrime committed for financial gain by individuals or groups is one 
prevalent motive. Politically motivated cyberattacks seek to disrupt systems or gather 
sensitive information, while cyberterrorism aims to undermine electronic systems and 
impose fear or panic. Malware, a broad category of malicious software, poses a 
significant threat. 

Viruses, trojans, spyware, adware, botnets, and ransomware are among the 
different types of malware used by attackers to gain unauthorized access, disrupt 
operations, or extort victims. Ransomware attacks have grown in prominence, with 
organizations facing the threat of permanent data loss unless they pay a ransom, often 
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in cryptocurrencies. Phishing attacks, where cybercriminals deceive the victims into 
divulging sensitive information, are another widespread method used. 

Other types of cyber threats also include distributed denial-of-service (DDoS) 
attacks, where a network is overloaded by coordinating a large number of systems; 
man-in-the-middle attacks, which intercept and steal data during communication; SQL 
injection, exploiting vulnerabilities in data-driven applications to access sensitive 
information; insider threats from individuals with authorized access to systems; 
advanced persistent threats (APTs), infiltrations that remain undetected over an 
extended period for data theft; and especially crypto jacking, where victims’ 
computing resources are hijacked for cryptocurrency mining. Data security plays a 
crucial role in combating cyber threats. It encompasses measures to protect data from 
unauthorized access, corruption, or accidental errors. 

This technique includes data privacy, encryption techniques such as cryptography 
and homomorphic encryption, and ensuring data integrity. Addressing cyber threats 
requires continuous vigilance, robust cybersecurity measures, and proactive strategies. 
Organizations must invest in cybersecurity infrastructure, employee training, threat 
detection and response systems, and data protection mechanisms to mitigate risks and 
safeguard sensitive information in an increasingly interconnected digital landscape. 

Cybersecurity is a critical practice aimed at safeguarding electronic systems, 
networks, computers, mobile devices, programs, and data from malicious digital 
attacks. It involves the protection of digital information and infrastructure to prevent 
unauthorized access, data breaches, and disruption of business processes. To achieve 
cybersecurity, an organization typically implements an infrastructure consisting of 
three key components: IT security, cyber security, and network security. IT security, 
also known as electronic information security, focuses on protecting both physical and 
digital data from intruders. It safeguards data at rest and in transit, ensuring its integrity 
and confidentiality. Cybersecurity is a subset of IT security and specifically focuses 
on safeguarding digital data on networks, computers, and devices from unauthorized 
access, attack, and destruction. It involves measures such as firewalls, encryption, 
intrusion detection systems, and incident response protocols to prevent cyber threats 
and mitigate their impact. Network security, or computer security, is a subset of cyber 
security and is concerned with protecting data transmitted through computers and 
devices in a network. It employs hardware and software solutions to ensure the secure 
transmission and reception of data, guarding against interception, tampering, and 
unauthorized access. 

In practice, IT security professionals and cyber security professionals often 
collaborate to protect an organization’s data and prevent unauthorized access. While 
some companies employ separate professionals for IT security and cyber security, the 
roles may overlap, with cyber security professionals primarily focusing on securing 
digital data across various networks and systems. It’s important to note that cyber 
security is a part of the broader field of information security [31,32]. 

Information security encompasses the main protection of data and information 
and information systems across different realms, including the physical world. As 
anything occurring in the cyber realm involves the protection of information and 
systems, information security can be seen as a superset that encompasses cyber 
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security. Cybersecurity plays a crucial role in safeguarding digital assets and ensuring 
the privacy, integrity, and availability of data in an increasingly interconnected and 
digitized world [31,32]. It requires proactive measures, ongoing monitoring, and the 
adoption of robust security practices to mitigate risks and effectively respond to cyber 
threats. To provide an overview impression, Figure 1 illustration is epitomized 
concerning the matter. 

Figure 1. A diagram of information security (cyber security and network security). 

2.3. Cybercrimes, privacy, security vulnerabilities 

According to Forbes, 76% of enterprises have prioritized AI and machine 
learning in their IT budgets, driven by the increasing volume of data that needs to be 
analyzed to identify and mitigate cyber threats. AI is becoming an essential tool in the 
fight against cybercrime. 

The rapid acceleration of cybercrime has been facilitated by the lower barrier to 
entry for malicious actors, who have evolved their business models to include 
subscription services and starter kits. Additionally, the use of large language models 
(LLMs) like ChatGPT to write malicious code highlights the potential challenges to 
cybersecurity. However, it is crucial for business leaders in today’s digital world to be 
knowledgeable about the developments of AI in cybersecurity. 

Blackberry’s research found that the majority of IT decision-makers plan to invest 
in AI-driven cybersecurity, recognizing its potential to enhance their defenses against 
cyber threats. While there are concerns about the misuse of AI, particularly in social 

165



Computing and Artificial Intelligence 2024, 2(2), 1485. 

engineering and skilling up less experienced hackers, the actual threat posed by AI-
generated code may not be as significant as some headlines suggest. 

While AI can generate code that gets close to completion, it often requires human 
intelligence and refinement to make it fully functional. This means that the last mile 
of human intervention is crucial, reducing the potential threat. It is important to 
acknowledge that AI can also be used to help protect against cyber threats. AI has the 
ability to make inferences, recognize patterns, and perform proactive actions to shield 
against online threats. It can automate incident response, streamline threat hunting, 
and analyses large amounts of data to improve cybersecurity. 

AI-powered tools provide continuous monitoring, real-time attack detection, and 
automation of incident response. They can also assist in identifying false positives and 
strengthening access control measures. Furthermore, AI can help mitigate insider 
threats by analyzing user behavior and, at the same time, identifying employees 
engaged in malicious activities. 

By leveraging AI in cybersecurity, organizations can improve their threat 
detection, response times, and overall security posture. While there are many benefits 
to using AI in cybersecurity, there are also potential risks that must be considered. Bias 
in AI algorithms can lead to flawed decisions or missed threats if the training data is 
biased or unrepresentative. Addressing bias requires diverse and representative 
training data, pre-processing techniques, ongoing monitoring, transparency, and 
continuous education. 

Attackers can leverage AI technologies to enhance the effectiveness of their 
cyberattacks. AI can be used to create highly convincing phishing emails, develop 
advanced evasion techniques, automate attack tools, facilitate deepfake attacks, and 
execute adversarial attacks. These malicious uses of AI pose significant challenges for 
defensive measures and necessitate robust cybersecurity strategies. To be precise, 
business leaders must recognize the potential dangers and benefits of using AI in 
cybersecurity. While there are risks associated with the misuse of AI, efforts can be 
made to address bias and ensure fairness and equity. AI can be harnessed to improve 
cybersecurity by automating tasks, providing continuous monitoring, enhancing threat 
detection, and mitigating insider threats. 

By embracing AI responsibly, organizations can strengthen their security 
defenses in the face of evolving cyber threats. AI-powered security solutions, like any 
software or system, can have vulnerabilities that attackers may exploit. These 
vulnerabilities can compromise the effectiveness of cybersecurity measures. 

To mitigate these risks, organizations should regularly assess the security of AI 
systems through penetration testing and simulations of real-world attacks. Secure 
development practices should be followed from the early stages, including adhering 
to coding standards, conducting thorough security assessments, and using secure 
development frameworks and tools. 

Secure deployment and configuration practices are crucial, involving proper 
access controls, secure storage of sensitive data, and implementation of secure 
communication protocols. Regular updates and patching should be performed to 
address known vulnerabilities. Ongoing monitoring, robust logging, and incident 
response plans are necessary to detect and respond to security incidents promptly. 
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When adopting AI systems from third-party vendors, thorough security evaluations 
should be conducted to ensure secure development practices and strong security 
measures. 

However, there are challenges to implementing AI in security. Lack of 
transparency and interpretability is a common issue, as AI systems often function as 
black boxes, making it challenging to understand how decisions are made. Bias and 
fairness concerns arise when AI systems replicate biases present in the training data. 
Integration with existing security systems can be problematic if AI-powered solutions 
do not effectively work alongside other tools in an organization’s security architecture. 

To be more accurate, organizations need to address security vulnerabilities in AI 
systems through regular assessments, secure development practices, proper 
deployment and configuration, ongoing monitoring, and vendor evaluations. They 
must also consider challenges such as lack of transparency, bias, and integration with 
existing security systems when implementing AI in security. By addressing these 
concerns, organizations can enhance the effectiveness and reliability of their AI-
powered security solutions. 

Vulnerabilities are weaknesses in a computer system, either in the hardware or 
software, that compromise the overall security of the entire system. These 
vulnerabilities can be exploited by threat actors, such as attackers, to gain unauthorized 
access or perform malicious actions within the system. Vulnerabilities are sometimes 
also referred to as the attack surface, as they provide opportunities for attackers to 
breach the system’s defenses. Vulnerability management is a cyclical practice aimed 
at identifying, assessing, and addressing vulnerabilities in computing systems. 

The process typically involves discovering all assets within a system, prioritizing 
them based on their criticality, conducting vulnerability scans or assessments, 
reporting on the findings, remediating the identified vulnerabilities, and verifying the 
effectiveness of the remediation efforts. This iterative process helps organizations stay 
proactive in addressing vulnerabilities and minimizing the risk of successful attacks. 

It is also very important to differentiate between vulnerabilities and security risks. 
While vulnerabilities represent potential weaknesses, security risks refer to the 
potential impact or harm that can result from the exploitation of vulnerabilities. A 
vulnerability becomes a security risk when there is a significant potential for damage 
or compromise. However, not all vulnerabilities pose a risk, particularly when the 
affected asset has no value or the vulnerability is not easily exploitable. 

An exploitable vulnerability is one that has known instances of successful attacks. 
The window of vulnerability refers to the time period starting from when a security 
hole is introduced or discovered in deployed software until it is patched or mitigated, 
or when the attacker’s access is removed. Zero-day attacks, where vulnerabilities are 
exploited before a fix is available, represent a particularly challenging type of 
vulnerability. It is worth noting that vulnerabilities are not limited to software. 
Hardware, physical site vulnerabilities, or weaknesses in personnel practices can also 
introduce vulnerabilities in a system. Additionally, certain constructs in programming 
languages that are complex or difficult to use properly can lead to a very large number 
of vulnerabilities if not implemented correctly. To put it simply, understanding and 
managing vulnerabilities is crucial for maintaining the security of computer systems. 
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By actively identifying and addressing vulnerabilities, organizations can enhance their 
defense against potential attacks and reduce the likelihood of security breaches. 

2.4. The abuse of AI within the realm of cybersecurity 

Cybercriminals are finding ways to exploit AI for their malicious activities. One 
method is through social engineering schemes, where AI automates the processes and 
allows for more personalized and sophisticated messaging to deceive victims. This 
leads to a higher success rate for cybercriminals in carrying out phishing, vishing, and 
business email compromise scams. 

AI is being used to enhance password hacking algorithms, enabling hackers to 
decipher passwords more quickly and accurately, emphasizing the need for strong 
password security measures. Another concerning use of AI by hackers is the creation 
of deepfakes, which involves manipulating visual or audio content to impersonate 
individuals and spread deceptive information. 

Deepfakes can be combined with social engineering, extortion, and other 
schemes to cause confusion and fear among those who consume the manipulated 
content. Furthermore, hackers can employ data poisoning techniques to alter the 
training data of AI algorithms, leading to biased or incorrect decisions. Data poisoning 
can be difficult to detect and can result in severe consequences by the time it is 
discovered. 

In this changing AI environment, individuals and businesses need to review their 
cybersecurity practices and ensure they follow best practices, especially in areas such 
as passwords, data privacy, personal cybersecurity, and protection against social 
engineering. Regularly updating the security measures and always staying informed 
about the latest cyber-security tips is crucial. While AI offers many benefits in 
improving cybersecurity, it is important to remain vigilant and adapt security practices 
to mitigate the risks associated with AI-powered attacks. 

One challenge in using AI for cybersecurity is the need for substantial resources 
and financial investments to build and maintain AI systems effectively. Acquiring 
diverse and reliable datasets for training AI systems can be time-consuming and costly, 
making it difficult for many organizations to afford. Inaccurate or incomplete datasets 
can also lead to incorrect results and false positives, highlighting the great importance 
of quality data for AI systems to function effectively. 

Furthermore, the same AI technologies used for defense can also be leveraged by 
cybercriminals to analyze their malware and launch more advanced attacks. This 
highlights the ongoing cat-and-mouse game between cybersecurity professionals and 
hackers, where advancements in AI technology are utilized on both sides. In other 
words, while AI has the potential to enhance cybersecurity, it is important to be aware 
of the ways in which hackers can abuse AI for their malicious purposes. 

Implementing robust cybersecurity measures, staying informed about the 
evolving AI landscape, and adapting security practices accordingly are very crucial for 
individuals and organizations to protect themselves in this changing environment. 
Malware and phishing attacks are significant cybersecurity threats that can cause 
substantial harm to individuals and organizations. 

However, the advancements in artificial intelligence (AI) have brought new 
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possibilities for detecting and mitigating these threats. AI-based cybersecurity systems 
have shown promising results in malware detection [31–35]. Traditional signature-
based approaches can only detect known malware, while AI-powered systems can 
identify dynamically changing malicious agents more effectively. By utilizing 
techniques like computer vision and neural networks, researchers have achieved high 
accuracy in detecting malware across various file formats. 

AI systems can analyze the inherent characteristics of malware to identify 
potential threats, improving the overall security efficiency compared to legacy 
detection systems. Phishing attacks, which often lead to the activation of malware, can 
also be combated using AI. Machine learning-based techniques can analyze the 
structure of emails and classify them as legitimate or phishing emails, achieving high 
accuracy rates. AI-enabled tools, such as Mimecast’s Cyber Graph, employ machine 
learning to block trackers, detect phishing emails, and alert users about potential 
threats. 

AI’s role within cybersecurity goes beyond malware and phishing detection. It 
helps in knowledge consolidation by leveraging machine learning models to retain and 
utilize vast amounts of historical data to detect security breaches effectively. AI can 
keep track of global and industry-specific vulnerabilities, constantly updating its 
knowledge to defend against new threat actors and prevent upcoming attacks. 

Tech giants like Google, IBM, and Microsoft have invested significant resources 
in developing advanced AI systems for threat identification and mitigation, making 
substantial progress in protecting users and enterprises [31–35]. Additionally, AI tools 
can predict breach risks, prioritize security measures, and automate threat detection 
and mitigation processes. By reducing the time taken to detect and respond to cyber 
threats, AI contributes to minimizing the damage caused by attacks. It enables 
organizations to allocate resources more effectively and develop cyber resilience to 
withstand future attacks. 

While AI offers tremendous potential for improving cybersecurity, it also poses 
certain risks and challenges. Data manipulation, where hackers alter training data or 
introduce biases, can impact the efficiency of AI models. Hackers themselves can 
exploit AI techniques to develop intelligent malware that evades detection. Insufficient 
or biased training data can result in false positives or a false sense of security. 

Privacy concerns arise when user data is used to train AI models without adequate 
protection. Moreover, AI systems themselves can become targets of cyberattacks, with 
hackers feeding poisonous data to manipulate their behavior. 

To address these challenges, it is crucial to build robust infrastructures that 
counter the risks associated with AI in cybersecurity. Data integrity and privacy 
protection measures, continuous model updating, and proactive security measures are 
essential for ensuring the safe and secure operation of AI-powered cybersecurity 
systems. AI brings significant advancements to malware and phishing detection, 
knowledge consolidation, threat prediction, and automation in cybersecurity. While 
there are risks and challenges to overcome, organizations must leverage AI’s potential 
while implementing robust security measures to create a safe digital environment. By 
combining human expertise with AI capabilities, the cybersecurity landscape can be 
strengthened to defend against evolving threats and ensure the protection of 
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individuals and businesses. 
Artificial intelligence (AI) has been adopted by several tech giants and 

cybersecurity companies to enhance their capabilities in the field. Google has been 
utilizing machine learning techniques in Gmail and various other services for years, 
with deep learning algorithms allowing for independent adjustments and self-
regulation [31–35]. IBM heavily relies on its Watson cognitive learning platform for 
tasks like knowledge consolidation and threat detection, aiming to automate routine 
processes in security operations centralized areas. 

Juniper Networks envisions a future with autonomous networks, leveraging AI, 
machine learning, and intent-driven networking. Balbix Security Cloud also uses AI-
powered risk predictions and vulnerability management to bolster cyber-security 
efforts. However, the rise of AI in cybersecurity also presents risks. Adversaries can 
employ AI and ML techniques to evade defenses and launch more sophisticated 
attacks. They can target the data used to train security algorithms, manipulate 
information, or develop mutating malware to avoid detection. It is crucial for 
organizations to be aware of these downsides and implement safeguards to protect 
against potential threats. 

3. Cybersecurity vulnerabilities: Case studies analysis

Server-Side Template Injection (SSTI) and Client-Side Template Injection
(CSTI) are significant security vulnerabilities that occur when attackers are able to 
inject and execute malicious code within template engines used by web applications. 
SSTI happens when user-provided input is improperly sanitized and subsequently 
incorporated into server-side templates, which are then executed by the server. 

Common server-side templating engines vulnerable to such attacks include Twig, 
Jinja2, Django, ExpressJS, and Razor. Conversely, CSTI occurs when user input is 
unsanitized and injected into client-side templates, which are executed by the victim’s 
browser. Popular client-side templating engines susceptible to CSTI include 
AngularJS, Vue, Handlebars, and Mustache. An illustrative case of an SSTI attack 
involved an application allowing users to create email templates using the Twig 
templating engine. 

By inserting the test string {{7×7}} into the template, the attackers confirmed the 
vulnerability when the test email returned the value “49”, indicating that the input was 
executed by the template engine. This discovery allowed the attackers to exploit 
Twig’s ‘filter’ function to execute arbitrary system commands, leading to remote code 
execution under the context of the www-data user. Such an attack can have severe 
implications, including potential privilege escalation and unauthorized access to 
internal services. 

To prevent SSTI attacks, it is crucial to sanitize user inputs rigorously, ensuring 
that no malicious code is processed by the template engine. Using template engines 
with built-in security measures, such as automatic input escape, strict input validation, 
and sandboxing, can also mitigate these risks. For CSTI, preventing attacks involves 
similar measures: properly validating and sanitizing user inputs, adhering to secure 
coding practices, conducting regular vulnerability assessments, and keeping software 
updated with the latest security patches. By implementing these protective strategies, 
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developers can significantly reduce the likelihood of both SSTI and CSTI attacks, 
thereby enhancing the overall security of web applications. 

Next, physical social engineering tests involve a team of experts attempting to 
gain access to buildings and offices to evaluate the security of the infrastructure and 
employees. These tests are usually conducted with mature cybersecurity clients, with 
only a few staff members aware of the ongoing test to ensure genuine responses from 
employees. In a recent engagement, the challenge was to access two different sites, 
remain unchallenged, and gather additional information by interacting with 
employees. 

Reconnaissance and Pretext: Effective reconnaissance, or Open-Source 
Intelligence (OSINT), is crucial for these tests, especially for physical engagements. 
Tools like Google Maps and LinkedIn were used to gather information about the 
building layouts, potential entry methods, and develop a convincing pretext for why 
they should be allowed entry. In this case, posing as contractors or consultants due to 
ongoing building work proved to be an effective pretext. 

Initial Access: The team targeted a satellite site first, considering it easier to 
breach. Upon arrival, wearing Hi-Viz vests, they were easily allowed inside by a staff 
member. Inside, they encountered key card access restrictions but managed to find an 
unoccupied conference room. Here, they connected laptops to Ethernet ports and 
conducted network scans, even obtaining the corporate Wi-Fi password from staff 
members who did not question their presence. 

Main Target: With the initial success boosting their confidence, the team targeted 
the head office next. Despite initial resistance at the reception, they eventually gained 
entry by convincing an employee of their legitimate presence. Inside, the lack of a 
proper sign-in process and the hot-desking environment allowed them to move freely 
and conduct further network attacks. They managed to collect user hashes and crack 
one belonging to a security team member. This led to discovering a Domain Admin 
account vulnerable to kerberoasting, eventually giving them Domain Administrator 
credentials and full access to the network. 

Recommendations include the various following engagements; the team provided 
several recommendations to enhance security. 

Enforce Visitor Sign-In Processes: Ensuring that all visitors follow a strict sign-
in process can prevent unauthorized access. 

Staff Training on Social Engineering Risks: Educating staff about the dangers of 
social engineering can mitigate the risk of such attacks. 

Badge Security: Avoid revealing badge details on social media to prevent 
attackers from creating fake badges. 

Monitor All Entrances: Tailgating from non-monitored entrances like smoking 
areas can be prevented by accounting for all entry points. 

Network Security Measures: Implementing MAC filtering for Ethernet 
connections and securing Wi-Fi access points can prevent unauthorized network 
access. 

These measures can significantly bolster the physical and cybersecurity posture 
of an organization, making it harder for social engineering attacks to succeed. 
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4. Results and findings

The integration of artificial intelligence (AI) into cybersecurity is increasingly
critical, particularly in addressing the challenges associated with privacy and security 
in the digital age. As internet technologies rapidly advance and networking capabilities 
between devices expand, there is a growing need for robust cybersecurity measures 
that can handle vast and dynamic data flows. This research presents detailed visual 
analytical illustrations, including results and findings within Figures 2–7, which 
provide a comprehensive overview of AI’s impact on cybersecurity. These figures 
include conceptual frameworks for AI applications in cybersecurity, detailed security 
analytics, and insights into specific vulnerabilities and threats identified in the 
explorations. 

The visualizations serve as key tools for understanding the complex interactions 
between AI and cybersecurity. Each figure is methodically designed to highlight 
various aspects of AI integration, from its potential to enhance threat detection and 
response capabilities to the new vulnerabilities it introduces. 

For example, Figures 2–4 demonstrate how AI can be leveraged to predict and 
mitigate cyber threats more effectively. However, they also reveal areas where AI 
systems may be susceptible to exploitation, emphasizing the need for continuous 
monitoring and improvement. The findings of this research underscore the significant 
influence of AI on digital systems, which are becoming increasingly reliant on 
advanced computing technologies (Figures 5–7). As AI continues to evolve, it is 
reshaping our approach to cybersecurity, driving the development of new strategies 
and tools to address emerging threats. The research highlights that while AI offers 
enhanced capabilities for threat detection, such as real-time anomaly detection and 
advanced behavioral analysis, it also introduces new challenges, particularly 
concerning the protection of sensitive information and the management of AI-specific 
vulnerabilities. 

Figure 2. A visualization for impacts of AI on threat detection and response. 
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Figure 3. An overview of AI vulnerabilities vs. security benefits. 

Figure 4. An overview of the AI and XAI-user’s perspective context. 

173



Computing and Artificial Intelligence 2024, 2(2), 1485. 

Figure 5. A visualization of use cases for AI in cybersecurity with the most dangerous threats. 

Figure 6. An overview of opportunities and risks of AI integrations in different sectors. 
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Figure 7. AI in cybersecurity benefits and challenges an overall visualization. 

The expansion of AI’s role in cybersecurity is expected to bring about 
transformative changes across various sectors, with cybersecurity remaining a critical 
area of focus. The research identifies both opportunities and risks associated with AI 
integration. 

On the one hand, AI-driven systems can significantly improve the efficiency and 
accuracy of cybersecurity measures, offering real-time threat detection and response 
capabilities that were previously unattainable. On the other hand, the increasing 
complexity and sophistication of AI systems introduce new vulnerabilities that must 
be carefully managed to prevent potential exploitation by malicious actors. 

The dual-edged nature of AI in cybersecurity is a recurring theme in the findings. 
While AI offers substantial benefits, such as enhanced data processing capabilities and 
the ability to adapt to evolving threats, it also poses significant risks, particularly if not 
implemented with careful consideration of security implications. The visualizations 
provided in this research offer a clear representation of these dynamics, illustrating 
both the potential benefits and the associated risks of AI integration in cybersecurity. 

This research contributes to a deeper understanding of AI’s role in cybersecurity, 
highlighting the need for ongoing research and development to balance the advantages 
of AI with the imperative to protect privacy and security [31,32]. The findings 
emphasize the importance of developing more secure and resilient digital systems that 
can harness the power of AI while mitigating its risks (Figures 2–7). By addressing 
these critical issues, the research aims to support the development of AI-driven 
cybersecurity frameworks that are both effective and secure, ensuring that the benefits 
of AI can be fully realized in the digital age. 

5. Discussions and future directions

Artificial intelligence (AI) has become an indispensable tool in the cybersecurity
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landscape, offering significant benefits such as enhanced threat detection, process 
automation, and improved efficiency in managing security operations. However, the 
adoption of AI in cybersecurity is not without challenges. While AI can significantly 
bolster defenses, it also introduces new risks that require careful consideration and 
management. As organizations increasingly rely on AI to safeguard their digital assets, 
they must remain vigilant about potential vulnerabilities that could be exploited by 
malicious actors. Ensuring data integrity, preventing data manipulation, and securing 
high-quality data are critical to maintaining the accuracy and effectiveness of AI 
systems. 

To effectively harness the power of AI while mitigating associated risks, 
organizations need to implement best practices tailored to their specific security 
challenges. Developing a well-defined AI strategy that aligns with organizational goals 
and integrates seamlessly into existing security frameworks is essential. This strategy 
should prioritize data quality and privacy, ensuring that AI systems are fed with 
accurate, reliable data while adhering to stringent privacy protections. Furthermore, 
the ethical implications of AI must be addressed, particularly in terms of bias and 
fairness in decision-making processes that impact individuals. Building an ethical 
framework is crucial to mitigate these concerns and ensure that AI-driven 
cybersecurity solutions are both effective and equitable. 

The dynamic nature of cybersecurity threats necessitates continuous adaptation 
and innovation. Regular testing and updating of AI models are vital to keeping pace 
with the evolving threat landscape and maintaining optimal system performance. As 
AI technologies advance, their role in cybersecurity is expected to expand, with 
emerging technologies such as 5G and the Internet of Things (IoT) offering new 
opportunities for enhanced security capabilities. The integration of AI with these 
technologies promises to revolutionize the cybersecurity field, providing more 
sophisticated tools for threat detection, risk management, and overall digital security. 

Looking ahead, the impact of AI on the cybersecurity industry and the job market 
is likely to be profound. While AI can automate repetitive tasks, reducing the burden 
on human operators, it also opens up new opportunities for human-machine 
collaboration [31–35]. Cybersecurity professionals will increasingly partner with AI 
systems to enhance security at scale, allowing them to focus on more strategic and 
complex tasks that require human expertise. This shift underscores the need for 
ongoing education and training to equip cybersecurity professionals with the skills 
necessary to work alongside AI technologies effectively. 

As AI continues to play a more prominent role in cybersecurity, it is crucial to 
understand and mitigate the associated risks. The cat-and-mouse dynamic between 
hackers and cybersecurity experts will only intensify as AI-driven tools become more 
prevalent. Advanced AI technologies must be leveraged to stay ahead of malicious 
actors, but this requires a proactive approach that anticipates potential threats and 
responds swiftly to emerging vulnerabilities. In today’s rapidly evolving digital 
landscape, staying updated with the latest technological advancements is not just 
beneficial but necessary. Our daily lives are increasingly influenced by machine-
driven processes and continuous data flows, which, while offering convenience and 
efficiency, also pose significant security risks if not properly managed. AI has the 
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potential to transform the cybersecurity landscape into a safer, more secure 
environment. However, without adequate oversight and control, the same technologies 
that protect us could be used to create new threats. Ensuring the responsible use of AI 
in cybersecurity is a collective responsibility that involves researchers, developers, 
policymakers, and end-users. Establishing proper guidelines and leveraging expert 
insights are essential steps in maintaining a balance between innovation and security. 
As AI continues to evolve, stakeholders must remain actively engaged in ensuring that 
these technologies are developed and deployed responsibly. The future of 
cybersecurity depends on our ability to harness the positive aspects of AI while 
preventing its potential misuse, ensuring a secure and balanced digital future for all. 
While AI holds immense promise for enhancing cybersecurity, it is imperative to 
maintain vigilant oversight and control. By doing so, organizations can fully realize 
the benefits of AI while minimizing its risks, ultimately contributing to a more secure 
digital world. 

6. Conclusions

As we stand on the cusp of a new era defined by accelerated computing and
technological innovation, artificial intelligence (AI) is set to fundamentally transform 
various aspects of our world, including the cybersecurity landscape. The integration 
of AI into cybersecurity systems presents both unprecedented opportunities and 
significant challenges. AI has the potential to revolutionize threat detection, automate 
responses to security incidents, and enhance predictive analytics, making our digital 
environments more secure and resilient. However, these benefits are accompanied by 
substantial risks, particularly regarding privacy and security vulnerabilities that may 
arise from AI misuse. The dual-edged nature of AI in cybersecurity underscores the 
importance of a balanced approach. 

While AI can greatly improve our ability to protect sensitive information and 
detect cyber threats, it also introduces new potential threats if not properly managed. 
The possibility of AI being exploited by malicious actors cannot be overlooked, and it 
is crucial that society remain vigilant and adaptive in response to these evolving 
challenges. To ensure the responsible deployment of AI in cybersecurity, it is 
imperative to establish robust guidelines and regulatory frameworks that address both 
ethical and security concerns. 

These frameworks must be designed to mitigate the risks associated with AI 
abuse, safeguarding the privacy and security of individuals and organizations. 
Moreover, continuous research and development are necessary to stay ahead of 
emerging threats and to refine AI-driven security measures. 

Collaboration among stakeholders, including researchers, developers, 
policymakers, and industry leaders, is essential in creating a comprehensive approach 
to AI in cybersecurity. This collaborative effort should focus on developing best 
practices that promote the ethical use of AI, ensuring that its benefits are maximized 
while its risks are minimized. The establishment of a culture of responsible AI usage 
is vital in achieving this balance, fostering an environment where innovation can thrive 
without compromising security. 

As AI continues to evolve and integrate more deeply into the cybersecurity 
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landscape, it is clear that its impact will be profound. However, with careful 
management and strategic oversight, we can harness the power of AI to create a safer, 
more secure digital future. By proactively addressing the ethical and security 
implications of AI, we can ensure that its advancements contribute positively to 
society, benefiting all of humanity. The future of AI in cybersecurity holds immense 
promise, but it also demands careful consideration and responsible action. By 
embracing innovation while rigorously managing the associated risks, we can ensure 
that AI serves as a powerful tool for enhancing cybersecurity, ultimately leading to a 
more secure and resilient digital environment for all. 
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Abstract: Similarly, to all coronaviruses, SARS-CoV-2 uses the S glycoprotein to enter host 

cells, which contains two functional domains: S1 and S2 receptor binding domain (RBD). 

Angiotensin-converting enzyme 2 (ACE2) is recognizable by the S proteins on the surface of 

the SARS-CoV-2 virus. The SARS-CoV-2 virus causes SARS, but some mutations in the RBD 

of the S protein markedly enhance their binding affinity to ACE2. Searching for new 

compounds in COVID-19 is an important initial step in drug discovery and materials design. 

Still, the problem is that this search requires trial-and-error experiments, which are costly and 

time-consuming. In the automatic molecular design method based on deep reinforcement 

learning, it is possible to design molecules with optimized physical properties by combining a 

newly devised coarse-grained representation of molecules with deep reinforcement learning. 

Also, structured-based virtual screening uses protein 3D structure information to evaluate the 

binding affinity between proteins and compounds based on physicochemical interactions such 

as van der Waals forces, Coulomb forces, and hydrogen bonds, and select drug candidate 

compounds. In addition, AlphaFold can predict 3D protein structures, given the amino acid 

sequence, and the protein building blocks. Ensemble docking, in which multiple protein 

structures are generated using the molecular dynamics method and docking calculations are 

performed for each, is often performed independently of docking calculations. In the future, 

the AlphaFold algorithm can be used to predict various protein structures related to COVID-

19. 

Keywords: angiotensin-converting enzyme 2; AlphaFold; Deep Q Network; molecular 

dynamics; SARS-CoV-2; reinforcement learning; virtual screening 

1. Introduction

The novel coronavirus, severe acute respiratory syndrome coronavirus 2 (SARS-
CoV-2) emerged as a human pathogen in Wuhan, China at the end of 2019 and has 
since spread around the world, resulting in a pandemic [1]. Symptoms appear about 
four to five days after being infected with the virus but can take as long as two weeks. 
On the other hand, asymptomatic infections have also been reported [2]. The main 
symptoms include fever, cough, difficulty breathing, body malaise, chills, muscle pain, 
headache, sore throat, and loss of smell and taste. Elderly people and people with 
underlying health conditions such as heart disease or diabetes are more likely to 
develop severe pneumonia [3]. Respiratory symptoms, high fever, diarrhea, and taste 
disorders have also been reported in other generations. When infected during 
childhood, the symptoms are mild or asymptomatic, but viral infection itself occurs, 
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and transmission to the elderly due to asymptomatic infection has also been reported. 
The host range of SARS-CoV-2 is wide, and this virus infects not only humans and 
wild animals, but also livestock, pets, laboratory animals, and many other animals, 
causing various diseases. Genetic sequence analysis has shown that this virus is like 
the coronavirus found in bats and pangolins [4], and it has been pointed out that these 
viruses may have undergone genetic recombination. Understanding the structure and 
function of this virus is essential to developing vaccines and treatments for coronavirus 
infectious disease, which emerged in 2019 (COVID-19). 

Artificial Intelligence (AI) methods are being increasingly utilized to predict 
various aspects related to SARS-CoV-2. Here are some key findings from the search 
results: 
I) Prediction of COVID-19 severity based on blood protein profiling:

・ A study aimed to classify COVID-19 patients into mild, severe, critical, and
control groups based on blood protein profiling using deep learning, random
forest, and gradient-boosted trees [5].

・ The ensemble classifier GBTs produced the highest accuracy in predicting
disease severity (96.98%) [5].

・ This approach identified specific proteins associated with COVID-19
severity, highlighting the potential for early diagnosis and treatment
strategies [5].

II) Prediction of SARS-CoV-2 epitopes:

・ Machine learning technologies have been used to predict target human
proteins of the SARS-CoV-2 virus based on protein sequences and amino
acid composition [6].

・ Studies have focused on epitope prediction for SARS-CoV-2 S protein using
machine learning models and immunological data from SARS-CoV [7].

・ The aim is to identify nonallergenic, highly antigenic, and nontoxic epitopes
that can be used in vaccine design against SARS-CoV-2 [7].

III) AI-based mutation prediction in SARS-CoV-2:

・ Research is ongoing to develop AI models that predict the next variants of
the SARS-CoV-2 virus based on genomic data.

These studies demonstrated the potential of AI-based methods in predicting 
COVID-19 severity, identifying epitopes for vaccine design, and forecasting 
mutations in the SARS-CoV-2 virus. 

In this review, we focused our attention on the relevant new fields, such as the 
prediction of the SARS-CoV-2-related protein with AI, such as reinforcement learning 
and AlphaFold. 

2. Classification and structure of SARS-CoV-2

Coronaviruses that infect birds and mammals belong to the order Nidovirales,
family Coronaviridae, subfamily Orthocoronaviridae, which includes four genera: 
alphacoronavirus, betacoronavirus, gammacoronavirus, and deltacoronavirus. 
Currently, seven types of coronaviruses are known to infect humans; HCoV-229E, 
HCoV-NL63, HCoV-OC43, and HCoV-HKU1, which are human coronaviruses 
(HCoV) that routinely infect humans, SARS coronavirus (SARS-CoV-1), which 
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caused Severe Acute Respiratory Syndrome (SARS) in 2003, Middle East Respiratory 
Syndrome (MERS) coronavirus (MERS-CoV), which emerged in 2012, and the new 
coronaviruses (SARS-CoV-2) that is currently causing a pandemic [8]. Among the 
seven viruses mentioned above, HCoV-229E and HCoV-NL63 belong to the 
alphacoronavirus genus, and the remaining five viruses (HCoV-OC43, HCoV-HKU1, 
SARS-CoV-1, MERS-CoV, and SARS-CoV-2) is classified into the beta coronavirus 
genus, which is divided into four lineages (A, B, C, and D lineages) (Figure 1) [9]. 
Phylogenetic analysis indicates that all the coronaviruses that infect humans are 
derived from wild animals including bats and rodents. It is thought that coronaviruses 
originally carried by natural hosts including bats and rodents first infected intermediate 
hosts, and then eventually infected humans, causing disease. Regarding SARS-CoV-
2, the sequence of a coronavirus closely related to this virus has been found in bats, 
so, likely, the natural host of SARS-CoV-2 is also a bat. Additionally, a coronavirus 
closely related to SARS-CoV-2 has been detected in Malayan pangolins, so there is a 
theory that Malayan pangolins are an intermediate host, but the details are unknown. 

Figure 1. Taxonomy of coronaviridae family [10]. 

The homology of SARS-CoV-2 genomic RNA and viral proteins with SARS-
CoV-1 is 79.0% for genomic RNA, 76.2% for S protein, 94.7% for E protein, 90.1% 
for M protein, and 90.3% for N protein [11]. Betacornavirus lineage B, which is 
included by SARS-CoV-1 and SARS-CoV-2, and an enveloped, single-stranded RNA 
virus characterized by spikes protruding from its surface and an unusually large RNA 
genome whose size is approximately 27 to 32 kb that is the largest among currently 
known RNA viruses [12]. The SARS-CoV-2 genome, whose size is approximately 30 
kb, encodes four structural proteins; spike (S) protein, nucleocapsid (N) protein, 
membrane (M) protein, and envelope protein, each of which is essential for 
constructing the virus particle (Figure 2) [13]. The genomic RNA has a cap structure 
and a poly (A) sequence, at the 5’ end at the 3’ end, respectively, so it can infect host 
cells and function directly as mRNA. There are two open reading frames (ORF1a and 
ORF1b) in approximately 20 kb at the 5’ end of the viral RNA, and the start codon of 
ORF1b is located slightly upstream of the stop codon of ORF1b. Two proteins are 
translated from ORF1a and ORF1b:1a and 1a + 1b, which is synthesized by 
frameshifting of ribosomes. These proteins are cleaved by their proteases into more 
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than a dozen types of nonstructural proteins, including RNA-dependent RNA 
polymerase. 

Figure 2. SARS-CoV-2 genome organization and the canonical subgenomic 
mRNAs. The full-length genomic RNA (29,903 nt) which also serves as an mRNA, 
ORF1a and ORF1b are translated [14]. 

3. Interaction of SARS-CoV-2 S protein with a receptor on the cell

Angiotensin-converting enzyme 2 (ACE2) is recognizable by the S protein on the
surface of the SARS-CoV-2 or SARS-CoV virus [15]. On the other hand, it has also 
been shown that the S protein of SARS-CoV-2 does not recognize Dipeptidyl 
peptidase 4 (DPP4), the receptor for MERS-CoV, and APV, the receptor for HCoV-
229E [16]. ACE2 and S protein combine like a lock and key, allowing the virus to 
enter human cells [17]. The SARS-CoV-2 virus is very similar to the SARS-CoV virus 
that causes severe acute respiratory syndrome (SARS), but the receptor binding region 
of the S protein significantly enhances the binding affinity of the SARS-CoV-2 virus 
to ACE2 via several mutations [18]. Like all coronaviruses, SARS-CoV-2 uses the S 
glycoprotein to enter host cells, which contains two functional domains: S1 and S2 
RBDs [19]. The two subunits, S1 and S2 are cleaved from the S protein by host cell 
proteases [20]. S1 plays a role in receptor binding via RBD, and S2 plays a role in 
membrane fusion between the viral envelope and the cell [21].  

The SARS-CoV-2 S protein first binds to the host cell’s ACE2 receptor, which 
is a membrane protein with an enzyme domain in the cell membrane of human cells, 
via the S1 RBD [22]. The receptor specificity of the S protein is a major factor 
determining the host range and tissue tropism which is the ability to selectively infect 
specific tissues or organs of coronavirus [23]. It has been identified that ACE2 is the 
receptor for SARS-CoV-1, DPP4 is the receptor for MERS-CoV, aminopeptidase N 
(APN) is the receptor for HCoV-229E, and 9-O-acetylated sialic acid is a receptor for 
HCoV-OC43 and HCoV-HKU1, respectively [24]. The cell entry mechanisms of 
coronaviruses have two routes after binding to the receptor, 1) entry into the cell from 
the cell surface, and 2) entry into the cell via endosomes after the virus particle is taken 
into the cell by endocytosis [25]. When an enveloped virus invades a cell, the viral 
envelope needs to fuse with the cell’s lipid bilayer membrane [26]. In the case of 

184



Computing and Artificial Intelligence 2024, 2(2), 1279. 

coronaviruses, the S protein subunit S2 contains a fusion peptide, which plays an 
important role in membrane fusion. In SARS-CoV-1, the second route is the main 
pathway, in which the viral S protein taken up by endocytosis is activated by host 
proteases and causes membrane fusion between the endosomes and the viral envelope 
[27].  

Host proteases that can activate the S protein of SARS-CoV-1 include cathepsin, 
trypsin, elastase, and TMPRSS2 [28]. Additionally, the S protein of MERS-CoV is 
cleaved into S1 and S2 by Furin [29]. One of the major differences between SARS-
CoV-1 and SARS-CoV-2 is that SARS-CoV-2 has a characteristic sequence of 
consecutive basic amino acids (RRAR) in the S1/S2 cleavage site of the S protein, 
called “Furin cleavage site” which is absent in SARS-CoV-1, but is present in the S 
protein of MERS-CoV and HCoV-OC43, and efficiently cleaved by Furin and other 
proteases. During the virus replication cycle, the S protein is cleaved into S1 and S2, 
but the location and timing of cleavage differs depending on the types of coronaviruses, 
that is 1) S protein is synthesized in infected cells and then cleaved by host protease, 
and 2) when a virus invades a target cell, the S protein binds to a receptor and is then 
cleaved by host protease [30]. 

The mechanism in SARS-CoV-1 is the latter, so the S protein exists in an 
uncleaved state on the surface of the virus particle, and when the virus invades cells, 
it is cleaved by host proteases (trypsin, elastase, cathepsin, TMPRSS2) [31]. In 
contrast, in the case of SARS-CoV-2, cleavage occurs within the cell after S protein 
synthesis due to the first mechanism [32]. Experiments using pseudotyped viruses 
have shown that the S protein of virus particles exists as cleaved forms of S1 and S2 
[33]. In addition, it has been suggested that the S protein cleavage site with the Furin 
needs SARS-CoV-2 to efficiently infect the human respiratory tract and that the S 
protein activation by TMPRSS2 is important [34]. The RBD in the SARS-CoV-1 S 
protein is composed of a core structure and a receptor binding motif (RBM), and the 
RBM directly binds to the ACE2 surface [35]. The six amino acids Y442, L472, N479, 
D480, T487, and Y491 in the RBM of SARS-CoV-1 are critical for binding to ACE2 
and are involved in determining the host range of SARS-related coronaviruses [36]. 
In SARS-CoV-2, those corresponding to these six amino acids are L455, F486, Q493, 
S494, N501, and Y505, but except for Y505 (Y491 in SARS-CoV-1), different from 
amino acids [37]. Regarding the binding affinity between the RBM of SARS-CoV-2 
and ACE2 in various animal species, such as humans using computer analysis of the 
protein structure, the RBM of SARS-CoV-2 has a high binding affinity for ACE2 in 
humans, civets, pigs, ferrets, cats, orangutans, monkeys (green monkeys), and bats 
(acetonide), and the high binding affinity of mouse and rat ACE2 was predicted to be 
low [38]. 

After membrane fusion, the virus unsheathes and the virus genome is released 
into the cell, whereupon virus replication begins within the cytoplasm [39]. Since 
coronaviruses positive-strand genomic RNA can function as mRNA, it binds to host 
cell ribosomes and synthesizes RNA-dependent RNA polymerase and other 
substances necessary for virus replication [40]. Using the positive-strand genomic 
RNA as a template, the mRNA encoding each viral protein is transcribed based on the 
synthesized complementary negative-strand RNA, and the viral protein is produced 
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[41]. Replication of positive-strand genomic RNA for progeny viruses also takes place. 
Newly synthesized viral structural proteins (S, E, and M proteins) are transported to 
the endoplasmic reticulum-Golgi apparatus intermediate (ERGIC) [42]. The 
nucleocapsid formed by the N protein and viral RNA, together with other structural 
proteins, forms the virus particle and buds into the ERGIC [43]. M and E proteins play 
important roles in the virus budding step [44]. Progeny viruses budded within ERGIC 
are released outside the cell by exocytosis [45]. 

ACE is an enzyme that catalyzes the conversion of the peptide hormone 
angiotensin I (Ang I) to angiotensin II (Ang II) and is well-known as a vasoconstrictor 
that promotes muscle contraction of blood vessel walls and narrows the lumen of blood 
vessels [46]. ACE2, a viral receptor, also plays a role as a vasodilator. This is because 
it balances ACE and relaxes blood vessel walls [47]. Both ACE and ACE2 play pivotal 
roles in the renin-angiotensin system (RAS), which regulates blood pressure and blood 
flow in multiple organs, including the lung, heart, and kidney, and conjugates a 
complex network of enzymes, peptide hormones, and receptors [48]. Angiotensinogen, 
a precursor of Ang secreted by the liver, is cleaved by the kidney enzyme renin to 
produce Ang I, which is converted to Ang II, an eight amino acid hormone peptide by 
ACE [49]. Ang II binds to the type 1 angiotensin receptor (AT1R) on the surface of 
microvascular muscle cells, causing vasoconstriction and promoting salt reabsorption 
in the kidney [50]. Vasoconstriction and salt reabsorption both contribute to increased 
blood pressure [51]. Therefore, when ACE activity becomes abnormally high, the 
amount of Ang II increases, causing hypertension. 

On the other hand, ACE2 catalyzes the eight amino acid peptide of Ang II to a 
seven amino acid peptide (Ang 1–7) [52]. Though its action on a different receptor the 
Mas-1 receptor (MasR), it has the opposite effect on Ang II [53]. Although the detailed 
role of Ang 1–7 in blood pressure regulation is not completely understood, it is 
believed that Ang 1–7 decreases blood pressure and induces vasodilation [18]. Further, 
ACE2 splits Ang I into Ang 1–9, thereby balancing the effects of ACE by removing 
the substrate [54]. By converting Ang II to Ang (1–7) and Ang I to Ang 1–9, ACE2 
plays an important role in maintaining the balance between vasoconstriction and 
vasodilation to sustain blood pressure within an appropriate range [55]. 

4. Reinforcement learning

4.1. Q-learning in a finite Markov decision process 

Reinforcement learning is a type of machine learning that is a “mechanism for 
AI to automatically learn” and is a technology for machines to automatically identify 
and predict based on learned data [56]. It refers to a technology in which the system 
learns appropriate control methods through repeated trials and error. Its main feature 
is that it can analyze data without human intervention. In conventional machine 
learning, humans had to extract and adjust “feature values”, which are indices for 
learning the data to be analyzed [57]. However, deep learning does not require human 
intervention to extract feature values, so machine learning can be easily performed 
[58]. Machine learning is mainly composed of the following three types: supervised 
learning with correct data, unsupervised learning with no correct data, and 
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reinforcement learning. The machine learns by recognizing many images as correct 
data. This method is called “supervised learning” [59].  

On the other hand, “unsupervised learning “is a method of learning without 
giving correct data [60]. Machines analyze the characteristics of data, making it 
possible to identify and classify data. In reinforcement learning, an agent placed in a 
certain environment act on the environment and seeks a policy that maximizes the 
reward obtained [61]. The learning progresses through a cycle in which the agent acts 
on the environment, the environment updates the state evaluates the action, and 
informs the agent of the state and reward. The action-value function and policy are 
optimized through learning so that the total reward obtained is maximized. The 
reinforcement learning repeats the following steps: 1) the agent acts on the 
environment, 2) the environment gives agents updated states and rewards, and 3) the 
agent modifies its behavioral strategy based on the reward and returns to 1). 

Q-learning, a kind of reinforcement learning, is one of the policy-off Temporal
Difference (TD) learning of machine learning methods [62]. Q-learning converges to 
the optimal evaluation value when it tries an infinite number of episodes in which all 
states are sufficiently sampled in a finite Markov decision process [63]. In Q-learning, 
each rule to be executed has a value called Q-value, which indicates the effectiveness 
of the rule, which is a pair of a state and an agent’s possible actions under that state, 
and the value is updated each time the agent acts. For example, assume that the agent’s 
current state is St, and there are four possible actions a, b, c, and d in this state. At this 
time, the agent decides the action to take based on the four Q values, Q (St, a), Q (St, 
b), Q (St, c), and Q (St, d). 

Theoretically, the Q value convergence has been proven even if the trial is 
performed an infinite number of times. Still, to expedite the convergence, actions with 
a large Q value are selected with a high probability. As a selection method, select 
randomly with a small probability e, otherwise select the action with the maximum Q 
value, e-Greedy method, and roulette selection used in genetic algorithm, Boltzmann 
distribution as below softmax Equation (1) is used. 

π (St, a) = exp (Q (st, a)/T)/Σp ∈ Aexp (Q (St, p)/T) (1) 

where T is a positive constant and A is the set of possible actions of the agent in state 
St. If the action is decided, then update the state and the Q value of the action. As an 
example, the state St agent chooses action a and the state transitions to st + 1. The 
updated formula for the action-value function, Q function in Q-learning (2) is as 
follows. 

Q (st, at) =Q (st, at) + α [rt + 1 + γmaxat + 1εA (st + 1) Q (st + 1, at + 1) − Q (st, at)] (2)
here, alpha is called a learning rate, which is a numerical value that satisfies the 
conditions described later, and gamma is called a discount rate, which is a constant 
between 0 and 1 inclusive. Also, rt + 1 is the reward the agent got when it transitioned 
to St + 1. The above update formula means that when the current state moves to the 
next state, the Q value is brought closer to the value of the state with the highest Q 
value in the next state. This means that if a state has a high reward, that reward will 
propagate to states that can reach that state with each update. As a result, optimal state 
transition learning is performed. When the learning rate satisfies the following 
conditions, in Q-learning, all Q values converge to the optimal value with probability. 
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Due to this good convergence, many studies have been done on Q-learning, but 
some problems have been pointed out. 

In Q-learning, the Q-function was updated by updating the number of states s× 
the number of actions a. However, as the number of states grows, it becomes 
impractical to represent the Q function with a table. To solve this problem, the Deep 
Q Network (DQN) takes the approach of expressing the Q function with a 
convolutional neural network and devises ways to converge learning [64]. However, 
simply replacing the Q function with a convolutional neural network (CNN) does not 
result in successful learning, so efforts have been made to converge the learning. Deep 
reinforcement learning is a combination of reinforcement learning and deep learning 
methods, and the representative method is this DQN, which is an approximation that 
replaces the action value function, Q function in Q learning with a CNN. 

In the automatic molecular design method based on deep reinforcement learning, 
it is possible to design molecules with optimized physical properties by combining a 
newly devised coarse-grained representation of molecules with deep reinforcement 
learning. 

Reinforcement learning and virtual screening in drug discovery and materials 
design. 

Reinforcement learning is a type of machine learning that uses two factors: agent 
and environment. The agent acts and learns the feedback (reward) from the 
environment regarding that action, thereby deriving a behavioral guideline (strategy) 
to maximize the reward. The main feature is that it is less dependent on datasets. In 
reinforcement learning, based on feedback from the environment, it does not require 
a static dataset unlike unsupervised and supervised learning because the agent learns 
from the experience it collects. In other words, there is no need for data collection, 
preprocessing, or labeling before learning. The reinforcement learning workflow 
generally is as follows; (i) creating the environment: define the environment in which 
the agent operates, including the interface between the agent and the environment—
introducing simulation from the standpoint of safety and experiment ability. (ii) 
Definition of remuneration: define rewards for goals and decide how to calculate 
rewards. Rewards guide the agent’s behavioral choices. (iii) Creating an agent: define 
an agent consisting of a policy and a reinforcement learning algorithm. Specifically, 
the selection of the method of representing the policy: neural networks, lookup tables, 
etc. Choosing an appropriate learning algorithm: neural networks are commonly used 
because they are well suited for learning in large state and action spaces. (iv) Agent 
learning and verification: set conditions for learning, such as stopping conditions, and 
perform agent learning. After learning, verify the policy derived by the agent. 
Reconsider the design of reward signals and strategies, and rerun learning if necessary. 
Reinforcement learning is sample-inefficient, especially for model-free, on-policy 
algorithms, and can take minutes to days to train. Therefore, learning is often 
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parallelized on multiple central processing units (CPUs), Graphics Processing Units 
(GPUs), or clusters. (v) Development of measures: Investigate the learned strategies. 
Based on this result, the process may return to the initial stage of the workflow. 
Specifically, if the learning process and policy derivation do not converge within the 
calculation time, the following items need to be updated before relearning. 

Searching for new compounds is an important initial step in drug discovery and 
materials design, but the problem is that this search requires trial-and-error 
experiments, which are costly and time-consuming. On the other hand, in recent years, 
in silico drug discovery and materials search, in which chemical compounds are 
searched for in a computer, have been attracting attention. However, it is generally 
difficult to search the space of discrete chemical structures of compounds, and an 
efficient method is required. Therefore, in recent years, new search methods using 
deep neural networks (DNNs), such as methods using generative models such as 
variational autoencoders (VAE), have been proposed [65]. These techniques attempt 
to circumvent this problem by learning the mapping between the discrete compound 
space and the continuous latent space by a generative model approximated by DNNs, 
and by allowing compound optimization to be performed in this continuous latent 
space. 

However, this method had some problems. For example, there is no objective 
metric to evaluate whether the learned mapping is suitable for efficient optimization. 
In addition, the learning process of the generative model is separated from the 
optimization process of the compound concerning the score function of the 
optimization target molecule. On the other hand, in methods based on reinforcement 
learning; by thinking of molecular design as a Markov decision process, the agent 
learns the optimal policy through the rewards provided by the surrounding 
environment. 

Virtual screening (VS) in drug discovery is a method of selecting drug candidate 
compounds from many compounds using computers. Naturally, it cannot be used as a 
drug unless it shows medicinal efficacy, so VS mainly focuses on medical efficacy 
and evaluates the presence or absence of activity against drug target proteins. Such VS 
can be broadly divided into methods based on known active compounds (ligand-based 
VS; LBVS) and methods based on protein three-dimensional (3D) structure 
(structured-based VS; SBVS). LBVS is a method that mainly uses similarity 
evaluation of compounds and machine learning and uses known experimental results 
to construct regression prediction models and classification prediction models and 
uses these to select compounds [66]. While drug-candidate compounds can be selected 
with relatively high precision. Because it learns based on the few compounds that have 
been tested against the target protein, it is difficult to develop guidelines for how to 
optimize the chemical structure of selected drug candidate compounds due to the lack 
of novelty in the chemical structure of predicted active compounds and the lack of 3D 
structural knowledge, having been pointed out as major problems. 

On the other hand, SBVS uses protein 3D structure information to evaluate the 
binding affinity between proteins and compounds based on physicochemical 
interactions such as van der Waals forces, Coulomb forces, and hydrogen bonds, and 
select drug candidate compounds [67]. Although this method is less accurate than 
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LBVS because it does not use known experimental information about the target 
protein, it can discover highly novel drug candidates. Furthermore, the estimated 
binding mode between the protein and the compound can be obtained, which can 
provide guidelines for subsequent structural optimization of the compound. Due to the 
above two advantages, it is attracting a lot of attention just like LBVS. SBVS and 
LBVS are used together, and compounds commonly selected by both are sent to in 
vitro experiments. By introducing LBVS methods such as machine learning using 
information on known active compounds, drug candidate compounds are often 
narrowed down to a certain extent before the SBVS process is performed. On the other 
hand, many methods combine SBVS and machine learning, such as machine learning 
methods for protein 3D structures and for predicted binding structures obtained by 
docking calculations [68]. These methods hardly expose the weakness of LBVS, 
which is that the predicted active compound has little novelty in its chemical structure, 
due to the use of the structures of various proteins or the binding structures of various 
proteins and compounds rather than simply using knowledge of known compounds 
for specific proteins. 

In the investigation and selection of target proteins for drug discovery, first, the 
target protein is selected from among the proteins involved in SARS-CoV-2, which is 
the target of drug discovery [69]. In addition to selecting target proteins simply based 
on known infection mechanisms, protein selection is performed using bioinformatics 
methods, such as selecting target proteins using omics analysis. However, inhibiting 
proteins that play an important role in the human body can lead to side effects, so it 
must be avoided as much as possible. If there is an essential protein that has the same 
function as the target protein, even if it is not a perfect match, it is necessary to show 
selectivity despite slight structural differences, which increases the difficulty of drug 
discovery. It is also important to be able to conduct experiments using gene knockout 
rats and mice during non-clinical trials. In addition to these conditions, to perform 
SBVS, it is also necessary that the 3D structure of the protein is known, or that a 
reliable 3D structure can be estimated by homology modeling, etc. Furthermore, the 
final target protein should be determined by considering the difficulty of the drug 
binding site. 

In SBVS, even changes inside chains can greatly affect the results of docking 
calculations, so it is necessary to carefully prepare the protein 3D structure [70]. 
Various protein 3D structure is registered in the Protein Data Bank (PDB), but if the 
complex structure with a compound is known, the local structure is likely to allow the 
compound to bind easily, and highly accurate compound selection can be expected 
[71]. However, the required resolution is strict, and docking calculations require a 
resolution of at least 2.2A to 2.5A. On the other hand, if the protein 3D structure is 
unknown, it is necessary to predict the 3D structure. In SBVS, the ab initio method is 
rarely used due to the resolution mentioned above, and homology modeling is used to 
predict the 3D structure using homologous proteins whose structures are known. 
Examples of homology modeling tools include MODELLER and SWISS-MODEL, 
etc., [72]. 

However, the situation in protein 3D structure prediction changed significantly 
with the release of AlphaFold2 [73]. Furthermore, the ionization state of some protein 
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residues changes depending on the environment. Since interactions due to Coulomb 
forces are stronger than der Waals forces and hydrogen bonds, it is extremely 
important to consider the ionization state. However, changes in the ionization state 
cannot occur during docking calculations or molecular dynamics (MD) simulations. 
Therefore, it is necessary to generate an ionized state in advance, and PROPKA is 
most widely used for this purpose. In most cases, the human body has a nearly neutral 
environment, so an ionized state of pH 7.0 is often generated and used for docking 
calculations. However, it should be noted that proteins present in the stomach, for 
example, must produce an ionization state under acidic conditions. 

In drug binding site prediction and selection, identifying protein surface sites 
(druggable sites) where drugs can be expected to bind is essential for estimating more 
detailed binding structures [74]. The conditions for a druggable site include having a 
concave region called a “pocket” when a compound binds, the concave region being 
of appropriate size and deep enough and having a hydrophobic surface [75]. Among 
these features, widely used methods include POVME, which predicts drug binding 
sites based on the protein surface shape, Fpocket and SiteMap, which make 
estimations by considering the properties of the protein surface, and FTMap, which 
locates small probe molecules and finds energetically stable spaces [76]. When a clear 
active site exists, such as in an enzyme, drug design is often aimed at that active site, 
binding site estimation methods are especially important if a clear concave region 
appears only after a compound bind [77]. 

Examples of such cases include when a protein binds to a compound while 
changing its structure (induced fit), and when designed inhibitors of protein-protein 
interactions [78]. Another aspect of considering whether a site is a druggable site is 
the degree of conservation of the amino acid residues that make up the binding site. 
Significant differences in target protein sequences between experimental animals such 
as rats and mice and humans can lead to differences in drug efficacy, leading to the 
suspension of drug development during clinical trials. In addition, with antiviral drugs, 
it is possible to suppress the acquisition of drug resistance by designing drugs that 
target highly conserved sites that are essential for protein function [79]. For drug 
binding site prediction, binding site prediction using 3D convolutional neural 
networks (3D-CNN) has been actively proposed, such as DeepSite, Kalasanty, and 
DeepSurf, and a method for predicting peptide binding sites rather than compound 
binding sites [80]. 

Evaluation of compounds based on protein 3D structure usually involves 
computational difficulties. Furthermore, even if it is possible to estimate a drug 
candidate compound that promotes or inhibits protein function, many compounds are 
unsuitable as drugs due to problems such as compound solubility and side effects. 
Based on the above, compound filtering is performed from various perspectives. The 
most widely used rule for designed oral drugs is Lipinski’s rule of five. This is a rule 
that Lipinski et al. summarize the chemical properties of drugs approved for oral use. 
It lists four conditions: molecular weight of 500 or less, hydrogen bond accepting 
groups of ten or less, hydrogen bond donating groups of five or less, and water-octanol 
partition coefficient logP of five or less (It’s called the rule of five because everything 
is a multiple of five). QED (quantitative estimate of drug-likeness) is also widely used 
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as a method to evaluate this “oral drug-likeness” using real numbers [81]. 
Additionally, indicators related to side effects and toxicity have been proposed, such 
as PAINS, which summarizes the characteristics of compound substructures that 
frequently cause off-target effects that bind to and inhibit or activate other proteins. In 
addition, LBVS-like methods are often used to select compounds to reduce the amount 
of docking calculations. However, this should not be done too much, as the result 
approaches “the discovery rate of binding compounds is high, but the novelty of the 
compounds is low.” 

Like proteins, the ionization state of compounds also changes depending on the 
environment. Compounds often have a range of ionization states, and an ionization 
state of approximately pH 7.0 ± 2.0 is generated and used for docking calculations 
[82]. Tools that generate the ionization state of compounds include Schrodinger’s 
Epik, ChemAxon’s JChem Protonation Plugin, and the open-source software 
Dimorphite-DL [83]. Additionally, some compounds may have tautomers or optical 
isomers may not be separated and may be grouped in one compound entry. Such 
isomers often have significant effects, such as changes in the interaction mode with 
proteins and the occurrence of collisions with proteins due to changes in the 3D 
structure of the compound [84]. Therefore, it is necessary to generate each isomer for 
these as well. Regarding this, there are JChem Protonation Plugin from ChemAxon, 
LigPrep from Schrodinger, and open-source software Gypsum-DL. 

4.2. Protein-compound docking calculation 

Docking calculation is a method for predicting the binding affinity and binding 
mode of a certain compound to a drug-binding site of a protein. DUD-E is a benchmark 
data set for SBVS, and the enrichment factor (EF) is a ratio that indicates how much 
the proportion of active compounds has increased after selection compared to before 
selection [85]. For example, the EF (EFx%) when selecting the top x% is calculated 
as follows. 

EFx% = (Posx%/Allx%)/(Pos100%/All100%) 
The denominator is the proportion of active compounds included in the 

benchmark data set, and the numerator is the proportion of active compounds after 
selection, which based on docking calculations often narrows down the evaluation 
target to 1/100 or less, so it is often set to a small value such as EF1%. Commercial 
software such as Glid and Surflex have high prediction accuracy, whereas open-source 
software AutoDock and AutoDock Vina tend to have lower prediction accuracy. Also, 
docking calculation takes about ten seconds per compound in Glide SP mode when 
using one CPU core. In addition, GPU-based docking software such as Quantum. 
Ligand. Dock and BUDE have been developed, and AutoDock has been implemented 
with GPU, achieving 250 times faster speed than one CPU core when using NVIDIA 
Titan V [86]. 

While docking calculations consider structural changes in compounds, structural 
changes in proteins are generally not considered. The structure of a protein changes to 
a greater or lesser degree due to the binding of a compound (induced fit), so taking 
protein structural changes into account is important for improving prediction accuracy 
[87]. However, although there are methods that consider structural changes in protein 
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side chains during docking calculations, they have not become common due to the 
computational complexity problem [88]. Ensemble docking, in which multiple protein 
structures are generated using the molecular dynamics (MD) method and docking 
calculations are performed for each, is often performed independently of docking 
calculations [89]. However, since the amount of calculation is doubled by the number 
of protein structures used in the docking calculation, the number of applications is 
limited to a small number of cases. 

In protein-compound docking calculations, a reranking method has been 
proposed that outputs multiple predicted bond structures in the docking calculation 
and predicts the interaction mode or interaction energy of the bond structures [90]. 
Therefore, accuracy is improved compared to ranking based on scores obtained by 
docking calculations. 3D-CNNs that use the connection structure as an input are being 
proposed for these as well, but interestingly, there is no significant performance 
difference between methods that use the interaction mode as a feature and deep 
learning methods [91]. This suggests a lack of data for deep learning and sufficient 
maturity of domain knowledge regarding interactions. An example of the application 
of SBVS to COVID-19 is that SBVS was performed on approximately 2100 approved 
drugs and active compounds with IC50 < 10 microns were identified [92]. As a result 
of binding energy estimation using the MM-PBSA method for each compound, since 
they showed good binding energies of −8.73 kcal/mol or less, in vitro assays were 
performed on all of them, and a good hit compound with IC50 < 10 microns was 
obtained. 

4.3. Compound selection using the MD method 

MD methods, which simulate the temporal changes in the coordinates of each 
atom in environments where solutions such as proteins and solvents such as water 
exist, are used in a variety of analyses [93]. Programs that perform MD simulations 
include AMBER, GROMACS, NAMD, CHARMM, and Desmond. In addition, in 
MD simulation, the speedup rate by using accelerators such as GPU is extremely high. 
From the perspective of SBVS, MD simulation makes it possible to evaluate the 
binding strength between a protein and a compound while explicitly considering 
protein structural changes, solvation, entropic effects, etc., making it possible to select 
compounds with higher precision [94]. In MD calculations for SBVS, simulations are 
performed using the predicted binding structure from docking calculations as the 
starting points. For example, several methods of conducting multiple short-term 
simulations and evaluating how stable the predicted bond structure is and of highly 
accurate estimation for binding energy using MM-GBSA, MM-PBSA, or MP-
CAFEE, etc., have been proposed. Since the orientation of even a single side chain is 
important for protein structures in drug discovery, there is a possibility that attention 
will be focused on estimating protein structures to which compounds can easily bind 
using MD simulations [95]. 

5. Prevention of asymptomatic infections of COVID-19

To control the SARS-CoV-2 pandemic, many countries have placed restrictions
on non-essential travel, and have subsequently implemented travel restrictions using a 
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combination of the following four strategies to lift restrictions: whitelist, unrestricted 
travel permission; gray list, travelers providing proof of a negative PCR and reverse 
transcription before arrival; red list, travelers quarantined on arrival; blacklist, ban on 
non-essential travel. Decisions about which list to assign to this vary by country and 
are often based on publicly available population-level epidemiological indicators: 
cases per capita, deaths per population, and positivity rate [96]. However, it has been 
pointed out that these indicators are incomplete, with problems such as underreporting, 
bias in symptomatic populations, and reporting delays. 

To address these issues, it will be possible to derive optimal border policies by 
using real-time estimates of COVID-19 prevalence and estimating the number of 
asymptomatic infected people with high accuracy. Unlike normal restriction protocols, 
allocations can be made from limited information, based on demographic information 
and past test results of the incoming population. This system estimates the prevalence 
of COVID-19 based on test results used in the past; i) Adaptively extract a minimum 
set of traveler types based on demographic characteristics, country, region, age, and 
gender, using the least absolute shrinkage and selection operator (LASSO) regression 
from high-dimensional statistic [97]. ii) Estimate the prevalence of each type using the 
empirical Bayes method, deriving prior probabilities from previous experience. This 
system environment is such that the prevalence of COVID-19 is low, two in 1,000 
people and arrival rates vary widely by country. As a result, testing data is unbalanced 
(few cases among those eligible for testing) and sparse (few arrivals from specific 
countries). These data characteristics are sequentially processed using the empirical 
Bayes method to perform appropriate processing. Utilizing the prevalence estimates 
described above, a subset of travelers for PCR testing is derived based solely on 
traveler type. This allocation of tests is done by adjusting the exploration-exploitation 
trade-off between the two objectives. Specifically, i) maximize the number of infected 
asymptomatic travelers based on current information (exploitation), and ii) assign tests 
based on experience to travelers for whom there is no accurate estimate, and accurately 
understand and update the epidemic status (exploration). For a greedy allocation to 
this tradeoff, allocating tests to concentrate on types with high prevalence, test data 
for the types with the highest number of patients and moderate prevalence will not be 
extracted. As the prevalence of COVID-19 is rapidly increasing in some cases, it is 
necessary to understand as much as possible of moderate symptoms to carry out 
appropriate learning. These challenges can be viewed as multi-armed bandit problems 
in reinforcement learning especially batch bandit problems with non-stationary, 
contextual, delayed feedback, and constraints. Information from pipeline tests, that are 
not returning results, must be considered. To solve this exploration-exploitation trade-
off, the algorithm is built based on the Gittins index. Each type introduces a 
deterministic index representing a risk score, incorporating both estimated prevalence 
and uncertainty, according to which allocations are made. 

Reinforcement learning, machine learning, and VS have been utilized in the 
search for inhibitors against SARS-CoV-2-related proteins. machine learning 
techniques are commonly employed to identify potential compounds for drug 
development quickly and accurately. In a study focusing on the SARS-CoV-2 main 
protease (3CLpro), machine learning-based virtual screening was used to predict new 
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inhibitors. Algorithms such as K-nearest neighbor (KNN), support vector machine 
(SVM), and Random Forest (RF) were employed, with RF showing the best 
performance in classifying phytochemicals as potential inhibitors. 

The use of VS combined with molecular docking and molecular dynamics 
simulations has led to the identification of high-potential therapeutic compounds that 
could inhibit SARS-CoV-2 pathogenesis. These advanced computational approaches 
have helped narrow down a list of over 4000 compounds to 26 promising candidates 
[98]. 

In another study, deep reinforcement learning was employed after an initial 
virtual screening to design dual-target inhibitors against SARS-CoV-2 main protease 
(Mpro) and papain-like protease (PLpro) [99]. Additionally, graph generative models 
have been explored for designing novel drug candidates targeting SARS-CoV-2 viral 
proteins. Addressing minor issues, it is important to note that while virtual screening 
is a powerful tool for drug discovery, it can yield a high proportion of false positive 
hits. To mitigate this, machine learning-based approaches are increasingly being 
integrated into virtual screening workflows to enhance accuracy and efficiency. 

6. SARS-CoV-2 protein structure prediction by AlphaFold
algorithm

With the increasing number of COVID-19 cases, the AlphaFold algorithm, a 
deep-learning algorithm developed by DeepMind, was utilized to predict various 
protein structures related to COVID-19 [100]. Given the amino acid sequence, and the 
building blocks of a protein, AlphaFold can predict 3D protein structures. The analysis 
of amino acid sequences into 3D structures is typically a long-term and intensive 
process, involving visualization techniques for a variety of protein and structural 
analyses, including nuclear magnetic resonance, cryo-electron microscopy, and X-ray 
crystallography, and is costly. However, AlphaFold, which is an AI system predicting 
the 3D structure of proteins from amino acid sequence information and won the 
CASP13 (Critical Assessment of Structure Prediction) competition, an international 
competition for protein 3D structure prediction, eschews these techniques and uses a 
DNN that predicts distances and angles between amino acids scored with gradient 
descent, resulted in achieving a dramatic high score [72]. Proteins have a variety of 
functions due to the folding of linear chains of amino acids linked by peptide bonds to 
form 3D structures. By elucidating this structure, it will be possible to elucidate the 
proteins involved in most diseases involving proteins, especially those related to 
SARS-CoV-2. However, the method by which proteins fold into their final 3D 
structure remains a black box. Because the theoretical number is astronomical, it has 
been pointed out that enumerating all possible configurations of a typical protein by 
brute force calculations takes a long time and is known as the “protein folding 
problem.” By using free modeling, AlphaFold can ignore similar structures in 
predictions, which is particularly useful for COVID-19. 

AlphaFold consists of three different layers of DNNs [101]. The first layer 
consists of a variational autoencoder stacked with an attention model to generate 
realistic fragments based on a single amino acid sequence. In the second layer, it is 
divided into two sublayers. The first sublayer uses a 1D Convolutional Neural 
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Network (CNN) on the contact map to optimize inter-residue distances. This is a 2D 
amino acid residue distance representation by projection of the contact map into one 
dimension for input into the CNN. In the second sublayer, it optimizes the scoring 
network and the degree to the generated substructures observed like proteins using 
CNN with 3D structure. After normalization, a third neural network layer is added that 
scores the generated proteins against the actual model. AlphaFold’s structure module 
takes as input the features of the amino acid sequence corresponding to the input 
sequence and the pair representation features of the MSA (Multiple Sequence 
Alignment) extracted by the Evoformer part and outputs the coordinates of all atoms 
and the prediction reliability score pIDDT for each residue [70]. AlphaFold2 consists 
of four modules. i) Data preparation module: using the amino acid sequence (input 
sequence) of the predicted 3D structure as a query, create MSA from the database and 
search template 3D structure (template structure) from the database using 
bioinformatics tools. However, the use of a template 3D structure is optional. ii) 
Embedding module: the creation of an MSA representation that links raw MSA with 
target sequence information and a pair representation that records the relative 
positional relationship between residues [102]. Dense vector transformation with 
embedding, which fully connected layer without activation for sparse input values. iii) 
Evoformer (Transformer for molecular evolution) module: feature extraction from 
MSA and pair representation [103]. Information exchange between MSA and pair 
representation. Axial attention and triangular attention are performed keeping in mind 
the characteristics of MSA and the physical constraints of spatial graphs (proteins). iv) 
Structure module: integration of MSA representation, residue pair representation, and 
current 3D structure using IPA (Invariant point attention) module. Prediction of 
relative movement instructions for each residue (= (3, 3) rotation matrix and (x, y, z) 
translation vector for the number of residues) and side chain torsion angle. The 
structure module consists of eight layers with shared weights [104]. Each layer updates 
the features S of the amino acid sequence and the 3D representation plotted in the 
coordinate system Ti (corresponding to object coordinates) defined for each residue. 
Ti is a pair of a rotation matrix Ri, which represents a rotation that superimposes the 
coordinate system defined for each residue on the global coordinate system, and a 
vector ti, which represents a translation. 

Ti = (Ri, ti) (5) 
This model was trained on Protein Data Bank, a freely accessible database 

containing 3D structures of larger biomolecules, including proteins and nucleic acids. 
The output is a distribution map containing the secondary structure and accessible 
surfaces predicted. After cross-validation of the results for the COVID-19 spike 
protein using the experimentally determined structure, they submitted predictions for 
proteins whose structure is not readily determined. These proteins have membrane 
proteins, proteins 3a, nsp2, nsp4, nsp6, and C-terminal domains such as papain. The 
structures of these proteins may represent docking sites for new drugs and therapeutics 
and could aid drug development in efforts to contain COVID-19. Utilizing a protein 
structure prediction AI program for the unique structure of the “mutant strain” of 
SARS-CoV-2 has the potential to change the way research is done in the field of 
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biology, allowing researchers to search for potential targets for new treatments before 
samples physically arrive. 

AlphaFold2 has been released, making highly accurate protein structure 
prediction results available [105]. The premise of SBVS is that there is a reliable 3D 
protein structure, and as the 3D structures of proteins have been known so far, the 
targets for SBVS are naturally limited. In contrast, with the advent of AlphaFold, it 
has become possible to perform SBVS on proteins whose structures are unknown. 

AlphaFold has significantly advanced the prediction of protein structures, 
including those of SARS-CoV-2, the virus responsible for COVID-19. The algorithm 
predicts the three-dimensional structures of proteins from their amino acid sequences, 
a process that traditionally requires extensive experimental techniques such as cryo-
electron microscopy, nuclear magnetic resonance, and X-ray crystallography.  
I. S protein

The SARS-CoV-2 spike (S) glycoprotein, which is the main target of antibodies,
has been a primary focus for AlphaFold predictions. These predictions have helped 
elucidate the structural features of the spike protein, including its interaction with the 
angiotensin-converting enzyme 2 (ACE2) receptor, which is critical for the virus’s 
entry into human cells [106]. AlphaFold’s predictions have also been used to study the 
structural changes in different variants of the spike protein, such as those in the 
Omicron variant, to understand their impact on vaccine efficacy and viral transmission 
[107]. 
II. Other SARS-CoV-2 proteins

AlphaFold has also been used to predict the structures of several other SARS-
CoV-2 proteins that are less well-studied but are essential for the virus’s lifecycle. 
These include the membrane protein, Nsp2, Nsp4, Nsp6, and the papain-like 
proteinase (C-terminal domain) [106]. 
III. Methodology and Validation

AlphaFold employs a neural network architecture that integrates evolutionary,
physical, and geometric constraints of protein structures. The algorithm uses multi-
sequence alignments and a deep neural network to predict distances and angles 
between amino acids, achieving high accuracy even when no homologous structures 
are available [108]. The accuracy of AlphaFold’s predictions has been validated by 
comparing them with experimentally determined structures, showing close agreement 
in many cases [106]. Thus, AlphaFold has revolutionized the field of protein structure 
prediction, particularly for SARS-CoV-2, by providing high-accuracy models that 
facilitate drug development and enhance our understanding of viral biology. 

7. The application of AI in SARS-CoV-2-related proteins

AI has been extensively applied in various aspects related to SARS-CoV-2
proteins, particularly in COVID-19 drug discovery and vaccine design. Here are some 
examples of AI applications in this field: 
I) In prediction of vaccine candidates, AI tools like XGBoost have been used to

predict vaccine candidates from non-structural proteins of SARS-CoV-2 [109].
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II) In prediction of HLA-binding peptides, feed-forward neural networks have been
employed to predict HLA-binding peptides from the SARS-CoV-2 virus based
on binding stability [109]

III) As for the design of multiple-epitope vaccines, deep neural networks have been
utilized for the prediction and design of multi-epitope vaccines that can manage
the mutation of the virus [109].
These applications demonstrate how AI and machine learning play a crucial role

in accelerating the discovery of effective drugs, vaccines, and treatment strategies for 
combating COVID-19 by leveraging the understanding of SARS-CoV-2-related 
proteins. 

The computational techniques have been instrumental in various aspects related 
to SARS-CoV-2 research. These techniques have been applied in computational 
protein design for COVID-19 research, including the rapid design of peptides for 
detecting SARS-CoV-2 proteins [110]. In silico methods, computational tools, and 
bioinformatics resources have been utilized to annotate SARS-CoV-2 genomes and 
understand viral proteins [110]. Additionally, a computational study focused on 
cooperative binding to multiple SARS-CoV-2 proteins has been conducted, aiming to 
identify compounds with potential therapeutic effects through systems computational 
analysis [111]. These computational approaches play a crucial role in advancing our 
understanding of the virus and developing strategies for diagnosis and treatment. 

The application of reinforcement learning, machine learning, and virtual 
screening in SARS-CoV-2-related proteins has shown promising results in identifying 
potential inhibitors for the virus. Studies have utilized machine learning-based virtual 
screening, molecular docking, and molecular dynamics simulations to identify novel 
compounds with the potential to inhibit key proteins like the main protease (Mpro) 
and papain-like protease (PLpro) of SARS-CoV-2 [97]. These approaches have led to 
discovering inhibitors effectively targeting these proteins, offering new avenues for 
developing antiviral agents. Additionally, in silico reinforcement learning has been 
employed to design spike/ACE2 inhibitory macrocycles, showcasing the use of AI in 
drug discovery for COVID-19. The combination of deep reinforcement learning, and 
virtual screening has been instrumental in optimizing hit molecules and developing 
effective non-covalent inhibitors for SARS-CoV-2 proteins. Furthermore, a novel 
protein design framework using reinforcement learning has been proposed to design a 
variant of the human ACE2 that binds more tightly to the SARS-CoV-2 S protein, 
potentially aiding in developing therapeutic solutions for COVID-19. 

The application of AI in the study of SARS-CoV-2-related proteins has been a 
significant area of research, particularly in the context of the COVID-19 pandemic 
[112]. AI has been utilized in various domains including drug repurposing, structural 
biology, diagnostics, and vaccine development [113]. AI has played a crucial role in 
determining the structure of SARS-CoV-2 proteins. By predicting the structures of 
viral proteins, AI helps researchers understand the virus’s mechanisms and identify 
potential targets for drug development. 
I. Protein structure prediction and analysis

AI techniques have been used to predict and analyze the structure of SARS-CoV-
2 proteins, which is crucial for understanding the virus and developing targeted 
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therapies. For example, deep learning models have been applied to predict protein 
structures and interactions [72]. 
II. Epitope prediction for vaccine design

AI algorithms have been employed to identify potential epitopes on SARS-CoV-
2 proteins that could be targets for vaccine development. One study used 
computational analysis to compare SARS-CoV-2 nucleocapsid protein epitopes with 
those of related coronaviruses [114]. 
III. Drug target identification

AI-powered approaches have been used to identify potential drug targets among
SARS-CoV-2 proteins. For instance, graph convolutional neural networks have been 
applied to predict drug-target interactions [114]. 
IV. Vaccine candidate ranking

Machine learning tools like Vaxign-ML have been developed to rank non-
structural proteins as potential SARS-CoV-2 vaccine candidates using network-based 
algorithms [115]. 
V. Inhibitor discovery

AI has been utilized to rapidly screen large compound libraries to identify
potential inhibitors of SARS-CoV-2 proteins. One study used deep docking to screen 
1.3 billion compounds for potential inhibitors of the SARS-CoV-2 main protease [114]. 
VI. Antigenicity prediction

AI models have been used to predict the protective antigenicity of SARS-CoV-2
proteins. The spike (S) protein was found to have the highest protective antigenicity 
score [116]. 
VII. Immunogenic landscape prediction

AI techniques have been applied to predict the immunogenic landscape of SARS-
CoV-2, which can guide universal vaccine design strategies [116]. These applications 
demonstrate how AI is being leveraged to accelerate research on SARS-CoV-2 
proteins, potentially leading to faster development of effective drugs and vaccines 
against COVID-19. The integration of AI with biological and structural data has 
enabled researchers to rapidly analyze vast amounts of information and generate 
insights that can guide experimental work in the fight against the pandemic. 

8. Conclusions

The SARS-CoV-2, like other coronaviruses, utilizes the S glycoprotein with S1
and S2 domains to enter host cells by binding to ACE2 receptors. Mutations in the S 
protein’s RBD can enhance its affinity to ACE2. Searching for new compounds in 
COVID-19 involves trial-and-error experiments, but methods like deep reinforcement 
learning and structure-based virtual screening aid in drug discovery. AlphaFold, an AI 
system by DeepMind, predicts protein structures accurately by combining physical 
and biological approaches. It uses deep learning to predict 3D protein structures from 
amino acid sequences, achieving atomic accuracy even without homologous structures 
available. 

The SARS-CoV-2 virus is very similar to the SARS-CoV virus that causes SARS, 
but several mutations in the RBR of the S protein greatly enhance the binding affinity 
of the SARS-CoV-2 virus to ACE2. The SARS-CoV-2 uses the S glycoprotein to enter 
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host cells, which has two functional domains: S1 and S2 RBD. New search methods 
using DNNs, such as methods using generative models such as VAE can learn the 
mapping between the discrete compound space and the continuous latent space by a 
generative model approximated by DNNs, and by allowing compound optimization to 
be performed in this continuous latent space. The learning process in the generative 
model is separated from the optimization process of the compound concerning the 
score function of the optimization target molecule. On the other hand, in methods 
based on reinforcement learning; by thinking of molecular design as a Markov 
decision process, the agent learns the optimal policy based on the rewards provided by 
the surrounding environment. By utilizing the AI program of a protein structure 
prediction for the unique structure of the “mutant strain” of SARS-CoV-2, it has the 
potential to search for potential targets for new drugs for SARS-CoV-2. 
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