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Abstract: In recent years, due to the excellent spatial information correlation, small data
volume and high computational efficiency of bone data, it has been widely applied in action
recognition fields such as autonomous driving and intelligent security. However, in practical
applications, attackers only need to apply a small perturbation to the input bone data to cause
the attacked model to make incorrect recognition of the corresponding action, thereby resulting
in a significant drop in recognition accuracy and even potentially causing serious consequences
in high-risk scenarios such as autonomous driving. To solve this problem, many attack methods
have been proposed, such as attacks that limit the angle changes between bones or attacks
that alter the length of bones. These methods can, to a certain extent, increase the attack
success rate of action recognition models, but most of these methods attack the bone data
by simply disregarding the influence of each joint bone node on the overall action. In this
paper, we propose a new adversarial attack method, that is, to attack through interfering with
the coordinate data of the entire skeletal joint nodes. In our method, the concept of joint weights
is proposed, and a time cropping translation attack is designed based on joint weights to improve
the attack success rate. We conducted experiments on our method. The experimental results
show that our attack success rate is stable at over 60%.

Keywords: human action recognition; skeleton sequence; black-box attack; adversarial
machine learning

1. Introduction

In recent years, due to the facts that bone data is not sensitive to individual
characteristics and bone data can avoid the influence of external interference such
as clothing occlusion, lighting influence, action blur and shooting background in
the original RGB image or video, bone data is widely used in the field of action
recognition [1–4]. However, bone data has less redundancy such that it is extremely
sensitive to disturbances. The continuity of actions in the time dimension is very strong
and there is a strong correlation between its adjacent nodes. Besides, intra-frame action
information is also very rich. All these reasons make bone data extremely vulnerable
to adversarial attacks such that the use of adversarial attacks in practical applications
poses a huge challenge for the security of action recognition models based on bone data.

Current adversarial attack methods are mainly divided into two categories:
white-box attacks and black-box attacks. A white box attack assumes that the attacker
fully understands the structure and parameters of the target system and can design the
corresponding attack mode according to the specific structure and parameters of the
target system and carry out detailed analysis and optimization of the target system. The
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realization conditions of this situation are very harsh and difficult to achieve in real
life [5, 6]. Black box attacks can only obtain the input and output information of the
system and attack the target system by modifying the input information, which can be
achieved by using methods such as black box optimization. Most of the existing attack
methods adopt black box attacks [7,8]. These adversarial attack methods mainly carry
out attacks by perturbing data nodes and controlling the disturbance in an imperceptible
range by constraints [9, 10]. The main flow chart of the adversarial attack based on
action recognition of bone data is shown in Figure 1. First, adversarial samples are
input into the action recognition model to obtain a confidence vector. Then predicted
labels are obtained from the confidence vectors. These predicted labels are compared
with the original labels. If the results are inconsistent, then this attack is successful.

Figure 1. The main flow chart of adversarial attacks based on action recognition from bone
data.
Note: The adversarial sample is obtained by perturbation and constraint, and it is input into the model to obtain the predicted label. If
the predicted label is inconsistent with the original label, the attack is successful.

When modifying the original bone data to generate adversarial samples, the root
node of the bone data must first be determined, which is the starting node of the attack.
Since the underlying graph of human bone data is a tree, different root nodes will
change the coordinates of the nodes connected to it [11–13]. After subsequent nodes
are attacked, the impact on the attack result is different.

In addition, when the human body does different movements, each joint of the
human body will make corresponding adjustments to match the overall movement
change, which leads to the different roles of each joint node in a group of movements.
Some joints may be the main body of the movement, and some may be the coordination
and cooperation of the movement. In other words, each joint has a different degree of
influence on the overall movement in a group of movements, which makes the same
attack effect different on different joint nodes [14–16]. Therefore, in order to improve
the effectiveness of the attack, the influence of each joint node on the action should be
determined before the antagonistic attack. However, existing attack methods usually
use the initial node specified in the data set as the root node to attack [17,18]. If the root
node is determined in this way, the attack effect of some actions may not be ideal or
may even reduce the attack effect. Therefore, in order to maximize the attack effect, the
choice of root node is particularly important. Moreover, these methods do not consider
what role a joint node plays in the action, but rather what effect an attack will have on
a joint node or on the action itself. All of these measures reduce the success rate of
attacks. In this paper, the weight of a joint is determined by the influence of each node
in a group of actions on the whole movement under the same conditions, and the data
is spliced and reorganized according to the time dimension, so as to attack the data. In
addition, the joint in a group of data with relatively small influence on the movement
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is found as the root node through the joint weight. Therefore, a new adversarial attack
method is proposed.

The main contributions in this paper are as follows:

(1) We propose the concept of joint weights. The joint weights are determined by
comparing the impact of the change of each joint on the overall action. By using
the joint weights, the attack strength can be adjusted appropriately for each joint
during the attack.

(2) We propose a data clipping method matching joint weights, which can make the
perturbed data more natural.

(3) We propose a root node numbering method to change the root nodes.

The rest of this article is structured as follows: We briefly review the related work
in Section 2. In Section 3, our attack method and implementation details are presented,
and corresponding formulas are given. In Section 4, we give the experimental setup and
experimental results and analyze the experimental results. We give our conclusions in
Section 5.

2. Related work

2.1. Skeleton-based action recognition
Nowadays, action recognition technology has a wide range of applications in the

fields of unmanned driving, intelligent monitoring and human-computer interaction.
At present, action recognition technology based on bone data has been widely used
in action recognition [19], and has gradually become an important means of action
recognition technology.

There are three kinds of action recognition methods based on bone data:
RNN-based, CNN-based and GCN-based.

The RNN-based approach represents the bone movement data as a time series of
actions, each consisting of the coordinates of all the joints [20–22]. RNN has many
advantages in action recognition based on bone data. For example, RNN can process
sequence data, which is suitable for the modeling of time series such as bone data and
can capture the temporal relationship in action sequences. However, it is difficult for
RNNs to make use of the interaction of bone joints in space and time at the same time,
and there are problems of gradient disappearance or gradient explosion.

The CNN-based method recognizes action data by using image classification,
that is, converting bone movement data into a pseudo-image or joint trajectory map,
represented as a two-dimensional tensor, where one dimension represents time and the
other dimension superimposes all joints of a single bone [23–26]. CNN can effectively
extract local features from images or bone data and has a good perception of local
patterns of posture. It has good feature-level extraction ability. However, since skeleton
data forms a graph structure in non-Euclidean space, with joints as vertices and natural
body connections as edges, a lot of computing resources are wasted. Moreover, it is
difficult for CNN to model time series data, and it is impossible to directly process the
time sequence relationship of actions.

The approach based on GCN is to represent the skeleton topology, that is, joint
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connectivity, in the form of a graph, where the nodes of the graph correspond to joints
in the skeleton and the edges correspond to bones connecting adjacent joints, and graph
convolution operations are applied to to identify actions [11–13, 27–30]. GCN can
effectively extract information from bone data. For example, the spatial-temporal graph
convolutional network (ST-GCN) [31] defines the GCN of bone data in terms of space.
ST-GCN models bone joints and their natural connections within the same frame and
takes joint connections between continuous moments as time edges. However, the
adjacency matrix of ST-GCN is fixed; that is, it does not create connections that do
not exist, and it does not take full advantage of the important features of bone length
and orientation in the bone data.

2.2. Adversarial attacks on skeletons
Although the performance of action recognition has been greatly successful, and

the recognition success rate and accuracy have also been greatly improved, it is
undeniable that deep learning is vulnerable to well-designed adversarial attacks [6,8,32].
Perturbations in the data that are not obvious to humans can easily fool deep learning
models [17], leading to significant security issues. And deep learning-based action
recognition is also proving to be highly susceptible to adversarial perturbations in 2020,
and since then, various adversarial attack methods based on action recognition based
on bone data have been proposed. CIASA was the first one to propose an adversarial
attack on action recognition models using bone data [33]. While limiting the size of
joint disturbance and joint acceleration, the generated adversarial network is used to
physically constrain joints and so on to carry out the disturbance attack. However,
this method only disturbs the coordinates of joints and then forms a complete skeleton
through constraints such as bone length and so on. Because the ST-GCN model does
not take full advantage of the bone length feature, Zheng [34] proposes an attack
that combines bone length, joint angle, and joints acceleration to define the enhanced
Lagrange formula. Goodfellow et al. [18] proposed an adversarial attack by modifying
the length of the skeleton, but only in the lower dimensions (around 30), and did not
attack in the time dimension.

Therefore, this paper proposes a new attack method based on the above. First, we
propose a concept of joint weight, which determines the impact of the current joint on
the overall movement by comparing the ways of changing the joint value, and cuts the
data by joint weight, so as to carry out the attack in the time dimension. At the same
time, we repositioned the root node of the bone by joint weights and judged the stability
of the joint by changing joint weights and coordinates, so as to re-determine the root
node of the bone, instead of directly using the initial node specified by the data set as
the root node as the existing method.

3. Method

In order to determine the priority of joint processing in a set of bone data, we put
forward the concept of joint weight. After determining the priority of joint processing,
the position of the root node is determined through this priority, and it is used as the
basis for editing data. Our experimental principle is shown in Figure 2.
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Figure 2. Study the flow chart of ideas.
Note: First, the average coordinate of each joint is used to replace the original coordinate, and the joint weight is obtained by the
change degree of the loss function. Then, the joint weight is used to compare the determined attack frame with the attacked data to
obtain the frame difference value, and the frame with the smallest frame difference value is connected to the attack frame to obtain the
countermeasure sample. By combining the joint change degree and joint weight, the joint node with the least joint change degree is
identified as the root node.

3.1. Preface
We assume that a bone dataset action recognition result has class L, and an action

(skeleton sequence) can be expressed asX = {qτi | i = 1, 2, ..., N, τ = 0, 1, ..., T−1},
whereN , T are the number of joints and the number of frames of this action respectively,
qτi ∈ R3 represents the three-dimensional coordinates of the i-th joint of the τ -th frame
of the bone data in this action. After actionX passes through the attacked model f , an
L-dimensional confidence vector f(X)k will be generated, representing the confidence
score of this action in the K-class action. The class label of an action in the form of
one-hot can be represented as y = (y1, y2, ..., yL)

T .

3.2. Joint weight
We first average the coordinates of all frames of the i joint qi in a set of data to

obtain the average positionMi of the i joint in this set of data, as shown in Equation (1):

Mi =

∑N
τ=0 q

τ
i

N
(1)

After the average position Mi is obtained, the coordinates of the i-th joint and
the average position of each frame are averaged again to obtain the new data X̃ . The
difference between the loss value obtained by sending the new data into the model and
the loss value of the original data X is the important value imi of the i-th joint, as shown
in Equation (2):

imi = L

(
f

(
Mi + xi

2

))
− L (f (xi)) (2)

where L is a loss function, the larger the imi value is, the greater the impact on this set
of data after the change of the i-th joint, and the more important it is to this set of data.

Then we sum and normalize all the joint important values of this set of data to
get the proportion of each joint important value in the whole, which is the joint weight.
The corresponding formula is shown in Equation (3):

Wi =
imi∑J
i=0 imi

(3)
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3.3. Time clipping translation attack method
In order to realize the time clipping translation attack method, we need to use the

joint weights mentioned above, through which we can focus on the comparison of each
joint, the implementation method is as follows: First, we determine the lengthM of the
attack segment in F frame by Equation (4):

M = F × θ, θ ∈ N(0, ϵ) (4)

where θ represents a random value sampled from the normal distribution (0, ϵ). It is one
of the parameters controlling the disturbance size in the PGD algorithm, which means
that the difference between the pixel value of each point of the admixture sample and the
original image does not exceed ϵ by using the projection function. When the value ofM
is too large, the change of the action after the attack is unnatural and the imperceptibility
of the attack is reduced.

The second step is to randomly determine an attack start frame frstart from the
remaining frames in the original data, except for the attack frame. That is to say, starting
from the attack start frame frstart, the next attack segment of length M is cropped to
obtain the attack end frame fresh. In the third step, we compare the start and end
positions of the attack segment, namely the attack start frame frstart and the attack end
frame frend, with all adjacent frames of the remainingN-M frames. We find the adjacent
frames f τ and frτ+1 with the smallest difference value, and then connect frτ to frstart, frτ+1

to frend, and the original frstart−1 to frend+1 to obtain a new sample X’. The corresponding
formula is shown in Equation (5):

diff τ =
J∑

i=0

(
Wi · sqrt

((
frτi − frstarti

)2
+
(
frτ+1

i − frendi

)2))
(5)

where diff τ represents the difference between frame τ and attack start frame frstart,
frame τ + 1 and attack end frame frend. By comparing the difference between the
attack start frame frstart and the end frame frend of each joint, and the frame frτ

to be compared and the frame frτ+1 of the next frame, we can get the transformation
between the corresponding two sets of frames, and then multiply the weight of the
joint to get the difference value diff τ between the attack segment and the compared
segment. The smaller the value of diff τ is, the smaller the difference between frames
τ and τ + 1 and the attack segment. The frame with the smallest difference value is
taken as the connection frame.

3.4. Root node relocation method
After the time clipping translation attack, we repositioned the root node of each set

of data. The existing methods did not redetermine the position of the root node when
disturbing the bone data but used the initial node of the data set itself as the root node,
while most of the existing data sets usually used the spine root node or the chest joint
node as the root node. However, if the attack mode is to traverse the nodes successively
from the root node, then the fixed node may not improve the success rate of the attack
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or even reduce the success rate of the attack and may reduce the imperceptibility of the
attack, because the fixed root node may change greatly in somemovements, resulting in
a large gap between the intra-frame joint coordinates and the original coordinates after
the attack and poor inter-frame continuity. The attack success rate decreases. In order
to solve this problem, we propose a root node relocation method, which combines the
coordinate change amplitude of the joint with the joint weight as the basis for judging
whether the root node can be used as the root node. The specific method is shown in
Equation (6):

disi = wi ·

(
N∑
τ=0

√(
xτi − xτ−1

i

)2
+
(
yτi − yτ−1

i

)2
+
(
zτi − zτ−1

i

)2) (6)

where disi indicates the degree of position change of the i-th joint in this movement,
and the smaller the disi value, the more stable the joint is and the more suitable it is to
be the root node.

Using the root node relocation method to attack data will change the root node
position of the original action, which will also change the attack order of the joint
and will have different impacts on the subsequent joints of each joint. Using the time
clipping translation attack method will change the impact on the action in the time
dimension, resulting in corresponding changes in the continuity of the action, thus
changing the recognition result. The specific effect is shown in Figure 3.

Figure 3. After the joint weight adversarial attack, the original data recognition result changed
from 63.5% reading to 59.1% writing, and the root node changed from the root of the spine to
the left wrist.

4. Experiments and results

We first describe our experimental setup and evaluation metrics in sub-section 4.1,
and then give the experimental results of our proposed attack in sub-section 4.2.

4.1. Experimental setup

4.1.1. Data set and test model

Our experiment used the NTU RGB+D dataset [35] and the ST-GCN model. The
NTU RGB+D dataset is a three-dimensional skeleton action dataset, which divides
human skeletons into 25 nodes and indexes each node. The human skeleton can
be determined by the index number of the node connected to it. The data set was
composed of 40 people aged 10 to 35 who were collected by three cameras in different
locations, and the data set was divided into two criteria: Cross-Subject and Cross-View.
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Cross-Subject divides the training set and the test set by personnel numbers, in which
20 people whose personnel numbers are 1, 2, 4, 5, 8, 9, 13, 14, 15, 16, 17, 18, 19, 25,
27, 28, 31, 34, 35, and 38 are taken as the training set. With 40,320 samples, the rest
of the personnel numbers serve as a test set, with 16,560 samples. Cross-View divides
the training set and the test set by camera number. The samples collected by camera 1
are used as the test set, and cameras 2 and 3 are used as the training set. The sample
numbers are 18,960 and 37,920 respectively.

4.1.2. Evaluation metrics and others

Next, we use our attack method to attack the test model and then evaluate the
attack effect according to the attack success rate, and use the confidence score and
the denormalized residual to compare the attack efficiency. Our experiments were
conducted using an Intel Core i7-11700 CPU and an NVIDIA RTX 3060 GPU.

4.2. Experimental results
In order to verify the effectiveness of the attack, we conducted an attack

experiment on the model, and the experimental results are shown in Figure 4.

Figure 4. The result of attack experiment on the model.
Note: The effectiveness of the attack method against the ST-GCN model on the NTU RGB+D data set is evaluated by comparing the
attack success rate.

When the value is ε = 0.1 and ε = 0.2, the attack success rate exceeds 15% and 25%
respectively, because the disturbance to the data caused by the value is too small, and
the impact on the identification result is very limited. However, in this case, our attack
rate can still achieve a medium attack success rate, which proves that our attack is very
effective in the range of small disturbance. When ε = 0.5, the attack success rate even
exceeds 60%. Through comparison, we find that the success rate of the attack using
the root node relocation method alone is close to that of the time clipping translation
attack, but the success rate of the root node relocation method alone is slightly lower,
which proves to some extent that the effect of the initial node change caused by the root
node relocation method is relatively worse. The results of using the two methods at the
same time will be greatly improved, which also shows that the combination of the two
methods will greatly improve the efficiency of the attack.
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In most cases, the changes of human movement are interrelated, and the change
amplitude of the main part of the movement increases from the root node to the leaf
node in turn, while the change degree of the non-main part of themovement also accords
with the increase in the change degree from the root node to the leaf node in turn, but
the increase degree is similar, and there is no big difference, resulting in similar joint
weights. In the case that the main part of some actions contains fewer nodes (such as
jumping in place, reading, writing, etc.), the overall joint weight differentiation is not
large, which makes the role of the root node not very obvious, and the effect of the root
node relocation method is relatively poor. The time clipping attack is to change the
order of actions in the time dimension, and the joint weight is only the basis for judging
the correlation of actions, and even the worse the correlation, the greater the degree
of movement change, the higher the success rate of the attack, but this will lead to
the reduction of imperceptibility. In order to ensure the imperceptibility of the attack,
it is necessary to ensure the correlation between the attack segment and the attacked
segment is as high as possible, which limits the success rate of the attack.

Next, we conducted a further experiment to analyze the effectiveness of the attack
by comparing the change of confidence score. The experimental results are shown in
Figure 5.

Figure 5. The result of comparing the change of confidence score.
Note: We use confidence scores to compare the effectiveness of our methods. Using the two methods alone is effective, but the
improvement of the confidence score is not great, while using the two methods at the same time has a large degree of improvement
in the confidence score.

Through the comparison of confidence scores, we can see that the confidence
scores of the root node relocation method and the time clipping translation attack are
similar to and slightly higher than the original confidence score, while the confidence
scores of the two methods are significantly higher than the original confidence score,
which also proves the effectiveness of our attack method from the side. However, the
confidence scores of the root node relocation method and the time clipping translation
attack are very close, so we conducted a more detailed comparison experiment on the
confidence scores of the denormalized residuals, and the experimental results are shown
in Figure 6.
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Figure 6. The experiment results of non-normalized residuals.
Note: It can be seen that the experimental result of using root node relocation alone is relatively poor. The experimental results of using
time clipping translation attacks alone are better, which also proves that the effectiveness of the attack is better. At the same time, using
these two methods can significantly change the confidence value, so that the confidence value after the attack changes greatly, indicating
that the attack is effective and stable.

The denormalized residual is an indicator to measure the gap between the
confidence value after the attack and the original confidence value. The specific
calculation equation is shown in Equation (7):

nq =
maxx′ {p (f(x′) | x′)} − p (y | x)

maxx′ {p (f(x′) | x′)}
(7)

where f is the attacked model, x is the original sample, x’ is the admissible sample, y
is the original label, p(f(x’)|x’) is the confidence value of the admissible sample, and
maxx’{p(f(x’)|x’)} is the maximum confidence value of the admissible sample. The
denormalized residuals pay more attention to the change of confidence value after the
attack. The larger the value is, the more effective the adversarial attack is to the model,
and the less robust the model is to the adversarial sample.

As can be seen from Figure 5, the experimental results of root node relocation
alone are relatively poor, which also proves that only changing the initial position of
the attack node has a relatively small impact on the experimental results, while the
experimental results of time clipping translation attack alone will be improved to a
large extent, which also proves the effectiveness of time clipping translation attack.
The main reasons for the difference between the root node relocation method alone
and the time-clipping translation attack are similar to the analysis in Figure 3. The
experimental results of using both methods are even better, which also proves that our
attack method is successful.

We then compared the existing adversarial attack methods on the NTU RGB+D
dataset, and the comparison results are shown in Table 1.

As can be seen from Table 1, if only the root node relocation method is used,
the attack success rate is similar to the results of existing methods and has a certain
improvement compared with some methods, but the improvement degree is not high.
The success rate of using time clipping translation attacks has been greatly improved,
and it can be said that it has exceeded the success rate of most existing methods. The
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performance of the joint weight adversarial attack is the best, reaching 66.1%, which
proves the effectiveness of our method, indicating that the choice of root node is very
important and the attack on the data from the time dimension is effective.

Table 1. The comparison of current adversarial attack methods based on human bone data with
ours using the NTU RGB+D dataset.

Attack method NTU RGB+D success rate

2s-AGCN 57.9%
P3D 61.8%
ABLAAR 59.8%
CIASA 58.4%
BASAR 58.13%
Root node relocation method 59.2%
Time clipping translation attack method 60.9%
JWAA 66.1%

5. Conclusions

In this paper, a concept of joint weight is proposed, which focuses on the
disturbance of joints by comparing the importance of human bone data nodes to the
whole movement. Based on the joint weight, an attack method of cutting and splicing
bone data in the time dimension is designed, and the effectiveness of the attack is proved.
At the same time, in order to solve the problem that the existing attack methods simply
determine the initial node specified in the data set as the root node without proper
modification according to the specific attack mode, which may lead to poor attack
efficiency and stability, we designed a root node relocation method according to the
joint weight to solve the problem that the root node does not adapt to the attack mode.
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