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Abstract: Today, grid-interactive, efficient buildings are gaining popularity due to their
potential sustainability performances through their ability to learn, adapt, and evolve at
different scales to improve the quality of life of their users while optimizing resource usage
and service availability. This is realized through various practices such as management and
control measures enabled by smart grid technologies, interoperability, and human-cyber-
physical security. However, despite their great potential, the research of those technologies still
faces various challenges. These include a lack of communication and control infrastructure to
address interpretability, security, cost barriers, and difficulties balancing occupant needs with
grid benefits. Initially, system modelling and simulation are promising approaches to address
those challenges ahead of time. It involves consideration of complex systems made up of
components from various research domains. This paper addresses the above practices,
highlighting the value of integrating technology and intelligence in the planning and operation
of buildings, both new and old. It provides a way to educate architects and engineers about this
emerging field and demonstrates how these practices can help in creating efficient, resilient,
and secure buildings that contribute to occupant comfort and decarbonization.

Keywords: grid-interactive efficient building; digital twins; building information modeling;
human-in-the-loop; human-cyber-physical security

1. Introduction

Buildings account for 40% of the primary energy consumption, 75% of the
electricity consumption, and 35% of the greenhouse gas (GHG) emissions in the US
[1], and probably a similar range worldwide. Accordingly, buildings have a major role
in reducing GHG emissions and quantifying building resources such as energy
efficiency and demand flexibility, which are vital to defining an optimal
decarbonization route. This is enabled today by a set of new concepts coming up
around smart grid technologies, such as microgrids, demand response (DR), load
scheduling strategies, peer-to-peer electricity trading, energy storage services, energy
hubs, energy prosumers, distributed energy resources (DER), etc. that make the
functionality of the building more complex. In this new context, the energy is
intermittent, distributed, mobile, and can be stored [2].

Grid-interactive efficient buildings (GEB) are networked systems consisting of
hardware and software accompanied by natural, human, and machine intelligence.
Several major sustainability performances underpin these buildings as a part of the
urbanization system, including occupant comfort, energy efficiency and sufficiency,
low carbon, controlled adaptivity, and demand flexibility. This is realized through
management and control measures enabled by smart grid technologies,
interoperability, and cyber-physical security [3]. Interoperability is even more
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significant in the context of GEBs, which rely heavily on communication within a
building and between buildings and the grid. By embracing intelligent GEBs, it is
possible to speed up the journey towards a sustainability performance agenda in three
ways. Firstly, alleviating bottlenecks in the energy distribution network makes the
smart grid stronger and more resilient. This allows for quicker rollout of renewable
energy and electric vehicles. Secondly, by enabling energy savings of around 30%—
40% in the buildings themselves. Thirdly, by being part of virtual power plants, which
contribute directly to DERs. Figure 1 shows an amalgamation of the five major
sustainability performances and the two technological enablers.
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Figure 1. Sustainability performances and enablers for grid-interactive efficient
buildings.

Appropriate energy-efficient design approaches, including insulation, thermal
mass, orientation, tightness, shading, and space conditioning, decrease the volume of
energy consumption. These are needed to manage heat loss or gain through the
building envelope and to control the concentrations of airborne contaminants within
the building. Controlling outdoor ventilation in buildings is important as it impacts
indoor air quality (IAQ) and energy. Once building loads are reduced, the next is using
energy-efficient equipment and on-site DER generation. The gain is especially true
when energy efficiency and integration of DERs are selected early in the design
process [4]. Using energy modeling and simulation can help eradicate human error by
recognizing the least expensive factors for GEBs.

The less energy the building needs to operate, the less renewable energy it will
need to produce on-site. This may be achieved by implementing efficient heating,
ventilation, air conditioning (HVAC), lighting, and smart plug loads other than
maintaining effective passive design approaches when possible. Energy from on-site
DERs may be distributed through transmission means other than the electricity grid,
such as charging electric vehicles [5].

This paper addresses several practices in designing and deploying GEBs, both
new and old. It is organized as follows: Section 2 describes the proposed framework
of the GEB within a microgrid and smart grid. Section 3 reviews the various system
modeling and simulation techniques implemented in designing GEBs. Section 4
describes the concepts of energy efficiency and sufficiency analysis. Section 5
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presents human-cyber-physical security as a major enabler of GEBs. Section 6 deals
with conclusions and future directions.

2. Grid-interactive efficient buildings

The definition of GEB by the U.S. Department of Energy (DOE) Building
Technologies Office involves using smart technologies that actively employ DERs to
optimize energy usage for grid service and occupant needs while reducing costs
consistently [5]. In addition, the American Society of Heating, Refrigerating, and Air-
Conditioning Engineers (ASHRAE) further elaborates that GEBs engage proactively
with the energy grid by utilizing renewable energy sources, energy storage systems,
and smart technologies to optimize energy consumption and generation. This enables
GEBs to respond to grid signals in real-time, lowering overall demand and GHG
emissions [6]. GEB is a cutting-edge building designed to interact in both directions,
meaning it can take in and give out energy. It is built or retrofitted in a way that
seamlessly combines energy efficiency with DR and load flexibility (LF). By
implementing DR and LF, the GEB can effectively reduce the overall electrical power
consumption during peak demand periods. This ensures that the utility power grid
operates stably and cost-effectively. This approach benefits the grid and consumers by
lowering peak demand charges, resulting in economic advantages. Figure 2 illustrates
the architecture of a proposed GEB that contributes to the overall grid-level energy
efficiency. Such a building can decrease the amount of electricity demanded and
reduce utility costs without compromising the safety and health of its occupants.
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Figure 2. A proposed architecture for a grid-interactive efficient building.

DR is the modification of consumers’ demand for energy consumption. It
provides major services, including energy management and storage. Electric utilities
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use these services to compel their users to reduce or shift energy consumption from
high-cost hours to low-cost hours of the day [7]. LF, also referred to as demand
flexibility, is a valuable feature offered by DERs that allows for the manipulation of
electricity through reduction, shedding, shifting, or generation. This technology not
only reduces energy consumption but also provides the grid with flexible building
loads. As the grid becomes increasingly complex, demand flexibility is crucial in
maintaining reliability, improving energy affordability, and integrating various
generation sources. Advanced controls can manage electrical loads in buildings,
allowing them to operate at specific times and varying output levels. For example,
space conditioning is a particularly significant and distinct load use due to its size,
dependence on weather, and contribution to peak demand and grid congestion. It also
affects occupant comfort, productivity, and health and interacts with the building
envelope [3].

Smart metering is a prerequisite and starting point for effectively implementing
smart grids and GEBs. For electricity providers to deliver intelligent services to
customers, bidirectional metering interfaces should be used to obtain customers’
energy demand information. Data collected from smart meters, building management
systems, and weather stations can be used by artificial intelligence (AI) techniques and
machine learning algorithms to infer the complex relationships between energy
consumption and other variables such as temperature, solar radiation, time of day, and
occupancy [8]. This intelligent interaction with the grid allows for better management
of both energy generation and consumption in response to grid conditions.

Wireless sensor and actuator networks (WSAN) as part of the Internet of Things
(IoT) represent a rapidly expanding area of research. They can convert analog signals
into digitally encoded signals for direct communication over a network for onward
transmission to other intelligent devices for control and measurement purposes. They
can process, analyze, and transmit this data to locations across a network for use in
various applications [4]. The function of sensor intelligence can vary between “think
for itself” or be part of a “think as a group” methodology in which sensors and a central
data analyzer perform together. The WSAN is a part of the field level of the building
automation and control system (BACS). The majority of larger (100,000 sq. ft. or
above) modern buildings today have BACSs that are capable of continuously
monitoring the status of the building's energy consumption through the WSAN
connected to the HVAC, lighting, plug loads, ventilation, and other auxiliaries in the
building like the elevator [9]. With the growing installation of photovoltaics (PV),
building energy management platforms, and DR-enabled smart devices, traditional
energy operation is evolving from a unidirectional utility-to-consumer model into a
more distributed bi-directional power flow paradigm. Each node of the network may
have several sensing units, which can measure physical variables, such as temperature,
humidity, and vibration, to record and react to an event or a phenomenon.

A significant architectural resolution for a GEB is the level at which various
flexibility modes are combined within a building, both for an individual grid service
and across services. Devices can directly interact with the grid, market, or any other
external entity. On the other hand, a building can coordinate with its resident devices
and interact with the utility smart grid or external entities [3]. Additionally, co-located
buildings can collaborate and provide services at different levels.
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3. System modeling and simulation

Building energy estimation can proceed through information gathering, modeling,
simulation, corrections, and monitoring, as shown in Figure 3. Studying the impact of
buildings’ energy consumption can be divided into three stages [ 10]. First, information
must be gathered or assumed, and a model will be created by referencing either the
planning process or a simulated building. Second, the energy attributed to the building
during its construction or calibration must be re-evaluated, using actual energy data if
available. Third, the actual energy consumption of the building post-construction must
be evaluated.
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Figure 3. The process of energy estimation in a building.

3.1. Energy forecasting

The building energy model emulates the physical attributes of buildings under a
given environmental condition [11] and simulates how buildings are operated to
achieve indoor set points. The implementation of BACS can be explored by using
models and simulations of buildings and the corresponding grid interfaces, which
facilitate their potential participation in future market structures through energy
forecasting. To maximize energy efficiency, accurate and consistent energy forecasts
are crucial. These forecasts rely on different factors such as historical trends, weather
patterns, tariff structures, and occupancy schedules. The building’s thermal mass is
the most promising grid service from an aggregate capacity perspective, which can
help to shed and shift HVAC load. By optimizing the HVAC and lighting systems,
energy forecasts can be of great help in achieving this goal.

There are three broad categories for predicting energy consumption: engineering
(white-box models), Al-based (black-box models), and hybrid (grey-box models), as
shown in Figure 4. White-box models use thermodynamic equations to estimate
energy consumption, while black-box models use historical data and statistical models
to predict future energy use. Grey-box models use a combination of both physical and
statistical methods. In recent years, black-box models have gained popularity due to
their ease of use and ability to provide optimal solutions [12].
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Figure 4. General categories of building energy forecasting models.
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EnergyPlus™ is a popular white-box model for developing detailed physical-
based building energy models [13]. Since some advanced control strategies are
difficult to implement directly in EnergyPlus™, co-simulation provides a solution to
conduct a two-way input/output data exchange between EnergyPlus™ and other tools
for controls [14,15]. The time-series control variables are calculated by the
EnergyPlus™ engine and passed to the external tools at each timestep. Then, the
external tools calculate the control signal and return this to the EnergyPlus™ engine.
This signal is used for the next timestep calculation. EnergyPlus™ has been commonly
used in system modelling for supporting various GEBs [16,17].

Resistive-capacitive networks are one of the popular gray-box models that are
considered simplified physical-based building energy models [18-20]. They may be
used to model the thermal dynamics in digital twins of GEBs, which have become an
emerging method for building energy modeling and simulation. In this regard, Mai
and Chung [21] proposed a modelling framework for economic model predictive
control that used an RC network model of a building that strongly relates to the power
consumption of the HVAC system.

Data-driven models are one of the candidates for the research to support GEBs
when historical data or measured data are provided using the neural network model
[22]. Chellaswamy et al. [23] developed a new framework for residential building
energy management systems with PV. A convolutional neural network was used to
estimate the relationship between the PV array power and meteorological datasets.

3.2. Human-in-the-loop (HiL)

A comfortable indoor environment should be one of the primary services
buildings provide. Nowadays, all thermal comfort standards include recommendations
concerning indoor thermal conditions for both the design and operation of buildings.
At its core, HiL focuses on enabling built environments that can learn, adapt, and
evolve at different scales to improve the quality of life of its users while optimizing
resource usage and service availability. Since these aspects are at the core of HiL, it is
thus imperative to extend existing modelling tools and practices with this new
emphasis [24]. A paradigm shift from ‘set-point-based’ control to ‘perception-based’
HiL control of buildings is necessary to increase comfort, reduce energy consumption,
and support the transition to clean energy. However, considering these aspects in the
building design phase would also be beneficial.

Indoor human comfort has been categorized into thermal, visual, and acoustic
environments in addition to the IAQ. Although thermal and visual comfort are
interrelated, these have been evaluated separately. Currently, the most frequently cited
thermal comfort standards, namely ASHRAE 55:2020 [25], ISO 7730:2005 [26], and
EN 16798-1:2019 [27], which was formerly EN 15251:2007 [28], propose
requirements based on the Fanger model [29] (beyond also including other
approaches), which solves the heat balance equations between the human body and its
surroundings, represented as a uniform environment. Fanger defined the “predicted
mean vote” (PMV) as an index that predicts the mean thermal sensation vote on a
standard scale for a large group of persons exposed to a given combination of
metabolic activity level, clothing insulation, and thermal environmental variables.
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Based on the theory of thermal comfort, Segovia et al. [30] presented an outline
of a temperature controller. It uses fuzzy logic to optimize comfort and reduce energy
consumption. The controller allows multiple inputs from more than one user to set a
temperature setpoint. The control logic was developed in MATLAB using the
Simulink tool in the simulations. Energy use was optimized, resulting in a reduction
of energy consumption between 22% and 31%.

3.3. Building Information Modeling (BIM) and digital twins

In the complex critical construction industry, buildings cannot be designed, built,
and maintained without creating virtual models. This is comprised of big data, which
refers to the vast quantities of information that have been stored in the past and
continue to be obtained continuously. Primary sources of big data in buildings include
people who are continuously generating and sharing information, information
technology (IT)—enabled construction devices that gather and store data, and holistic
systems such as BIM [4].

Incorporating digital technologies presents an excellent opportunity to reduce
energy demand while enhancing comfort. This transformation is in line with the
continuous progress in communication and information technologies as well as the
advancement of interconnected and intelligent grids. Moreover, improving the energy
efficiency in buildings can result in cost savings for owners and occupants and
potentially better indoor comfort levels [31]. Digital twinning techniques were first
used in aerospace and manufacturing, but now they are used in various applications
throughout a building’s life cycle (Figure 5). A digital twin refers to a digital or
mathematical model of a physical asset that incorporates sensor readings and a data
exchange mechanism between the digital model and the physical asset [32]. With the
help of a building WSAN, the BIM models can be extended into digital twins, which
reflect in a more precise way the behaviour and properties of the modeled building
during any phase of its life cycle [33].
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Figure 5. Digital twins for a grid-interactive efficient building.

4. Energy efficiency and sufficiency

There are two common ways to use self-generated solar energy in GEBs: on-grid
and off-grid. In the off-grid option, a building has solar panels but isn’t connected to
the grid. In this case, the building must use all the energy panels produce through direct
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consumption or storage. On the other hand, in the on-grid option, a building has solar
panels that can either use or export the produced energy to the grid. This is a common
option, especially in urban areas [34].

Most studies on urban PV's impact on the grid only considered rooftop PV
systems, mostly because of their maturity, easy integration, and low cost. However,
the strong decrease in prices of PV systems, which is likely to continue in the coming
years [35], facilitates the integration of PV on vertical facades as economically viable.
This opens engaging perspectives in urban environments where the available area on
facades is sometimes much larger than on roofs [36].

PV systems can be distinguished based on their operational and functional
requirements, their possible configurations, and the nature of equipment connection to
other power sources and electrical loads [37]. To achieve the desired voltage, a series-
parallel combination of PV panels is used according to the maximum voltage and
current of the inverter.

For optimized PV generation, it is essential to quantify the capabilities of the
GEB. PV electricity estimation helps the GEB operator determine the PV electricity
that can be generated over different periods of the day. This can be estimated using
solar irradiance data with PV module parameters, inverter parameters, site location,
array configuration, and other weather forecast information [9] as shown in Figure 6.
The performance of PV systems typically decreases when operating conditions deviate
from the nominal operating cell temperature due to environmental factors, such as
wind distribution, dust density, temperature, and humidity changes, resulting in
thermal losses and open-circuit voltage drops.

GEB PV Array DC Link (DC/DC; DC/AC)
Controllers/Accessories

Solar Irradiance, Location and Parameters and Weather Data Analysis
Environmental Factors, and Array Conditions
Configuration

< Losses >

Figure 6. Components of a GEB PV electricity generation system.

Optimizing the performance of PV energy is a crucial task that requires careful
planning and analysis. Optimal PV configuration is highly dependent on the local
context. Differences in latitude and longitude significantly impact the integration of
the fagade. Computational resources are valuable assets, providing engineers and
researchers with tools to model, simulate, dimension, and design PV systems.

Various tools are developed to help with the design, performance assessment, and
economics of PV systems. A detailed study is necessary for the general architecture of
the GEB PV system, maximum power point tracking algorithm, inverter
synchronization, and grid connection [38,39]. One such tool is PVSYST, which can
analyze the entire PV system, including stand-alone, grid-connected, pumping, and
DC-grid PV systems. EnergyPlus™ can simulate PV production and estimate the
incident solar radiation on each building surface. MATLAB/Simulink is also utilized
for analyzing the performance of the PV system based on its current-voltage-power
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characteristics, inverter voltage, gird voltage and current, power factor, and total
harmonic distortion under different environmental conditions.

5. Human-cyber-physical security (HCPS)

The HCPS is a seamless integration of human and computational entities with the
physical world and its processes [40]. This is realized as an efficient embedded
application that engages physical infrastructure with cyber computation to accomplish
functional security desires. In this paper, security incorporates cyber and physical real-
world consequences, including safety, real-time surveillance involving structural,
energy efficiency, and other human-centric values such as health and comfort. The
above integration is happening within the building through WSAN to environmental
data and technical services while engaging stakeholders in the process [4]. In the above
scenario, human roles as a designer, operator, or occupant have changed as knowledge
has evolved. The role has transformed into a smart and skilled one that leverages
human skills supported by information and technology to ensure the long-term
sustainability of operations and promote the occupant’s well-being in various
situations [41].

The rise of the WSAN and other sweeping technology initiatives is creating a
huge wave of technology adoption at every system architecture level. WSAN devices,
in particular, are a potential weak point for security because they do not generally have
the processing power to manage increasingly complex security protocols and
encryption schemes [42]. They are more vulnerable to attack than computers or mobile
phones, not only because of the surge in the use of WSAN devices but also on account
of the complexity, diversity, and inherent mobility of such device application scenarios
[43]. At the same time, WSAN has developed rapidly but has not yet matured.
Therefore, there is a need to adopt a standardized approach to IT and architecture that
leverages the WSAN and enables a future path to data analytics and edge intelligence
by offering secure mass deployment of WSAN technologies that also allow for
continuous monitoring and control of user access [44].

In general, there are three main issues for GEBs seeking to create a secure
experience for their occupants: security planning and governance; security practices
that can be enhanced by embracing some safety principles; and focus on the security
lessons being learned in the convergence of IT (servers, laptops, and workstations) and
operational technology (OT) (HVAC, lighting, elevators, fire alarms, etc.). The
security goals of a GEB, including confidentiality (privacy and authorization of access
to data or information), integrity (trustworthiness of the data or information storage),
availability (availability of the systems and associated functions when required), safety,
and resiliency (predict, absorb, and recover from disturbances), should be grounded
on both the objectives of IT as well as those of OT. This holistic approach reflects any
attack on a GEB and probably on a community that can pose impacts and risks to
human safety.

The HCPS concept is becoming significant in the security agenda of the GEBs.
Figure 7 displays a proposed HCPS architecture for a GEB. In-building physical
components and WSAN devices are located in the field layer. These assets require
monitoring tasks such as surveillance (to detect physical intrusion), environmental
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(such as temperature, humidity, smoke, and fire), structural (vibration and
deformation), energy efficiency, and other human-centric values. Some WSAN
devices would be deployed to monitor the environment and structural integrity of the
building. Other devices monitor the deployment area so that “physical intrusions” are
detected. It means that the monitors also need to be monitored [45]. The WSAN
gateway acts as an interface between the in-building and the outer network entities.
The Al-based intrusion detection and prevention system (IDPS) monitors both ingress
and egress traffic to detect cyberattacks and to protect the building from cyberattacks.
At the supervisory level and other levels, there is a human-machine collaboration
through knowledge and operation to implement security policies, perform
maintenance, upgrade the system, and facilitate intervention. It also provides a
reconfigurable interface between the cyber and physical parts of the building. The Al-
based detection and analytics module gathers sensed data from the IoT sensing module
and performs data preprocessing. It uses Al tools for physical event detection and
prediction. The controller makes decisions based on the results obtained from the data
analysis. It may generate control signals for actuators to activate the alarm system. It
can also communicate with external entities (if policy allows) through the building
gateway. Such entities include public safety and emergency management authorities.
The alarm system is responsible for conveying alert messages to in-building
occupants. The components in this architecture are assumed to be protected by
standard cryptographic mechanisms [46]. GEBs or smart grid operators may also
subscribe to cloud services for cyber security, energy management, data storage, and
analytics [47].
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Figure 7. A proposed HCPS architecture for a GEB.
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6. Conclusions: Looking ahead

Electrification provides a significant way to reduce carbon emissions and
increase energy efficiency in buildings. Implementing the smart utility grid regulations
and tariffs in GEBs benefits utilities, customers, and the environment. However,
certain infrastructure challenges exist and must be addressed, particularly on the
distribution grid. This matter requires a significant amount of funds to mitigate [48].
Additionally, new, simpler approaches to managing the proliferation of large numbers
of GEBs need to be explored.

GEBs are gaining popularity due to their potential sustainability performances
through their capability to learn, adapt, and evolve at different scales to improve the
quality of life of their users while optimizing resource usage and service availability.
Without new architecture and control techniques that move the distribution system to
an open-access network, the industry will not progress toward full decarbonization
quickly enough. This is achieved by implementing management and control measures
enabled by smart grid technologies, interoperability, and HCPS. However, the
research of these technological solutions still faces the challenge of maturity and
availability of some technologies that would optimize GEB implementation. Other
challenges include a lack of communication and control infrastructure, interpretability,
security, cost barriers, and difficulties balancing occupant needs with grid benefits.

Finally, advancing the state of the art in GEBs can be achieved through energy
efficiency, DERs, and demand flexibility. The resulting GEB developments should
pave the way for cleaner, more efficient, secure, and healthy buildings. By merging
grid-interactive approaches into building design and operation, it will be possible to
establish a sustainable and robust future for the built environment, ensuring a smooth
transition to zero-carbon buildings.
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