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Abstract: In this paper, we examined the suitability of epidemic models on networks
to assess their potential application for detecting malware propagation patterns in
peer-to-peer (P2P) computer networks. We analyzed how the Susceptible-Infected (SI),
Susceptible-Infected-Susceptible (SIS), and Susceptible-Infected-Recovered (SIR) models,
which were originally developed for biological viruses, can be applied to digital viruses.
Using the Gnutella network dataset as a representative topology of P2P networks, we
simulated infection scenarios to evaluate how scale-free network properties and the presence
of high-degree nodes acting as super-spreaders influence the propagation speed and network
saturation. The obtained results show that the examined models can be used and provide
valuable insight into epidemic dynamics. However, the existing models are not perfect, and
the introduction of additional states, such as L for latency and Q for quarantine, is proposed,
since these are relevant for digital devices and digital viruses. More precisely, the absence
of latent (L) and quarantine (Q) components leads to an overestimation of infection speed
and an inability to model strategic isolation. Accordingly, this study provides empirical
evidence that standard biological models are not sufficient for accurate predictions in the field
of cybersecurity in P2P environments, and that future modeling efforts should move from
basic compartmental models toward more advanced frameworks, such as SEIR and SIQR, to

realistically capture malware activation delays and the impact of active defense strategies.

Keywords: malware propagation; peer-to-peer networks; SI/SIS/SIR models; gnutella;

network topology; super-spreaders

1. Introduction

The development of digital systems has often been influenced by biological
systems. This connection has also encouraged comparisons between malicious
software and organic pathogens. Since the 1980s, especially after the appearance
of the Brain virus for personal computers, researchers have explored different
epidemiological approaches in order to understand how computer viruses and other
forms of malicious code spread [1,2]. Over time, models such as Susceptible-Infected
(SI), Susceptible-Infected-Susceptible (SIS), and Susceptible-Infected-Recovered
(SIR) became standard tools for estimating the scale of an outbreak and the speed of
its spread in cyberspace [3-5].

While these models offer a solid mathematical basis for studying epidemics in

homogeneous populations, their direct use in modern network architectures, especially
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peer-to-peer (P2P) systems, is not straightforward. P2P networks are decentralized and
operate without central control. They also have complex structural properties, including
power-law degree distributions and highly connected nodes, often referred to as hubs [6,
7]. Such nodes can act as super-spreaders and significantly influence the propagation
process. Because of that, the usual assumption of homogeneous mixing is no longer
appropriate. Pastor-Satorras and Vespignani [8] pointed out that in scale-free networks
the epidemic threshold may disappear, which means that infections can persist even when
transmission rates are very low.

Although network epidemiology has been widely studied, there is still a clear lack
of validation of classical compartmental models on real P2P topologies under different
defense conditions. Many existing studies are based on random graph approximations,
such as Erdés-Rényi networks, but these do not reflect the actual structural weaknesses
of real file-sharing systems such as Gnutella [9]. In addition, the standard SI, SIS,
and SIR models usually do not include the latency of modern malware, which may stay
inactive for some time in order to avoid detection. They also do not represent the active
role of quarantine measures used by antivirus programs and firewalls.

In this paper, we address these limitations through a numerical analysis of malware
propagation on the Gnutella network topology. We simulate the behavior of the SI, SIS,
and SIR models in order to examine how suitable they are in a digital setting. A central
part of the study is the comparison of different infection scenarios. In particular, we
analyze the difference between outbreaks that start from randomly selected nodes and
those initiated by super-spreaders.

The main contributions of this study can be summarized as follows:

1.  We carry out a numerical analysis of the SI, SIS, and SIR models on a real
unstructured P2P network. This allows us to examine how differences in network
topology affect the speed of malware propagation.

2. We study the super-spreader effect by comparing outbreaks that begin at highly
connected nodes with those that start at randomly chosen nodes. The results show
that infections initiated at high-degree nodes spread through the network much
faster.

3. Based on the obtained results, we point out that basic compartmental models are
not sufficient to describe all relevant aspects of malware behavior. In particular,
the findings support the inclusion of additional states such as Latent (L) and
Quarantine (Q), as in SEIR and SIQR models, in order to obtain more realistic

predictions in cybersecurity applications.

The rest of the paper is organized as follows. Section 2 presents the mathematical
background of the epidemiological models and introduces the Gnutella network dataset.
Section 3 describes the simulation procedure, the selected parameter values, and the
numerical results. Section 4 discusses the limitations of the considered models and
their implications for control strategies. Section 5 gives the concluding remarks and

outlines possible directions for future research.
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2. Mathematical preliminaries and network topology

In this section, we formulate the compartmental epidemiological models used
to describe the propagation of malware and define the topological properties of the
peer-to-peer network under study. We consider a network represented by a graph
G = (V,E), where V is the set of nodes (computers) with |V |= N, and E is the set
of edges (connections) representing communication channels through which malware
can spread.

2.1. Epidemic modeling

In order to model the spread of epidemics effectively, we must first refer to two
fundamental hypotheses that form the basis of the analytical and numerical framework
for epidemic modeling, namely the hypothesis of “states of individuals during an
epidemic” and the homogeneous mixing hypothesis.

Models based on the hypothesis of “states of individuals during an epidemic” place
each individual into one of several categories according to their condition. The simplest

model defines three states in which an individual may be found during an epidemic:

*  Susceptible (S),
* Infected (I), and
*  Removed (immune/deceased) (R).

The susceptible state defines healthy individuals who, up to a given moment, have
not been in contact with the pathogen. The infected state includes individuals who have
been in contact with the virus and are therefore capable of infecting other previously
uninfected individuals. Individuals who were infected at some point in the past but
have recovered are placed in the removed category, with the emphasis that they are
no longer infectious and cannot be infected again. These three categories are not
always sufficiently specific for modeling some other pathogens. For the purpose of
modeling more complex diseases, additional states may also be used, such as the latent
state (this state includes individuals who have been exposed to the pathogen but have
not developed the disease) and the immune state (this state describes individuals who
cannot be infected by the given virus) [7]. For the sake of modeling accuracy, as well
as for consistency with the real world, individuals may change states during the course
of an epidemic. If we take a virus as an example, then during some unspecified period
of time, an individual who is currently not infected (that is, is in the susceptible state)
may come into contact with another infected individual and move to the infected state.
Likewise, through appropriate actions and after a certain period of time, that individual
may move to the recovered state and very likely develop certain characteristics that
increase the ability of the immune system to defend against a similar strain of the virus
in the future.

The homogeneous mixing hypothesis assumes that each individual has
approximately the same chance of coming into contact with another infected
individual. This hypothesis also removes the need for a precise definition of the
contact network on which the virus spreads. Instead of an explicitly defined contact
network, the basic assumption is that each individual may infect any other individual.
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This hypothesis is also known as the complete mixing hypothesis [7].

We analyze the dynamics of three fundamental models: SI, SIS, and SIR. Let S(¢),
I(t), and R(t) denote the fraction of susceptible, infected, and recovered nodes at time
t, respectively, such that S(t) + I(¢) + R(t) = 1. The transmission rate is denoted by
B, and the recovery rate by ~.

2.1.1. The SI model
The Susceptible-Infected (SI) model describes pathogens for which there is no

immunity or recovery; once a node is infected, it remains infected forever. This is
similar to malware that permanently compromises a system and cannot be removed.

Its dynamics are described by the following differential Equation (1):

dl
— = BI()S(1). (1)

Because S(t) = 1 — I(t), the solution has the form of a logistic growth curve:

I()G’Bt
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where I is the initial fraction of infected nodes. In a finite network, the infection
eventually permeates the entire population, i.e., lim;_, I(t) = 1.

Following the framework established by Barabasi and Albert [7], the spreading
rate in a network is determined not just by /3, but by the network’s moment statistics. For
a homogeneous random network, the characteristic time scale is 7 = ﬁ However,
Gnutella exhibits a heterogeneous degree distribution. In such scale-free topologies, the
infection rate is dominated by the most connected hubs, leading to a drastically reduced
characteristic time 7 ~ %

Bk
observed in our super-spreader simulations (Section 4), as the second moment (k?)

. This theoretical insight explains the rapid saturation

diverges in power-law networks.
2.1.2. The SIS model

The Susceptible-Infected-Susceptible (SIS) model accounts for scenarios where
nodes can recover from infection but do not acquire permanent immunity (e.g., malware

is removed, but the system remains vulnerable to reinfection). The system is described

by:

dl

o = BIMSE®) — 1), G)
This model exhibits a threshold behavior. If the basic reproduction number Ry =
B/~y > 1, the infection survives and reaches an endemic steady state. If Ry < 1,
the infection dies out exponentially.

A critical distinction in network epidemiology is the epidemic threshold ., below
which the virus dies out. While in homogeneous networks A\, = %, Barabasi and
Albert [7], and Pastor-Satorras and Vespignani [8] proved that for scale-free networks
with degree exponent 2 < o < 3 (typical for P2P networks), the threshold vanishes:

(k)

)\C:@%O as N — oo. (4)
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This implies that in the Gnutella network, the SIS model predicts a persistent endemic
state for virtually any non-zero transmission rate 3, as confirmed by our numerical

results, where infections persist even at low transmission weights.
2.1.3. The SIR model
The Susceptible-Infected-Recovered (SIR) model introduces a removed state R,

representing nodes that are immune, patched, or disconnected from the network. The

system of coupled differential equations is:

B ssiim ©
A s 1) ©)
0] )

In the SIR model, the epidemic eventually terminates as the pool of susceptible nodes
is depleted, i.e., lim;_,o, I(t) = 0.

In the SIR model applied to complex networks, the timing of the outbreak is
heavily dependent on the connectivity of the initial node. As described in the previous
studies [7, 10], hubs are statistically likely to be infected early in the process. Once
infected, a hub with degree kp,,;, broadcasts the virus to kp,;, neighbors simultaneously.
This network property creates a kind of hierarchical cascade. The virus first spreads
from the super-spreader to intermediate hubs, and then from those hubs to peripheral
nodes. As a result, the time needed to reach peak infection is much shorter than
predicted by the mean-field approach.

2.2. Peer-to-peer networks

Peer-to-peer networks represent a decentralized model composed of
interconnected nodes, that is, computers that share resources. In this model,
there is no need for a centralized server or any form of centralized administration.
The idea of peer-to-peer networks dates back to the 1960s, when a group of experts
developed ARPANET with that concept in mind. However, peer-to-peer networks
gained much greater importance much later, at the end of the 1990s, with the emergence
of file-sharing systems such as Napster. During the same period, the decentralized
platform Freenet was also developed. This platform was created with the intention of
building a system resistant to censorship, with anonymous communication as its main
goal.

In peer-to-peer networks, each node acts simultaneously as both a server and a
client, which makes the network generally self-sustaining. This is the main difference
compared to the client-server model, where one or more nodes in the network are
identified as server nodes, that is, nodes that provide resources, while the remaining
nodes are identified as clients, meaning that they act as consumers in that network.

Peer-to-peer networks offer several advantages over the traditional client-server
architecture, such as greater fault tolerance, easier scalability, and potentially lower
infrastructure maintenance costs. Since a centralized server does not exist in this

architecture, the failure of one node often does not have consequences for the entire

5
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network. Moreover, peer-to-peer networks can dynamically expand or contract
depending on the needs of users, that is, nodes, which leads to a high level of utilization
of available resources.

However, the same properties that represent advantages of peer-to-peer networks
over traditional architecture also bring certain challenges, especially in the field of
security [11, 12]. The lack of centralized control can allow malicious software, or

malware, to spread more easily through the network.

2.3. The Gnutella dataset

To test the proposed models in a setting that is closer to a real digital environment,
we use the Gnutella peer-to-peer network dataset. The open architecture, large scale,
and self-organizing structure of the Gnutella network make it a particularly suitable P2P
system for this type of analysis. Like many other peer-to-peer applications, Gnutella
builds, at the application level, a virtual network with its own routing mechanisms.
The topology of the virtual network and its routing rules have a significant influence
on important system properties (i.e., performance, reliability, scalability ) and potential
for malware propagation.

Gnutella graph has N = 10,876 nodes and |E|= 39,994 edges (Figure 1). The
graph is weakly connected, while the largest strongly connected component contains
4,317 nodes (less than 40% of all nodes).

Figure 1. Visual representation of the Gnutella network.

These topological factors reinforce the network as small world type which can
also be relevant in epidemic investigation. Network diameter (longest shortest path)
is 9. The 90% effective diameter is only 5.4, indicating that infections can travel

relatively fast through the network. Likewise, local connectivity is limited. The average

6
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clustering coefficient is 0.0062, while the fraction of closed triangles is 0.0018. In total,
the network has 934 triangles. This indicates that the local redundancy is far lower than
common social networks, but still contributes to efficient propagation.

Empirical studies of Gnutella have also shown that its degree distribution follows
a power-law pattern, with exponent values in the interval o € [2.0,2.3] [9, 13].
This places the network in the class of anomalous networks, defined by Cohen and
Havlin [14] as networks for which 2 < a < 3. In that regime, the second moment of
the degree distribution diverges, that is, (k%) — oo as the network size increases. As
discussed in Section 2.1, this property is enough, from a theoretical point of view, to
eliminate the epidemic threshold. As a result, the network becomes highly vulnerable

to persistent infections, even when the transmission rate is low.
Identification of super-spreaders

The malware transmission rate is not exclusively determined by the intrinsic
virulence of the software code itself but by the network topology, including the
presence of high-degree nodes referred to as “super-spreaders”. In this paper, the
super-spreader is defined by means of degree centrality (number of active connections),
which indicates the point in the top 5% of the network. And there were 543 such
nodes identified in our analysis of the Gnutella dataset serving as central nodes for
both information and malware propagation. The node with ID 3109 emerged as the
most significant super-spreader, with the highest degree in the network (103 direct
connections). This is much greater than the average for the network; therefore, node
3109 (Figure 2) is an ideal vector for the quick arrival of a large-scale epidemic. In our
simulation, we specifically work with node 3109 to simulate a “worst-case scenario”

attack vector, compared with a random infection scenario.

Figure 2. Node (ID 3109) and its direct connections.

3. Experimental results

This section presents the comparative results of the SI, SIS, and SIR models. We
investigate how changes in the network topology, as well as epidemiological factors,

affect the final epidemic size, maximal infection, and spread velocity.
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3.1. Simulation framework

To evaluate the propagation dynamics of malware, we utilized the EoN (Epidemics
on Networks) Python library [15]. Simulations were performed on a computer with an
AMD Ryzen 5 5600 processor and 32 GB of RAM.

We specify two different scenarios of simulation given that the vector of infection

has an initial presence:

1. Scenario A (super-spreader): The infection is initiated by highest-degree node
3109 (k = 103).
2. Scenario B (random node): The infection is initiated by low-degree node 1.

For each scenario, we varied the transmission rate (3) and recovery rate () to
model different categories of malware and defense capabilities. The time horizon for

all simulations was set to ;4 = 100 time units.

3.2. Analysis of the SI model

The SI model assumes no recovery, representing a worst-case scenario. As shown
in Tables 1 and 2, the entire network eventually becomes infected (N = 10, 876).
However, the speed of saturation differs.

Table 1. SI model results: Time to full saturation for infections initiated by super-spreader
node 3109.

Transmission rate Final epidemic size Peak epidemic size  Time to peak

0.2 10,876 10,876 45.33
0.4 10,876 10,876 22.86
0.6 10,876 10,876 14.71
0.8 10,876 10,876 11.74
1.0 10,876 10,876 8.99

Table 2. SI model results: Time to full saturation for infections initiated by random node 1.

Transmission rate Final epidemic size Peak epidemic size =~ Time to peak

0.2 10,876 10,876 44.25
0.4 10,876 10,876 24.16
0.6 10,876 10,876 14.76
0.8 10,876 10,876 12.00
1.0 10,876 10,876 9.26

Figures 3 and 4 demonstrate that for high transmission rates (5 > 0.4), the
topology has little effect on the final outcome, as the network is overwhelmed almost
instantly.

3.3. Analysis of the SIS model

The SIS model represents scenarios where malware can reinfect nodes after
removal (e.g., persistent botnets). We executed simulations with 5 € [0.2,1.0] and
~v € 10.1,0.9].

Tables 3 and 4 summarize the average results for the super-spreader and random

8
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node scenarios, respectively.
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Figure 3. SI time series with initial infection at super-spreader node 3109.
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Figure 4. SI time series with initial infection at random node 1.

Table 3. SIS model results: Complete parameter sweep for infections initiated by
super-spreader node 3109.
Rate 3 Parameters ~y Final size Peak size Time to peak Avg. infection duration (1/~) Reprod. number (Ro)

0.2 0.1 9234.0 9346.2 61.06 10.00 2.00

0.2 0.3 7309.6 7466.6 52.48 3.33 0.67

0.2 0.5 5987.0 6162.0 45.65 2.00 0.40

0.2 0.7 4972.0 5148.2 44.12 1.43 0.29

0.2 0.9 2514.4 2607.2 32.90 1.11 0.22

0.4 0.1 9957.8 10,065.0 69.35 10.00 4.00

0.4 0.3 8659.4 8794.4 74.42 3.33 1.33

0.4 0.5 7684.4 7859.8 48.60 2.00 0.80

0.4 0.7 6942.4 7088.6 64.33 1.43 0.57

0.4 0.9 5017.2 5174.0 52.41 1.11 0.44

0.6 0.1 10,234.2 10,323.8 51.60 10.00 6.00

0.6 0.3 9274.8 9380.6 64.97 3.33 2.00
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Table 3. Cont.

Rate 3 Parameters ~ Final size Peak size Time to peak Avg. infection duration (1/~) Reprod. number (Ro)
0.6 0.5 8504.8 8620.2 34.55 2.00 1.20
0.6 0.7 7829.8 7992.8 43.87 1.43 0.86
0.6 0.9 7265.0 7465.8 35.99 1.11 0.67
0.8 0.1 10,402.2 10,462.0 48.85 10.00 8.00
0.8 0.3 9579.6 9701.0 55.13 3.33 2.67
0.8 0.5 8950.0 9101.0 54.49 2.00 1.60
0.8 0.7 8420.4 8554.8 46.14 1.43 1.14
0.8 0.9 7925.8 8087.0 36.55 1.11 0.89
1.0 0.1 10,488.0 10,551.2 46.46 10.00 10.00
1.0 0.3 9833.6 9915.0 33.30 3.33 333
1.0 0.5 9257.0 9390.4 32.42 2.00 2.00
1.0 0.7 8788.6 8923.8 68.40 1.43 1.43
1.0 0.9 8325.2 8490.8 48.66 1.11 1.11

Table 4. SIS model results: Complete parameter sweep for infections initiated by random

node 1.

Rate 3 Parameters ~ Final size Peak size Time to peak Avg. infection duration (1/~) Reprod. number (Ro)
0.2 0.1 9265.0 9364.6 82.60 10.00 2.00
0.2 0.3 5823.8 5962.8 34.55 3.33 0.67
0.2 0.5 4803.4 4958.4 49.28 2.00 0.40
0.2 0.7 4015.6 4127.6 41.37 1.43 0.29
0.2 0.9 4147.0 4337.8 80.49 1.11 0.22
0.4 0.1 9966.4 10,062.2 44.86 10.00 4.00
0.4 0.3 5182.4 5278.2 3222 3.33 1.33
0.4 0.5 7734.0 7871.4 60.08 2.00 0.80
0.4 0.7 6936.4 7107.2 50.12 1.43 0.57
0.4 0.9 2536.8 2582.8 27.61 1.11 0.44
0.6 0.1 10,245.4 10,325.8 46.59 10.00 6.00
0.6 0.3 9245.6 9372.0 66.62 3.33 2.00
0.6 0.5 6804.8 6909.4 40.79 2.00 1.20
0.6 0.7 7858.4 8000.4 57.42 1.43 0.86
0.6 0.9 7313.6 7459.6 45.62 1.11 0.67
0.8 0.1 10,393.0 10,465.2 76.26 10.00 8.00
0.8 0.3 9569.4 9703.4 46.11 3.33 2.67
0.8 0.5 7162.0 7260.0 44.83 2.00 1.60
0.8 0.7 8444.0 8540.6 58.64 1.43 1.14
0.8 0.9 6310.0 6461.4 45.02 1.11 0.89
1.0 0.1 10,470.0 10,551.4 52.88 10.00 10.00
1.0 0.3 9810.2 9923.4 46.91 3.33 3.33
1.0 0.5 9242.0 9385.6 37.10 2.00 2.00
1.0 0.7 8777.6 8920.8 36.84 1.43 1.43
1.0 0.9 8353.6 8503.4 81.04 1.11 1.11

The results indicate a strong positive correlation between transmission rate and
epidemic size. Crucially, when ~ increases from 0.1 to 0.9 (at 5 = 0.2), the final
epidemic size drops by approximately 72%, highlighting the efficacy of rapid recovery
mechanisms.

Figures 5 and 6 illustrate the time series of infection. In the super-spreader
scenario, the infection reaches its peak significantly faster due to the hub’s high

connectivity.
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3.4. Analysis of the SIR model

The SIR model introduces permanent immunity. Unlike SI and SIS, the SIR model
shows that malware outbreaks can be self-limiting. Tables 5 and 6 reveal that under
many parameter combinations, the final epidemic size is negligible (0), suggesting the
infection dies out before becoming endemic.

A critical observation is the “super-spreader volatility.” At intermediate recovery
rates (e.g., 8 = 0.4, = 0.7), initiating the infection at node 3109 results in a peak size
of 3687 nodes, whereas initiating at node 1 results in only 2215 nodes. This confirms
that targeted attacks on hubs are significantly more dangerous than random failures.

Interestingly, increasing the recovery rate (y = 0.1 to v = 0.3) by a factor
of 3 (at 5 = 0.2) reduces the peak infection size by nearly 35% (from 6370 to
4113). This suggests that even modest improvements in antivirus response times
can disproportionately collapse the epidemic curve, a phenomenon typical of systems
operating near the critical threshold ..

11
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Table 5. SIR model results: Complete parameter sweep for infections initiated by
super-spreader node 3109.

Rate 3 Parameters ~ Final size Peak size Time to peak Avg. infection duration (1/~) Reprod. number (Ro)
0.2 0.1 1.0 6370.2 6.08 10.00 2.00
0.2 0.3 0.0 4113.2 5.20 3.33 0.67
0.2 0.5 0.0 27922 4.66 2.00 0.40
0.2 0.7 0.0 1886.2 5.22 1.43 0.29
0.2 0.9 0.0 1349.6 4.61 1.11 0.22
0.4 0.1 0.0 7584.2 3.49 10.00 4.00
0.4 0.3 0.0 5585.6 2.77 3.33 1.33
0.4 0.5 0.0 4550.8 242 2.00 0.80
0.4 0.7 0.0 3687.0 227 1.43 0.57
0.4 0.9 0.0 2433.6 1.85 1.11 0.44
0.6 0.1 0.6 8203.2 2.79 10.00 6.00
0.6 0.3 0.0 6450.2 2.03 3.33 2.00
0.6 0.5 0.0 5362.4 1.79 2.00 1.20
0.6 0.7 0.0 4647.2 1.66 1.43 0.86
0.6 0.9 0.0 4078.0 1.75 1.11 0.67
0.8 0.1 0.4 8578.4 2.31 10.00 8.00
0.8 0.3 0.0 6942.8 1.59 3.33 2.67
0.8 0.5 0.0 6017.0 1.41 2.00 1.60
0.8 0.7 0.0 5328.2 1.37 1.43 1.14
0.8 0.9 0.0 4727.8 1.22 1.11 0.89
1.0 0.1 0.8 8836.2 2.03 10.00 10.00
1.0 0.3 0.0 7328.2 1.39 3.33 333
1.0 0.5 0.0 6437.0 1.17 2.00 2.00
1.0 0.7 0.0 5761.2 1.11 1.43 1.43
1.0 0.9 0.0 5278.0 1.02 1.11 1.11

Table 6. SIR Model Results: Complete parameter sweep for infections initiated by random

node 1.

Rate 3 Parameters ~y Final size Peak size Time to peak Avg. infection duration (1/~) Reprod. number (Ro)
0.2 0.1 0.4 6455.6 7.38 10.00 2.00
0.2 0.3 0.0 3240.2 4.45 3.33 0.67
0.2 0.5 0.0 2813.4 5.80 2.00 0.40
0.2 0.7 0.0 2008.4 6.26 1.43 0.29
0.2 0.9 0.0 795.6 3.68 1.11 0.22
0.4 0.1 1.0 7621.2 4.27 10.00 4.00
0.4 0.3 0.0 5590.0 3.23 3.33 1.33
0.4 0.5 0.0 4496.4 3.02 2.00 0.80
0.4 0.7 0.0 2215.4 1.90 1.43 0.57
0.4 0.9 0.0 2428.2 2.39 1.11 0.44
0.6 0.1 0.8 8189.2 3.08 10.00 6.00
0.6 0.3 0.0 6411.4 2.43 3.33 2.00
0.6 0.5 0.0 4349.0 1.54 2.00 1.20
0.6 0.7 0.0 4634.6 2.15 1.43 0.86
0.6 0.9 0.0 4119.8 1.99 1.11 0.67
0.8 0.1 0.6 8533.0 2.55 10.00 8.00
0.8 0.3 0.0 6908.4 2.09 3.33 2.67
0.8 0.5 0.0 6031.6 1.81 2.00 1.60
0.8 0.7 0.0 4213.2 1.31 1.43 1.14
0.8 0.9 0.0 3833.8 1.25 1.11 0.89
1.0 0.1 1.4 8852.6 2.25 10.00 10.00
1.0 0.3 0.0 7295.8 1.56 3.33 3.33
1.0 0.5 0.0 6417.2 1.41 2.00 2.00
1.0 0.7 0.0 5728.8 1.31 1.43 1.43
1.0 0.9 0.0 5249.8 1.25 1.11 1.11
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To visualize the immediate impact of topology on epidemic initiation, we captured

the first 10 steps of the fast SIR simulation (distinct from time units). Figures 7 and 8

depict the network state under identical parameters (8 = 0.5,y = 0.7).
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Figure 8. SIR time series with initial infection at random node 1.

In these visualizations, red nodes represent infected peers, blue nodes are

susceptible, and green nodes denote identified super-spreaders.

As visualized in Figure 9, initiating infection at node 3109 immediately exposes

its direct neighbors to the pathogen. In contrast, node 1 (Figure 10) exposes only a

handful of peers. This topological disparity creates an initial ’shockwave’ that drives the

system into the exponential growth phase almost instantly, bypassing the slow buildup

phase seen in random-node scenarios.
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Figure 9. Initial propagation steps (SIR model) starting from a super-spreader (node 3109).
The infection rapidly reaches multiple neighborhoods due to the hub’s high connectivity.
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Figure 10. Initial propagation steps (SIR model) starting from a random node (node 1). The
infection remains localized within a small cluster.

4. Limitations of classical models and the need for control states

According to the numerical analysis, the classical compartmental model (SI, SIS,
SIR) approach gives a fundamental structure for understanding epidemic thresholds;
however, in the presence of modern cybersecurity applications, the proposed solution
has a serious drawback: The models cannot fully capture the time delays and the active

protection mechanisms in digital networks.

4.1. The effect of latency on the dynamics of infections

One major limitation in our simulations of SI and SIS (Figures 3 and 5) is the
assumption that the infectivity occurs immediately. Biological: This is a disease with
a 0 incubation period. Yet the most notable characteristic is that nowadays malware
is commonly in a “dormant phase” that acts to bypass detection in order to release
its payload [16]. In SEIR (Susceptible-Exposed-Infected-Recovered) models, it was

14
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observed [17] that the lack of an Exposed or Latent (L) compartment causes the
propagation velocity to be overestimated. Our simulations show complete saturation
of the network (N = 10, 876) in under 9 time units for 5 = 1.0. In a real-world P2P
network, however, node handshakes, file transfer protocols, and processing overheads
introduce inevitable latency. If we consider a transfer latency of §t, the effective
transmission rate is dampened to 3’ & 3-e~°'. The discrepancy between our numerical
“instant” saturation and empirical malware propagation data implies that this latency
is non-negligible. Therefore, the results presented here likely represent a theoretical
upper bound. Incorporating a latent state L would introduce a necessary time delay 7,
effectively flattening the infection curve and providing network administrators a critical

window of opportunity for intervention.

4.2. Absence of active defense mechanisms

The standard SIR model assumes that nodes enter the “Recovered” state naturally
after infection. In reality, recovery in computer networks is often a result of
active countermeasures, such as antivirus software isolating infected files or firewalls
blocking malicious traffic. This necessitates a Quarantine (Q) compartment, as
proposed in SIQR models [18,19].

Our simulation results for the SIS model (Table 3) show that with low recovery
rates (v = 0.1), the malware becomes endemic. In a real-world scenario, the detection
of such a persistent threat would trigger a quarantine response, effectively removing
nodes from the infectious pool before they can recover or reinfect others. The lack of
a Q-state in our current model explains why the peak infection sizes in our simulations

are exceptionally large (up to 96% of the network).

4.3. Transition to SEIR/SIQR

Based on the insight (super-spreader volatility) from Section 3.4, we believe
that future attempts to model P2P malware should evolve from simple SIS/SIR
architectures to more robust SEIQRS (Susceptible-Exposed-Infected-Quarantined-
Recovered-Susceptible).  More particularly, the Quarantine system is a key
consideration in modeling the effect of “targeted immunization”, where super-spreaders
(e.g., node 3109) are preferentially isolated. The general equation for this extended
model would change the standard SIR model as follows:

W~ ps1 ®)
% — BST — ¢E ©)
(4o (10)
L —s1-ne (a1

where € represents the activation rate (Latent — Infected), § is the quarantine rate
(Infected — Quarantined), and 7 is the rate of quarantined nodes that get cleaned up

and returned to Susceptible or Recovered. Empirical results indicate that without these
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variables, standard models fail to predict the effectiveness of cyber-defense tactics. In
addition, adding the parameter 1 renders realistic the reinfection versus permanent
patching cycle, a process with particular significance in long-term network security

assessment.

4.4. Extending propagation models via fractional derivatives

Expanding standard epidemiological models, such as SIR and SEIR, through the
application of fractional-order derivatives represents a highly relevant extension for
analyzing propagation dynamics on complex networks [20-22]. Unlike traditional
integer-order derivatives, fractional derivatives introduce memory effects and non-local
properties, allowing the model to continuously account for the historical states of network
nodes during malware propagation. From a mathematically rigorous perspective,
the implementation of fractional calculus maintains a robust analytical foundation
by utilizing well-defined operators, such as the Caputo derivative [23, 24] or the
Mittag-Leffler fractional derivative [25]. These operators alter the differential framework
to successfully capture the anomalous diffusion and power-law behaviors inherently
found in peer-to-peer networks. Furthermore, adopting fractional epidemiological
models significantly improves numerical approximations [26]. The fractional order
parameter « acts as an additional degree of freedom, offering enhanced flexibility
in parameter estimation and yielding much more accurate numerical solutions and

computational stability when modeling complex epidemic curves [23,26].

5. Conclusion

Using the Gnutella dataset, we conducted quantitative analysis on malware
propagation dynamics on unstructured peer-to-peer networks. We examined the role of
network topology (the impact of high-degree super-spreaders) on the velocity and scale
of digital epidemics through systematic application of SI, SIS, and SIR compartmental

models. In summary, based on our results, we come to three important conclusions:

1. Due to the scale-free characteristics of P2P networks, they are inherently
vulnerable to targeted attacks. Epidemic scenarios that start from a single
super-spreader (node 3109) reach saturation 5 times faster than those generated
from random nodes were simulated. It confirms that degree centrality is one of
the key predictors of epidemic risk in decentralized systems.

2. Classical SI, SIS and SIR models provide excellent predictions of general
threshold behavior but suffer from fundamentally overestimating the speed of
infection, as they completely ignore the latency time of contemporary malware.
The instantaneous transmission expected from SI model (fpeqr = 9 units) is a
theoretical worst case and not an operational reality.

3. Since the typical SIR model does not naturally dampen the epidemic without high
recovery rates, Q states are required as an extra effort to mitigate these effects.
We demonstrate that effective cyber defense is not only about recovery (v), but
requires maintaining active isolation of the breached nodes () before they can

infect their many neighbors.
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