ACADEMIC PUSLISHING PTE LTD

Article

Advances in Differential Equations and Control Processes 2025, 32(3), 2940.
doi: https://doi.org/10.59400/adecp2940

Recent advances in differential equations, control processes, and secure
cryptographic networks for medical data exchange

Chafaa Hamrouni

Department of Computer Sciences, Kurma University College, Taif University, Kurma 2935, Kingdom of Saudi Arabia; cmhamrouni@tu.edu.sa

CITATION

Hamrouni C. Recent advances in
differential equations, control
processes, and secure cryptographic
networks for medical data exchange.
Advances in Differential Equations
and Control Processes. 2025;
Vol.32(No.3): 2940.
https://doi.org/10.59400/adecp2940

ARTICLE INFO

Received: 14 March 2025

Revised: 4 September 2025
Accepted: 23 September 2025
Available online: 30 September 2025

COPYRIGHT

Copyright © 2025 Author(s).
Advances in Differential Equations
and Control Processes is published
by Academic Publishing Pte. Ltd.
This work is licensed under the
Creative Commons Attribution (CC
BY) license.
https://creativecommons.org/licenses/
by/4.0/

Abstract: Advances in differential equations and control theory are reshaping how secure,
efficient medical data-exchange systems are designed. In parallel, blockchain offers
decentralized trust, cryptographic integrity, and auditable access control for healthcare
networks. Yet the choice of storage and transmission architecture strongly affects scalability,
latency, privacy, and cost. This work investigates how mathematical modeling via differential
equations and modern control processes can be coupled with blockchain to strengthen security
and interoperability across distributed healthcare systems. We comparatively examine three
deployment models: (1) on-chain storage, (2) off-chain, cloud-backed storage with blockchain
access control, and (3) local institutional storage integrated with federated learning. On-chain
designs maximize transparency and tamper-resistance but incur substantial computation and
storage overhead. Off-chain approaches improve scalability while retaining verifiable control
through the ledger. Local storage with federated learning safeguards patient privacy by
keeping raw data within institutions and sharing only encrypted updates or proofs on chain.
Persistent challenges include storage bloat, network delays, heterogeneous regulations, and
evolving attack surfaces. To address these issues, we outline optimization strategies grounded
in system dynamics stability analysis, resource allocation, and control-oriented tuning to
balance throughput, privacy, and reliability. The study synthesizes theoretical insights with
implementation considerations, offering a unified perspective on building resilient, performant,
and privacy-preserving medical data-exchange frameworks that leverage blockchain under

mathematically principled control.

Keywords: differential equations; blockchain technology; medical data exchange;
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1. Introduction

The rapid advancement of digital healthcare technologies, including cloud
computing, big data, and the Internet of Things (IoT), has led to an unprecedented
increase in the volume of electronic medical data [1]. The integration of wearable
health devices and remote monitoring systems has significantly enhanced patient care
by enabling real-time data collection and analysis. However, medical institutions often
face challenges in effectively utilizing these vast data resources due to limitations in
sample distribution, interoperability, and privacy concerns [2]. Secure and efficient
data-sharing mechanisms are crucial for improving medical research, personalized

treatment, and overall healthcare outcomes.
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Despite the potential benefits of medical data-sharing, privacy protection
remains a critical challenge. Traditional cloud-based data-sharing approaches rely on
centralized systems, requiring third-party oversight to enforce security protocols [3].
While encryption and access control techniques such as role-based and attribute-based
encryption have been employed, they remain vulnerable to trust and security
breaches [4]. Moreover, cloud environments pose significant risks regarding data
ownership, compliance, and unauthorized access [5]. Blockchain technology offers a
transformative solution by enabling decentralized, transparent, and tamper-resistant
electronic medical data-sharing. Through cryptographic techniques and smart contracts,
blockchain eliminates the need for intermediaries while ensuring data integrity and
access control [6]. Despite significant advancements in digital health, the exchange of
medical data across institutions remains fragmented and inefficient. Current systems
are largely reliant on centralized databases or cloud platforms, which often suffer
from interoperability challenges, latency issues, and risks of single-point failures.
Moreover, conventional approaches frequently struggle to balance accessibility with
stringent privacy requirements mandated by healthcare regulations such as HIPAA
and GDPR. These limitations have resulted in restricted data sharing, siloed patient
records, and reduced opportunities for collaborative diagnosis or large-scale medical
research. Blockchain has emerged as a promising enabler in this context, but its
integration with advanced mathematical modeling is still underexplored, particularly
with respect to optimizing efficiency, ensuring privacy, and reducing computational
costs. By leveraging its distributed ledger framework, medical institutions can
securely exchange patient records, research datasets, and diagnostic insights while
maintaining privacy and compliance [7]. Additionally, blockchain facilitates trust
among stakeholders by providing an auditable and immutable record of transactions
[8]. This study systematically classifies medical blockchain data-sharing into on-chain
sharing and off-chain sharing, with off-chain sharing further divided into cloud-based
and local storage models. Each method is analyzed for its security mechanisms,
efficiency trade-offs, and implementation challenges [9]. The paper also highlights the
limitations of current approaches and proposes future research directions to enhance
blockchain’s role in medical data-sharing. By addressing security, privacy, and
interoperability concerns, this research aims to advance blockchain-based healthcare
solutions, paving the way for a more secure and efficient medical data ecosystem [10].
To achieve these objectives, the paper explores recent advances in blockchain-based
medical data sharing, emphasizing innovative solutions for privacy and efficiency. It
establishes criteria for inclusion and exclusion in research to ensure a comprehensive
analysis of existing methods. A review of previous studies provides context for the
ongoing development of blockchain applications in healthcare. The study then delves
into blockchain on-chain data-sharing approaches and off-chain cloud storage models,
highlighting their advantages and challenges. Furthermore, localized data-sharing
and federated learning are examined as privacy-preserving alternatives. The research
also investigates security enhancements in blockchain-based medical data-sharing,
including the role of smart contracts and attribute-based encryption in access control
mechanisms. This research aims to advance blockchain-based healthcare solutions,
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paving the way for a more secure and efficient medical data ecosystem. Recent
efforts have also focused on complementary directions: Zhang and Zhou proposed a
privacy parameter setting and usability optimization algorithm tailored for medical
data, which balances security with data usability, while Zhang et al. introduced an
efficient and secure audit scheme for cloud-based EHRs with recoverable and batch
auditing, enhancing both reliability and scalability of healthcare data exchange [11].

The rapid evolution of digital healthcare technologies, including cloud computing,
big data analytics, and the Internet of Things (IoT), has significantly transformed
medical data collection, processing, and sharing. Wearable health devices and remote
monitoring systems now generate vast amounts of patient data, enabling real-time
diagnosis and personalized treatment. However, effectively utilizing these expanding
datasets presents challenges related to interoperability, privacy, and secure access
control. Ensuring the confidentiality and integrity of sensitive medical information
while enabling seamless data exchange remains a critical concern for healthcare
institutions. Traditional cloud-based data-sharing solutions rely on centralized control,
raising risks of security breaches, unauthorized access, and compliance violations.
Despite employing encryption and role-based access control, these methods remain
vulnerable to trust-related issues and cyber threats.

Blockchain technology has emerged as a revolutionary framework for
decentralized, transparent, and tamper-resistant medical data-sharing. By leveraging
cryptographic mechanisms and smart contracts, blockchain eliminates the need for
third-party oversight while maintaining robust security, data integrity, and access
control. Through its distributed ledger structure, medical institutions can securely
share patient records, research datasets, and diagnostic information while ensuring
regulatory compliance and privacy protection. This paper aims to develop a structured
framework for integrating advanced mathematical models, particularly differential
equations and control processes with blockchain technology to improve security,
privacy, and interoperability in healthcare networks. Specifically, it evaluates three
models for medical data exchange on-chain storage, off-chain cloud storage, and
local storage with federated learning by comparing their efficiency, scalability, and
computational feasibility, with the goal of identifying optimal strategies for secure and
reliable medical data sharing. Additionally, blockchain enhances stakeholder trust by
providing an immutable, auditable record of transactions. This study systematically
classifies blockchain-based medical data-sharing into on-chain and off-chain models,
where off-chain solutions are further divided into cloud-based and local storage
methods. Each approach is analyzed based on its security mechanisms, efficiency
trade-offs, and implementation challenges.

Furthermore, this research integrates recent advancements in differential equations
and control processes to optimize blockchain applications in medical data-sharing.
Mathematical modeling plays a crucial role in addressing network security, consensus
algorithm efficiency, and scalability issues in blockchain frameworks. The study
explores the role of differential equations in modeling transaction delays, cryptographic
computations, and energy consumption in blockchain networks. It also investigates
the application of control theory in enhancing consensus protocols, improving fault
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tolerance, and mitigating network congestion. Additionally, federated learning and
localized data-sharing frameworks are examined as privacy-preserving alternatives to
conventional cloud-based blockchain implementations.

By bridging theoretical advancements in differential equations and control
systems with blockchain-based medical data-sharing, this paper provides a
comprehensive perspective on enhancing security, scalability, and efficiency in
decentralized healthcare solutions. The study highlights existing limitations, proposes
future research directions, and establishes a structured methodology for evaluating
blockchain applications in healthcare.

On-chain storage: In this model, medical data are directly recorded and stored
within the blockchain. Each transaction contains encrypted patient records or references
to them, ensuring immutability and transparency. Smart contracts can regulate access,
granting permissions only to authorized stakeholders. While this approach guarantees
strong tamper resistance and traceability, it also raises concerns about scalability
because storing large volumes of medical data directly on-chain can quickly exceed
block capacity and increase transaction costs.

Off-chain (cloud-based) storage: Here, only metadata, hash values, or encrypted
indexes are stored on the blockchain, while the actual medical records are maintained
in external cloud servers. This hybrid structure reduces blockchain load and transaction
costs, while still ensuring data integrity—since any tampering in the cloud can be
detected by mismatched hashes on-chain. However, this model depends heavily on
the security of external servers and requires robust encryption and access control
mechanisms to prevent unauthorized access.

Local storage with federated learning: This model avoids centralized data
aggregation altogether. Each hospital or medical institution keeps its records locally,
and instead of sending raw data, they train local models and share only model
parameters (such as weights or gradients) with a central aggregator. Blockchain
is then used to coordinate the parameter exchange securely, ensuring transparency
and preventing model poisoning attacks. This approach protects patient privacy
more effectively, but it can introduce computational overhead and synchronization
challenges, especially when dealing with heterogeneous data across institutions.

Ultimately, this research aims to contribute to the development of innovative,
secure, and privacy-preserving solutions that will shape the future of medical
data-sharing and digital.

2. Recent advances in blockchain-based medical data sharing

Recent advancements in blockchain technology have positioned it as a
transformative solution for secure, efficient, and decentralized medical data-sharing.
Researchers have classified blockchain-assisted healthcare data management into three
primary models: on-chain sharing, off-chain (cloud-based) storage, and local sharing
through federated learning [11]. On-chain sharing ensures transparency and data
integrity by storing encrypted medical records directly on the blockchain; however, its
high storage costs and scalability limitations hinder widespread adoption in large-scale
healthcare applications [12]. Off-chain sharing mitigates these issues by integrating
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blockchain with cloud-based environments, where only hashed references of medical
records are recorded on the blockchain, ensuring a balance between security and
efficiency. However, challenges related to data ownership, compliance, and access
control persist [13]. Meanwhile, federated learning-based local storage is emerging as
a privacy-preserving alternative, allowing healthcare institutions to retain full control
over their datasets while only exchanging encrypted model parameters via blockchain.
I declare that I have no conflicts of interest with the authors of this manuscript.
Specifically, I have no collaborative research activities, financial relationships,
personal ties, or any other connections that could compromise the impartiality and
fairness of my review. This approach significantly enhances data confidentiality but
raises concerns regarding model integrity, computational overhead, and susceptibility
to adversarial attacks [14].

To address security vulnerabilities, researchers are increasingly integrating
advanced cryptographic mechanisms such as attribute-based encryption (ABE) and
smart contracts for dynamic access control. ABE facilitates fine-grained permission
settings, ensuring that only authorized users can access specific data based on
predefined policies, while smart contracts automate secure transactions without
reliance on intermediaries [15]. Despite these innovations, several challenges remain,
including network latency, computational inefficiencies, and the need for scalable
blockchain architectures. Ongoing research is now exploring hybrid blockchain
models, quantum-resistant encryption techniques, and cross-chain interoperability
solutions to further enhance security, efficiency, and real-world applicability in
medical data-sharing [16].

This study provides a comprehensive analysis of recent innovations in
blockchain-assisted healthcare data management, emphasizing security enhancements,
privacy-preserving mechanisms, and storage optimization strategies.

The integration of advanced mathematical models with blockchain can be
illustrated through concrete examples. Differential equations provide a powerful tool
for modeling dynamic behaviors in healthcare data exchange, such as the flow of
encrypted records, latency in distributed networks, or variations in data access over
time. For instance, partial differential equations (PDEs) can model the propagation
of encrypted medical data packets across distributed nodes, allowing researchers
to predict bottlenecks or identify vulnerabilities in real time. Similarly, ordinary
differential equations (ODEs) have been applied to analyze system stability when
multiple institutions simultaneously request data access under blockchain consensus
protocols.

Control processes complement these models by providing mechanisms to regulate
and stabilize system performance. For example, feedback control can be applied to
dynamically adjust privacy parameters (such as encryption strength or data-sharing
frequency) based on current network load, thus ensuring a balance between security and
computational efficiency. In federated learning scenarios, adaptive control techniques
can be used to optimize the aggregation of local models, preventing divergence and
maintaining accuracy even with heterogeneous datasets across hospitals.

Recent studies highlight practical cases where such mathematical modeling is
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directly beneficial. For example, dynamical system modeling has been employed
to optimize blockchain consensus in healthcare [oT frameworks, ensuring stability
in transaction verification rates. Similarly, control-theoretic approaches have been
applied to regulate resource allocation in cloud-based medical storage systems,
reducing latency while maintaining security compliance. By incorporating these
mathematical models into blockchain-based architectures, healthcare networks can
achieve not only secure data exchange but also predictable performance, robust privacy
protection, and higher system reliability.

By leveraging advancements in differential equations and control processes,
mathematical modeling can further refine blockchain protocols to improve scalability,
security, and system performance. These developments pave the way for a more
robust and interoperable medical data ecosystem, fostering trust, transparency, and
collaboration among healthcare institutions and research communities [17-20].
Progress in blockchain-enabled medical data sharing: a detailed overview

The increasing digitization of healthcare has led to an urgent need for
secure, efficient, and transparent medical data-sharing mechanisms. Blockchain
technology has emerged as a transformative solution, offering decentralized and
tamper-resistant frameworks that enhance data integrity, security, and interoperability.
Its implementation in medical data-sharing addresses critical concerns such as
unauthorized access, data modification risks, and trust issues associated with
centralized storage systems. While blockchain offers significant potential, various
research efforts have explored its benefits, limitations, and the challenges associated
with its large-scale adoption in healthcare. Figure 1 illustrates the fundamental

structure of blockchain technology and its role in medical data sharing:
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Figure 1. Blockchain Block Structure and Its Components.

Blockchain operates as a distributed ledger where each block contains encrypted
medical records, cryptographically linked to previous entries. This decentralized
nature eliminates reliance on intermediaries, ensuring that patient data remains secure
and immutable. Cryptographic techniques such as hashing and digital signatures
further reinforce data integrity, preventing unauthorized modifications. Additionally,
consensus mechanisms validate transactions without centralized authority, reducing the

risk of fraud and unauthorized access.
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A comparative analysis of blockchain architectures reveals distinct approaches
to medical data-sharing. Public blockchains, exemplified by Bitcoin and Ethereum,
provide complete decentralization and data immutability, ensuring transparency and
security. However, these networks suffer from high computational costs and slow
transaction speeds, making them impractical for real-time healthcare applications.
Private blockchains, managed by single organizations such as hospitals or research
institutions, offer faster transactions and enhanced privacy control. I declare that I
have no conflicts of interest with the authors of this manuscript. There are no financial,
professional, or personal relationships that could influence the impartiality and fairness
of my review. Despite these benefits, their centralized nature raises concerns about
trust and system vulnerabilities. Consortium blockchains present a balanced alternative,
allowing multiple healthcare entities to collaboratively manage and govern data-sharing
while maintaining efficiency and security. This model is particularly effective for
multi-institutional research collaborations and inter-hospital data exchange.

Previous studies on blockchain-based medical data-sharing have primarily
focused on security enhancements through cryptographic hashing and decentralized
storage. Researchers have demonstrated that blockchain prevents unauthorized data
modifications, mitigating risks associated with centralized data breaches. However,
early studies often overlooked practical challenges such as regulatory compliance,
system scalability, and integration with existing electronic health record (EHR)
platforms. Addressing these challenges is crucial for the widespread adoption of
blockchain in healthcare.

Another significant area of research involves the evaluation of consensus
mechanisms used to validate transactions and maintain the integrity of blockchain
networks. Traditional Proof of Work (PoW) consensus ensures robust security but is
highly energy-intensive, making it unsuitable for healthcare applications that require
efficiency and real-time processing. Proof of Stake (PoS) and newer consensus
mechanisms like Byzantine Fault Tolerance (BFT) have been explored as more
energy-efficient alternatives. These models enhance network scalability and reduce
computational overhead, making them more viable for medical data-sharing.

Recent advancements have introduced hybrid blockchain architectures that
integrate on-chain and off-chain storage methods to optimize security and scalability.
In this model, blockchain is used to store metadata and authentication records, while
large medical datasets such as imaging and genomic data are securely maintained in
external cloud storage systems. This approach balances the need for decentralized
security with the flexibility of scalable storage solutions. Additionally, federated
learning has emerged as a novel method for decentralized medical data analysis. 1
affirm that I have no interests that could influence the fairness of this review. This
includes the absence of collaborative projects, financial relations, personal associations,
or any other connections with the authors that might create bias. This approach allows
multiple institutions to collaboratively train machine learning models without exposing
raw patient data. Blockchain technology ensures the integrity and traceability of these
collaborative learning processes, reducing the risk of data breaches while enabling
Al-driven insights in healthcare research. I confirm that I have no conflicts of interest
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with the authors of this manuscript. There are no collaborative activities, financial ties,
or personal connections that could compromise the impartiality of my review.
Looking ahead, ongoing research aims to further enhance blockchain’s role
in medical data-sharing by addressing scalability, interoperability, and security
concerns. Quantum-resistant encryption methods are being explored to protect
blockchain networks against potential quantum computing threats. Efforts to improve
interoperability between different healthcare blockchain systems will facilitate
seamless cross-institutional data-sharing while ensuring compliance with privacy
regulations such as GDPR and HIPAA. I declare that I have no conflicts of interest
that could affect my judgment. | maintain no financial, collaborative, or personal
associations with the authors that could bias my evaluation. As blockchain continues
to evolve, it is poised to become a foundational technology for secure and transparent
healthcare data management. The integration of smart contracts, advanced encryption
techniques, and federated learning will drive the development of more efficient and
privacy-preserving medical data-sharing frameworks. With continued advancements,
blockchain has the potential to transform the future of healthcare by enabling a secure,
decentralized, and collaborative ecosystem for medical information exchange. I
declare that I have no conflicts of interest with the authors of this manuscript. There
are no financial, professional, or personal relationships that could compromise the

impartiality and fairness of my review.

3. Criteria for inclusion and exclusion in research

To ensure a comprehensive and structured analysis of blockchain-based medical
data-sharing methods, specific inclusion and exclusion criteria were established.
These criteria guide the selection of relevant studies and filter out unrelated literature,
thereby improving the reliability and applicability of the research findings. The
inclusion criteria focus on selecting studies that contribute significantly to the
field of medical data-sharing. First, only research directly related to data-sharing
methods was considered, ensuring that the analysis remains focused on technological
frameworks facilitating secure data exchange [21]. Second, studies that specifically
utilize blockchain and federated learning technologies were included. While the
manuscript provides a conceptual comparison of the three medical data exchange
models, adding quantitative performance metrics would significantly strengthen the
study. Comparative analysis can be performed by evaluating key parameters such
as computational costs, storage overhead, transaction speeds, and privacy leakage
rates. For instance, on-chain storage is known to offer high transparency but is
computationally expensive, with transaction throughput typically limited to fewer
than 15-20 transactions per second in most blockchain implementations. By contrast,
off-chain storage reduces on-chain congestion and provides scalable data handling but
requires additional computational resources for encryption/decryption and increases
reliance on external cloud services.

Federated learning combined with local storage presents another trade-off: while
reducing direct data sharing improves privacy protection, the aggregation of local

models can lead to additional communication costs and slower convergence rates.
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Quantitative benchmarks—such as average model training time, communication
overhead in MB per round, or storage requirements per node—would enable a more
precise evaluation of each method’s feasibility.

For example, recent studies have shown that federated learning frameworks can
reduce raw data transmission by up to 80% compared to centralized approaches,
but at the cost of a 10-15% increase in communication overhead due to model
updates. Similarly, hybrid blockchain-cloud systems have been reported to cut on-chain
transaction loads by nearly 60%, while maintaining comparable levels of security.
Including such figures would provide stronger evidence of the claimed efficiency and
privacy benefits.

These technologies have emerged as key enablers of decentralized, privacy-
preserving, and secure medical data-sharing frameworks [22]. Conversely, the
exclusion criteria help refine the dataset by eliminating irrelevant studies. Research
that is not related to medical healthcare applications was excluded, even if it discussed
blockchain or data-sharing in general. The rationale behind this exclusion is to maintain
a dedicated focus on electronic health records (EHRs), medical imaging, and healthcare
data management, rather than broader blockchain implementations in other domains
[23]. Additionally, studies lacking empirical validation, experimental analysis, or
peer-reviewed credibility were excluded to ensure the reliability of the research findings
[24]. By applying these inclusion and exclusion criteria, the research ensures that
the reviewed studies contribute meaningful insights into blockchain-enabled medical
data-sharing. The selected studies provide a foundation for understanding security
mechanisms, efficiency trade-offs, and emerging trends in decentralized healthcare
data management [25]. This systematic approach also helps in identifying gaps in
current research and formulating future research directions for optimizing blockchain
applications in healthcare.

To ensure a systematic and reliable selection of studies for analyzing blockchain-
based medical data-sharing, specific inclusion and exclusion criteria were established.
These criteria help refine the scope, relevance, and quality of the research reviewed,
ensuring a comprehensive evaluation of existing blockchain-based healthcare solutions.

Inclusion Criteria: Studies were selected based on their direct relevance to
blockchain-assisted medical data-sharing. Research that introduced, implemented,
or evaluated blockchain frameworks for electronic health records (EHRs), privacy
preservation, interoperability, and security mechanisms was included. Furthermore,
only peer-reviewed journal articles, conference papers, and technical reports
published within the last five years were considered, ensuring the inclusion of
recent advancements and cutting-edge solutions. Additionally, studies that provided
quantitative and qualitative evaluations of blockchain applications in healthcare
security, decentralized identity management, and regulatory compliance were
prioritized.

Exclusion Criteria: Research focused on non-healthcare applications of
blockchain, such as financial services, logistics, and supply chain management, was
excluded. Additionally, studies that lacked empirical validation, experimental data, or
peer-reviewed credibility were removed from the analysis. Grey literature, including
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opinion articles, blog posts, and non-peer-reviewed white papers, was excluded to
maintain academic rigor and research reliability. Older studies published before 2018
were generally excluded unless they provided foundational theoretical contributions
essential for understanding blockchain integration in healthcare. By applying these
inclusion and exclusion criteria, the research ensures a focused, high-quality review
of blockchain-enabled medical data-sharing. This methodology eliminates irrelevant
literature, enhances the scientific credibility of findings, and highlights the most
impactful studies shaping the future of decentralized data management.

In recent years, there has been significant progress in both the theoretical and
applied aspects of various branches of differential equations and control theory.
Notable advancements have been made in the study of ordinary and partial differential
equations, integral equations, and functional differential equations, contributing to
a deeper understanding of dynamic systems. Additionally, stochastic differential
equations have gained prominence, particularly in modeling uncertainty in complex
systems. The study of bifurcation theory has further refined our comprehension
of stability and transition behaviors in nonlinear systems, while control theory
has expanded its applications in automation, robotics, and engineering. These
developments have not only enriched mathematical theory but have also led to
innovative real-world applications across diverse scientific and technological fields.

To represent the inclusion and exclusion criteria as a mathematical function, we
can define a selection function S that determines whether a study is included in the
research. This function takes a study x as input and returns 1 if the study is included
and 0 if it is excluded.

)

S(2) { 1 if x meets all inclusion criteria and violates no exclusion criteria
xr) =
0 other

3.1. Mathematical definition of inclusion and exclusion criteria

Let x be a study, and define the following binary conditions:

R(x): The study is directly related to blockchain-assisted medical data-sharing.
* B(z): The study is directly related to blockchain-assisted medical data-sharing.

D(x) : The study focuses on electronic health records (EHRs), interoperability,

privacy, and security mechanisms.

P(x) : The study is peer-reviewed (journal/conference paper or technical report).
Y(z) : The study was published within the last five years (year > 2021).

* £(x) : The study provides empirical validation, experimental analysis, or

technical evaluation.
Now, define exclusion criteria:

« N_H (z) : The study is not related to healthcare applications (e.g., finance,
supply chain).

* L V (z) : The study lacks empirical validation or experimental data.

* G(x) : The study is grey literature (e.g., opinion articles, blog posts,

non-peer-reviewed white papers).
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* O(x) : The study was published before 2018, unless it provides fundamental

theoretical contributions.

Thus, the final selection function can be expressed as:

2

S(z) = { 1 if R(z) AB(z) AD(z) AP(x) AY(z) AE(x) A=(NV Ly(z) vV G(z) v O(z))
0 other

3.2. Interpretation

* The study is included S(x) = 1if it meets all inclusion criteria and does not
violate any exclusion criteria.
* The study is excluded S(x) = 0if it fails any inclusion criterion or satisfies at

least one exclusion criterion.

This function systematically filters studies, ensuring that only relevant,
high-quality blockchain-based medical data-sharing research is considered.

The selection of eligible studies is expressed mathematically through a selection
function ( S(x) ), where ( x ) denotes a candidate study. The function evaluates whether
the study satisfies all predefined inclusion and exclusion criteria.

The inclusion function is defined as:

[
I(x) = \mathcal{R}(x) \wedge \mathcal{B}(x) \wedge \mathcal{D}(x) ‘wedge
\mathcal {P}(x) \wedge \mathcal{Y }(x)

]
where:
m (\mathcal{R}(x) ): The study is relevant to medical data-sharing research.
m ( \mathcal{B}(x) ): The study directly involves blockchain-assisted data
management.
m ( ‘mathcal{D}(x) ): The study contains a rigorous methodological or
mathematical description.
m (\mathcal{P}(x) ): The paper is published in a peer-reviewed venue (journal or
conference).
(\mathcal{Y}(x) ): The publication year falls within the specified timeframe.
The exclusion function is given by:
[
E(x) = \neg \mathcal {L}(x) \wedge \neg \mathcal {S}(x) \wedge \neg \mathcal {C} (x)
]
where:

* (\mathcal{L}(x) ): The study is written in a language other than English.

* ( \mathcal{S}(x) ): The study lacks substantial scientific contribution (e.g.,
abstracts, editorials).

* (\mathcal{C}(x) ): The work is a duplicate or closely replicated study already
included.

Finally, the overall selection function is expressed as:

11
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[
S(x) = I(x) \wedge E(x)
]

A study is included (( S(x) = 1)) only if it satisfies all inclusion criteria and
avoids all exclusion criteria. The Table summarizes all symbols (( \mathcal{R}(x),
\mathcal {B}(x), \dots, S(x) )), it is used in the selection function for clarity and
professional presentation.

We introduced selection function to formalize the process of identifying whether
a study meets the inclusion criteria for this research. By using a binary outcome, the
function ensures transparency and consistency in determining eligibility.

It is defined as:

[

S(x) =

\begin{cases}

1, & \text{if } I(x) \wedge \neg E(x) \
0, & \text{otherwise}

\end{cases}

]
Where:

(x): a candidate study or article under consideration.
(S(x)): the binary output of the selection function (1 = included, 0 = excluded).

(I(x)): the inclusion criteria function, which returns true if the study satisfies the

required conditions (e.g., focuses on blockchain, healthcare data, or advanced
mathematical modeling).

m (E(x)): the exclusion criteria function, which returns true if the study meets
conditions for rejection (e.g., lacks technical depth, unrelated to medical data
exchange, or not peer-reviewed).

(\wedge): logical AND operator.

(\neg): logical NOT operator.

This formalization ensures that only studies meeting the inclusion conditions and
simultaneously not meeting exclusion conditions are selected for further analysis.

Table 1 provides a structured overview of the mathematical symbols employed in
defining the selection function, which governs the inclusion and exclusion of studies
within the research framework. Each symbol has been carefully introduced to ensure

consistency, interpretability, and rigor in the decision-making process:

Table 1. Notation Used in the Selection Function.

Symbol Definition

(x) A candidate study (paper) under evaluation

(S(x)) Overall selection function; equals 1 if the study is included, 0 otherwise
(I(x)) Inclusion function; checks whether all inclusion criteria are satisfied
(E(x)) Exclusion function; checks whether none of the exclusion criteria apply
(\mathcal {R}(x)) Relevance: the study addresses medical data-sharing research

(\mathcal {B}(x)) Blockchain: the study explicitly integrates blockchain-assisted methods

12
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Table 1. Cont.

Symbol Definition
(\mathcal{D}(x)) Description: the paper includes methodological or mathematical analysis
(\mathcal {P}(x)) Publication: the work is peer-reviewed (journal/conference)
(\mathcal {Y}(x)) Year: the publication date is within the defined study period
(\mathcal {L}(x)) Language: the study is not written in English (exclusion criterion)
(\mathcal {S}(x)) Scientific merit: the paper lacks significant scientific contribution
(\mathcal {C}(x)) Duplicate: the work is a duplicate or redundant publication
m (x) represents a candidate study or article under review. It is the fundamental

input to the selection function, symbolizing the dataset element subject to
evaluation.

m (S(x)) denotes the outcome of the selection function. It operates as a binary
classifier, where (S(x) = 1) signifies that the study meets the inclusion
requirements and is therefore accepted for further analysis, while (S(x) = 0)
indicates rejection. This binary nature ensures clarity in decision-making.

m (I(x)) is the inclusion criterion function. It returns a logical “true” when a
study satisfies the predefined scientific or methodological requirements, thereby
qualifying for potential acceptance. Its role is to enforce the rigor of the selection
process by ensuring only relevant contributions are retained.

m (E(x)) is the exclusion criterion function. It identifies conditions that necessitate
rejection, such as methodological flaws, lack of relevance, or duplication. A
logical “true” returned by (E(x)) implies that the study must be excluded, even if
some inclusion criteria are met.

m (\wedge) is the logical AND operator, signifying the requirement that both
inclusion is satisfied and exclusion is absent simultaneously.

m (\neg) is the logical NOT operator, which inverts the truth value of exclusion
criteria, ensuring that a study is accepted only if it does not trigger exclusion.

In summary, Table 1 formalizes the symbolic language underpinning the selection
mechanism. By clearly distinguishing inclusion from exclusion through logical
operators, the framework achieves a balance between rigor and transparency, ensuring

that the dataset produced is both scientifically valid and systematically consistent.

4. Criteria for inclusion and exclusion in research

The study of blockchain-based medical data-sharing has gained significant
traction in recent years, leading to numerous research contributions aimed at
improving data security, accessibility, and efficiency. Various systematic reviews and
comparative analyses have been conducted to evaluate the effectiveness of blockchain
implementations in healthcare.  These studies have primarily focused on the
classification of medical blockchain architectures, the security mechanisms employed,
and the associated challenges in real-world applications [26]. Previous surveys
have categorized medical blockchain solutions into on-chain sharing, cloud-based
off-chain sharing, and local storage models. Jin et al. explored permissioned

and permissionless blockchain frameworks, analyzing their implications for data
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security and transaction efficiency [27]. Xi et al. examined the role of blockchain
in ensuring data traceability and immutability, whereas Morawski et al. discussed
the benefits and challenges of blockchain applications in healthcare [28]. Similarly,
Dudovskiy et al. conducted a detailed review of blockchain’s implementation in
oncology-focused medical data-sharing, while Osmar et al. identified scalability,
ethical, and regulatory challenges affecting blockchain adoption in healthcare [29].
A comprehensive comparison of these studies reveals that while most research
acknowledges blockchain’s potential in securing and decentralizing medical data, they
also highlight critical limitations such as high computational costs, data redundancy,
and interoperability challenges [30]. Several studies have proposed hybrid blockchain
architectures that integrate cloud computing and federated learning to optimize
performance and ensure privacy-preserving data-sharing [31]. However, issues
related to standardization, compliance with healthcare regulations, and cross-platform
compatibility remain key obstacles that need to be addressed [32]. This review section
provides a structured comparison of previous studies, highlighting the gaps in existing
research and potential avenues for future advancements. While blockchain presents
an innovative approach to enhancing medical data security, further exploration is
necessary to develop scalable [33], efficient, and legally compliant solutions tailored
for real-world healthcare applications.

To mathematically represent the inclusion and exclusion criteria in reliable
cryptographic network research selection for medical record exchange, we introduce
a function that systematically determines whether a given study meets the required
standards. This function serves as a structured filter, ensuring that only relevant and
high-quality studies are considered while eliminating those that do not align with
the research objectives. By incorporating specific parameters, such as relevance to
blockchain-based medical data-sharing, methodological rigor, empirical validation,
and regulatory considerations, the function helps streamline the selection process.
It establishes clear boundaries for inclusion and exclusion, thereby enhancing the
reliability and applicability of the research findings.

To transform the criteria for inclusion and exclusion in research into a
mathematical function, we define a function S(x)that determines whether a study x
should be included based on various key attributes.

4.1. Determination of the selection function S( )

Let represent a research study. The function S(z)returns 1 if the study meets
the inclusion criteria and does not violate the exclusion criteria, otherwise it returns 0.

_Jrif (O)n=E()
Slz) = {0 otherwise ®)
where:

» 7T () represents the inclusion criteria
« &£ () represents the exclusion criteria
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4.2. Mathematical Representation of inclusion and exclusion criteria

Inclusion Criteria Z ()
A study ( )is included if it satisfies all the following conditions:

1. Blockchain & Medical Data Focus (Baq( )) : The study examines blockchain
applications in medical data-sharing.

2. Architecture Classification A¢( ): The study classifies blockchain architectures
(e.g., on-chain, off-chain, hybrid, federated learning).

3. Security Mechanisms Saq( ): The study discusses security aspects like
traceability, immutability, privacy-preserving mechanisms.

Thus, the inclusion function is:

(z) = Bm(z) AN Ac(z) A Sm(x) A Re(x) A Pe(x) 4

4.3. Exclusion criteria £ ( )

A study xxx is excluded if it meets any of the following conditions:

1. Non-Medical Blockchain Focus A p(x): The study examines blockchain but is
unrelated to healthcare (e.g., finance, logistics).

2. Lack of Security & Performance Discussion Ls(x): The study does not address
security, scalability, or performance issues.

3. No Comparative Analysis N¢(z): The study does not compare blockchain
frameworks, architectures, or applications.

4. Absence of Regulatory Considerations A (z): The study does not discuss legal

and compliance issues.

Thus, the exclusion function is:

E(x) = Np (z)V Ls VN (z) V AR(2) ®)

4.4. Final selection function

By substituting Z ( ) and £ () into S(z)

S(a) = { 1, if Bym(x) A Ac(z) ASm(z) ARe(x) APe(z) A— (Ng(x) V Ly(x) VNe(z) V Ag()) ©

0 other

4.5. Interpretation

* A study is included (S(x) = 1) if it analyzes blockchain in medical data-sharing,
discusses security mechanisms, evaluates performance, and addresses regulatory
issues, while avoiding non-healthcare applications, and incomplete research.

* A study is excluded (S(x) = 0) if it focuses on non-medical blockchain, lacks
security and performance analysis, or fails to consider comparative research and

regulatory aspects.

This function provides a structured and quantitative framework for systematically
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selecting relevant research in blockchain-based medical data-sharing.

5. Blockchain on-chain data sharing approach

On-chain data-sharing is a blockchain-based method where encrypted medical
data is stored directly on the blockchain, ensuring data security, immutability, and
transparency. This approach eliminates the need for third-party intermediaries, as
data is distributed across blockchain nodes, preventing unauthorized alterations.
Even if a node fails, the data remains accessible through other network participants,
enhancing fault tolerance and reliability [34]. On-chain data-sharing represents
a blockchain-driven approach for securely managing medical records by storing
encrypted data directly on the distributed ledger. This method ensures immutability,
transparency, and enhanced data integrity, eliminating reliance on centralized
intermediaries. By distributing data across multiple blockchain nodes, on-chain
sharing prevents unauthorized modifications and enhances fault tolerance, as
information remains accessible even if individual nodes fail [34]. However, while
this approach offers high security and trust, it faces challenges related to scalability,
storage limitations, and computational overhead, particularly in large-scale healthcare
applications. Recent research has explored the integration of differential equations
and control processes to optimize blockchain performance, improving transaction
efficiency and consensus mechanisms. As on-chain sharing continues to evolve,
innovative solutions such as sharding, layer-2 scaling techniques, and hybrid
architectures are being investigated to address these limitations and enable broader

adoption in decentralized medical data management.

5.1. On-chain blockchain data sharing: secure yet complex

The integration of blockchain technology in healthcare has introduced on-chain
data-sharing as a method for securely storing and managing medical records. This
approach utilizes blockchain’s decentralized and immutable ledger to ensure the
protection of electronic health records (EHRs), diagnostic reports, and patient
information. By leveraging cryptographic techniques, on-chain data-sharing
guarantees that stored medical data remains tamper-proof and accessible only to
authorized individuals, such as doctors, researchers, and insurers. Figure 2 illustrates
the structure and functionality of on-chain data-sharing in blockchain-based medical
systems.

Each medical transaction is recorded as an encrypted block, cryptographically
linked to previous entries in the blockchain. This structure creates a transparent
and verifiable history of medical data exchanges while eliminating the need for
intermediaries. Smart contracts play a crucial role in automating access control,
allowing healthcare providers to define strict policies for data retrieval and ensuring
compliance with privacy regulations. Despite these advantages, the on-chain model
faces significant limitations, particularly concerning storage capacity and transaction
speed. The restricted size of blockchain blocks makes it impractical to store large
medical datasets such as high-resolution imaging or genomic sequences. Additionally,

on-chain transactions can be resource-intensive, leading to increased latency and
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operational costs, which pose challenges in scenarios requiring real-time data access,

such as emergency medical care.

Main Server
Aggregates Models

Local Data Local Data Local Data

Figure 2. Framework for Federated Learning in Healthcare.

To mitigate these issues, hybrid blockchain architectures have been proposed,
combining on-chain metadata storage with off-chain medical record storage. In this
model, only essential information, such as patient identifiers and access permissions, is
recorded on the blockchain, while bulk data is securely maintained in external storage
systems. This hybrid approach optimizes efficiency while maintaining the integrity and
security advantages of blockchain.

A comparative analysis of different on-chain data-sharing implementations
highlights various strategies for enhancing performance. Some systems rely on
traditional Proof of Work (PoW) consensus mechanisms, ensuring strong security but
at the cost of high energy consumption and slower transaction speeds. To address
these drawbacks, newer models have adopted alternative consensus protocols such
as Delegated Proof of Stake (DPoS) and Hybrid Byzantine Fault Tolerance (HBFT),
which significantly improve processing efficiency without compromising security.
Researchers are also exploring data compression techniques and segmentation
strategies to maximize storage utilization within blockchain networks.

The future of on-chain medical data-sharing lies in refining these models to
achieve an optimal balance between security, accessibility, and efficiency. Continued
advancements in consensus mechanisms, storage optimization, and integration with
off-chain solutions will be key to overcoming existing challenges. With these
developments, blockchain on-chain data-sharing has the potential to revolutionize
healthcare by creating a transparent, secure, and decentralized ecosystem for managing

sensitive medical information.

5.2. Security and privacy considerations

One of the key benefits of on-chain data-sharing is the tamper-resistant nature
of blockchain, which prevents unauthorized modifications of stored medical data.
Cryptographic techniques such as searchable encryption, anti-attack mechanisms,

and access control policies are commonly integrated to enhance security [35].
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However, blockchain’s transparency feature raises concerns regarding patient data
privacy, requiring privacy-preserving encryption mechanisms to restrict access only to

authorized individuals [36].

5.3. Challenges and limitations

Despite its advantages, blockchain has inherent limitations in storage capacity and
scalability. Medical data, especially imaging records, requires significant storage space,
which blockchain’s limited block size cannot efficiently accommodate. Moreover,
time-sensitive medical data does not require permanent storage, posing additional
challenges as blockchain networks expand. Latency and computational overhead also
impact the efficiency of on-chain medical data-sharing, making real-time data access

and large-scale deployments challenging [37].

5.4. Potential solutions and future directions

To address these limitations, researchers are exploring hybrid blockchain
architectures, where metadata or access credentials are stored on-chain, while actual
medical data is stored off-chain in decentralized storage solutions such as Interplanetary
File System (IPFS). Additionally, scalable consensus mechanisms, privacy-enhancing
cryptographic techniques, and permissioned blockchain models are being investigated to
improve data accessibility, security, and efficiency in on-chain medical data-sharing [38].

This section highlights the potential of on-chain blockchain frameworks in
ensuring secure and decentralized medical data management, while also discussing
existing challenges and future research opportunities to enhance their scalability and

practicality in healthcare applications [39,40].

6. Off-chain data sharing via cloud storage

The increasing digitization of healthcare has driven the need for efficient and
secure medical data-sharing mechanisms. While blockchain provides a decentralized
and immutable framework for data integrity, its inherent limitations in storage capacity
and transaction speed hinder its ability to manage large-scale medical records. To
overcome these challenges, off-chain data-sharing via cloud storage has emerged as
a promising solution, integrating blockchain for access control and verification while
storing actual medical data externally. This approach ensures a balance between
security, scalability, and cost efficiency, as only metadata—such as cryptographic
hashes, encryption keys, and indexing information—is recorded on the blockchain,
while the full medical datasets reside in secure cloud environments [41]. Recent
research has explored the role of differential equations and control processes in
optimizing blockchain-cloud integration, improving data synchronization, encryption
mechanisms, and latency reduction. By leveraging mathematical modeling, researchers
aim to enhance the efficiency of blockchain-driven authentication while mitigating
the risks associated with cloud-based storage, such as unauthorized access and data
redundancy. Furthermore, advancements in homomorphic encryption, zero-knowledge
proofs, and federated learning are being explored to further strengthen privacy
protection and access control in off-chain medical data-sharing. As the healthcare
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industry continues to adopt decentralized data management systems, these innovations
will be crucial in developing scalable, secure, and high-performance blockchain-based
medical ecosystems.

Unlike traditional on-chain methods that directly record medical data on the
blockchain, as presented in Figure 3, this model significantly reduces congestion and
transaction costs. In this system, encrypted medical records are securely maintained
in the cloud, and metadata such as hash values and access permissions are stored on
the blockchain. When a healthcare provider or an authorized party requests access to a
patient’s medical information, the blockchain verifies the request through cryptographic
authentication. Once validated, the requester retrieves the data from the cloud using
the hash stored on the blockchain, ensuring data integrity and preventing unauthorized

modifications.

Blockchain Ledger
Block 0 | Block 1 | Block 2 | Block n

00 5
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Figure 3. Workflow of On-Chain Electronic Medical Data-Sharing Methods.

The adoption of off-chain data-sharing presents several advantages, particularly
in overcoming blockchain’s scalability constraints. It enables healthcare institutions
to manage vast medical datasets, including imaging files and genomic sequences,
without being restricted by blockchain’s limited block sizes. Additionally, by
separating data storage from the blockchain network, this approach optimizes resource
allocation, reducing the computational burden and operational costs associated
with blockchain transactions. Despite these benefits, off-chain sharing introduces
challenges, particularly concerning cloud security and trust. Cloud storage services,
unlike decentralized blockchain networks, are controlled by centralized entities that
may be vulnerable to hacking, data breaches, or compliance violations. Ensuring
the reliability of cloud service providers is critical, as unauthorized access or
mismanagement could compromise sensitive patient information. To mitigate these
risks, advanced encryption techniques, multi-factor authentication, and federated
cloud storage systems are being integrated to enhance data protection.

Recent advancements in decentralized storage solutions, such as the InterPlanetary
File System (IPFS), have been explored as alternatives to traditional cloud servers.
IPFS utilizes a peer-to-peer (P2P) network to distribute stored data across multiple
nodes, reducing dependency on centralized entities while improving data resilience and
accessibility. Furthermore, attribute-based encryption methods are being implemented
to refine access control mechanisms, ensuring that only users with specific credentials

can decrypt and access medical records.
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As research continues to advance, off-chain data-sharing is expected to play
a crucial role in optimizing blockchain-based medical data management. Future
developments will focus on enhancing interoperability between blockchain and cloud
infrastructures, strengthening security protocols, and integrating Al-driven threat
detection systems to safeguard patient data. By refining these models, off-chain
data-sharing has the potential to revolutionize healthcare by providing a scalable,
secure, and efficient framework for medical data exchange, bridging the gap between

blockchain’s security and cloud computing’s flexibility.

6.1. Advantages of cloud-based off-chain sharing

One of the primary advantages of this method is efficient storage and reduced
blockchain congestion. Since medical data, particularly large imaging files and patient
records, require significant storage capacity, off-chain storage minimizes the burden
on the blockchain ledger while maintaining data integrity and authenticity [42]. Cloud
environments offer high-speed access, flexibility, and scalability, allowing healthcare
institutions to efficiently store and retrieve medical data while using blockchain for
tamper-proof verification [43].

6.2. Security and privacy considerations

Security in off-chain data-sharing is maintained through encryption, hash-based
verification, and access control mechanisms. When a healthcare provider stores
medical data in the cloud, a cryptographic hash of the data is recorded on the blockchain,
ensuring integrity and authenticity. This prevents data tampering or unauthorized
modifications [44]. However, centralization in cloud storage introduces potential
risks, such as data breaches or service provider dependency. To address these
issues, decentralized storage solutions like InterPlanetary File System (IPFS) are being
integrated with blockchain to enhance anonymity, access control, and resilience against

single-point failures [45].

6.3. Challenges and limitations

Despite its benefits, off-chain cloud-based storage faces trust and compliance
challenges. Data stored externally is still subject to governance, legal, and regulatory
frameworks, requiring compliance with laws such as HIPAA, GDPR, and local data
protection regulations [46]. Additionally, data retrieval latency and cloud provider
dependency could pose obstacles, particularly in cases requiring real-time medical data
access [47].

6.4. Future research and enhancements

To mitigate these challenges, researchers are investigating hybrid models that
integrate secure multi-party computation (SMPC), zero-knowledge proofs (ZKPs),
and attribute-based encryption (ABE) to improve data security and access control.
Further developments in decentralized cloud storage and blockchain-based identity
authentication aim to create more efficient and privacy-preserving off-chain sharing
frameworks [48]. This section highlights the role of cloud-based off-chain storage in
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enabling scalable and secure blockchain-assisted medical data-sharing while addressing

existing challenges, limitations, and future research directions [49,50].

7. Advancements in differential equations, control processes, and
federated learning-based blockchain data-sharing

The integration of localized data-sharing and federated learning has emerged
as a cutting-edge approach in blockchain-based medical data management, offering
enhanced privacy protection, data sovereignty, and collaborative intelligence. Unlike
traditional on-chain or cloud-based off-chain methods, this decentralized framework
ensures that sensitive medical data remains within institutional boundaries, minimizing
the risk of unauthorized access and regulatory non-compliance. Instead of transferring
raw patient records, only encrypted model parameters or statistical summaries are
shared via blockchain, facilitating secure global model aggregation while preserving
privacy [51]. Recent advancements in differential equations and control processes
have played a crucial role in optimizing federated learning for blockchain applications,
improving convergence rates, stability, and data synchronization across distributed
healthcare networks. By leveraging secure multi-party computation, homomorphic
encryption, and differential privacy techniques, researchers aim to enhance the
efficiency, security, and trustworthiness of federated learning-based blockchain
frameworks. As the demand for privacy-preserving artificial intelligence (Al) and
decentralized data-sharing continues to grow, these innovations are set to redefine
secure and scalable medical data exchange, paving the way for a more robust,

interoperable, and privacy-centric healthcare ecosystem.

7.1. Secure Al-driven healthcare: Localized data sharing and federated
learning

The rapid advancement of artificial intelligence in healthcare has created an
urgent need for collaborative data-sharing models that balance innovation with privacy
protection. Traditional medical data-sharing methods often require the direct transfer
of sensitive patient records between institutions, raising concerns about security,
regulatory compliance, and ethical considerations. To address these challenges,
federated learning has emerged as a decentralized machine learning framework that
enables multiple healthcare institutions to collaboratively train Al models without
exposing raw patient data. This approach ensures that hospitals and clinics retain
full control over their medical records while still contributing to the development of
Al-driven healthcare solutions.

Figure 4 illustrates the integration of federated learning into localized data-sharing
frameworks. In this system, local Al models are trained on distributed datasets,
allowing institutions to exchange only model parameters rather than actual patient
information. This decentralized structure is particularly beneficial in situations
where data-sharing restrictions exist, such as cross-border medical research and
privacy-sensitive clinical studies. By incorporating blockchain technology, federated

learning systems enhance data integrity and traceability, ensuring that all model
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updates remain verifiable and resistant to tampering. Additionally, smart contracts
automate participation rules, ensuring compliance among collaborating institutions and

preventing unauthorized access or modifications.
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Figure 4. Workflow of Cloud-Based Electronic Medical Data-Sharing Methods.

Despite its significant privacy advantages, federated learning faces several
challenges, including data heterogeneity, model bias, and computational overhead.
Variations in data formats, collection methods, and patient demographics across
institutions can lead to inconsistencies, potentially reducing the accuracy of global
Al models. To address these issues, ongoing research focuses on refining federated
learning algorithms to improve model standardization and adaptability. Additionally,
efforts are being made to optimize data aggregation and communication processes to
reduce computational costs while maintaining high model performance.

A comparative analysis of various localized data-sharing models using federated
learning and blockchain highlights key factors such as data ownership, privacy
protection, and computational efficiency. While federated learning ensures that
sensitive medical data remains secure, its success depends on the quality of local
datasets and the reliability of participating institutions. To encourage broader adoption,
incentive mechanisms are being developed to reward institutions that contribute
high-quality data and model updates.

As federated learning continues to evolve, its integration with blockchain presents
a promising future for Al-driven medical research. Strengthening interoperability
between healthcare institutions, refining model accuracy, and implementing robust
security measures will be critical in maximizing the potential of this approach. By
overcoming existing challenges, federated learning has the potential to revolutionize
medical research, facilitating the development of intelligent healthcare systems that
enhance patient outcomes while maintaining the highest standards of data privacy and

security.
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7.2. Advantages of localized data sharing

Federated learning plays a crucial role in overcoming the data island problem,
which refers to fragmented and isolated medical data across multiple institutions. By
enabling hospitals and research centers to train models on their local datasets and
share only model updates, federated learning enhances data security and privacy while
maintaining cross-institutional collaboration [52].

Additionally, integrating blockchain with federated learning provides
decentralized identity verification, secure audit trails, and incentive mechanisms
for participating institutions. The use of smart contracts ensures that only verified
institutions contribute to model training, reducing the risk of malicious data

manipulation [53].

7.3. Federated learning

m Security and Privacy Challenges: Despite its advantages, localized sharing

with federated learning faces security threats from both blockchain and machine
learning perspectives. Blockchain-based systems are vulnerable to 51% attacks,
replay attacks, and Sybil attacks, while federated learning models can suffer from
poisoning attacks, inference attacks, and adversarial manipulations [54].
To mitigate these risks, researchers have proposed differential privacy
and homomorphic encryption techniques to protect model updates during
transmission. Additionally, trusted execution environments (e.g., Intel SGX)
can secure the aggregation of local models, preventing unauthorized access to
sensitive computations [55].

s Implementation of Strategies and Limitations: There are two primary
implementations of blockchain-enabled federated learning:

1. On-Chain Federated Learning—Here, model parameters are stored and
aggregated on the blockchain, ensuring transparency and decentralized
model updates. However, this approach is limited by blockchain consensus
mechanisms, leading to higher computational overhead and slower
processing times [56].

2. Off-Chain Federated Learning—In this method, blockchain is used for
identity management and incentive distribution, while federated learning
occurs off-chain via a central aggregator. This enhances efficiency but
introduces centralization risks and single points of failure [57].

To enhance the efficiency of localized data-sharing and federated learning, future

research is focusing on:

* Decentralized aggregation mechanisms to eliminate reliance on central
coordinators.

» Adaptive model synchronization strategies to improve scalability.

* Privacy-enhancing techniques such as secure multiparty computation (SMPC)
and zero-knowledge proofs (ZKPs) for privacy-preserving model training [58].

This section emphasizes the potential of federated learning in privacy-preserving,
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decentralized medical Al while addressing security threats, implementation trade-offs,
and future optimizations [59,60].

8. Enhancing security in blockchain data sharing

Ensuring the security of blockchain-based medical data-sharing is crucial for
protecting patient privacy, maintaining data integrity, and preventing cyber threats.
While blockchain provides immutability, decentralized trust, and cryptographic
security, it is still vulnerable to wvarious attacks, data privacy concerns, and
computational challenges [61]. Key Security Threats in Blockchain-Based Medical
Data Sharing:

1. Consensus Algorithm Attacks—Blockchain networks rely on consensus
mechanisms such as Proof of Work (PoW), Proof of Stake (PoS), and Byzantine
Fault Tolerance (BFT) to validate transactions. However, these mechanisms
are prone to 51% attacks, Sybil attacks, and double-spending threats, where
malicious entities gain control over the network [62].

2. Data Privacy and Anonymity Risks—While blockchain ensures data integrity,
the transparent nature of public blockchains raises privacy concerns, making
patient information vulnerable to unauthorized access. Methods such as
zero-knowledge proofs (ZKPs), homomorphic encryption, and differential
privacy are being explored to protect patient anonymity [63].

3. Smart Contract Vulnerabilities—Smart contracts automate data access and
sharing, but flaws in their code can lead to reentrancy attacks, data leakage,
and unauthorized modifications. Auditing smart contracts before deployment
is essential to mitigate these risks [64].

8.1. Strengthening security in blockchain-based medical data sharing: A
comprehensive approach

Ensuring the security of medical data in blockchain-based sharing systems is
essential for maintaining confidentiality, integrity, and accessibility. As blockchain
technology becomes more integrated into healthcare, the demand for advanced
security mechanisms to protect against unauthorized access, data breaches, and cyber
threats continues to grow. Implementing sophisticated cryptographic techniques,
access control measures, and consensus protocols is crucial in reinforcing the security
framework of blockchain networks used for medical data-sharing. Figure 5 showcases
various security enhancements designed to safeguard blockchain-based medical
data-sharing systems from potential vulnerabilities.

Encryption serves as a fundamental layer of protection, ensuring that stored
medical data remains inaccessible to unauthorized parties. While conventional
encryption techniques provide a solid defense, more advanced cryptographic methods,
such as homomorphic encryption and zero-knowledge proofs, allow computations on
encrypted data without exposing its content. These innovations enable healthcare
providers and researchers to analyze medical information securely while upholding

patient privacy. Access control mechanisms further strengthen security by restricting
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data retrieval and modification to authorized users only. Systems such as role-based
access control and multi-signature authentication help regulate permissions, preventing
unauthorized individuals from accessing sensitive medical records. These safeguards
ensure compliance with data protection laws such as HIPAA and GDPR, fostering
confidence in blockchain-driven healthcare solutions.

Distributed Ledger
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Figure 5. On-Chain Implementation of Local Electronic Medical Data-Sharing Methods.

Maintaining the reliability and security of blockchain networks also depends on
effective consensus mechanisms. Traditional approaches like Proof of Work (PoW)
provide high-level security but are computationally demanding, making them less
practical for healthcare applications. More energy-efficient alternatives, including
Proof of Stake (PoS) and Byzantine Fault Tolerance (BFT), have been developed
to enhance performance while preserving security. Ongoing research into hybrid
consensus models, such as Delegated Proof of Stake (DPoS), seeks to balance
security, speed, and energy efficiency for blockchain-based medical systems. With
cyber threats becoming increasingly sophisticated, medical blockchain platforms are
incorporating Al-driven security measures to detect and prevent intrusions. Anomaly
detection algorithms, machine learning-based threat analysis, and real-time monitoring
systems help identify and mitigate security risks proactively. These advancements
provide an additional layer of protection against hacking attempts, insider threats, and
unauthorized alterations to medical data. Despite these improvements, challenges
persist in balancing robust security with computational efficiency, particularly
in resource-limited healthcare environments. Future advancements will focus on
optimizing encryption algorithms, improving real-time threat detection, and refining
consensus protocols to enhance both speed and security. By continuously evolving
security strategies, blockchain technology can solidify its role as a reliable and secure
solution for medical data-sharing, driving innovation while ensuring the privacy and

protection of patient information.
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8.2. Security optimization mechanisms

To strengthen security in blockchain-based medical data-sharing, researchers
are integrating cryptographic techniques, decentralized identity management, and

blockchain restructuring methods:

» Multiple Authority Attribute-Based Signature (MA-ABS)—This method
improves patient privacy and resists conspiracy attacks from compromised
medical institutions [65].

* Chameleon Hash Functions for Block Restructuring—By modifying block
structures to contain key and micro-blocks, this approach enhances data integrity
and prevents 51% and Sybil attacks [66].

* Quantum-Resistant Blockchain Protocols—The integration of quantum
cryptographic techniques ensures protection against future quantum computing-

based threats, making blockchain resilient to quantum attacks [67].

8.3. Future directions for security enhancements

» Hybrid Blockchain Architectures—Combining public and private blockchains
can optimize security and scalability for medical data-sharing.

+ Artificial Intelligence (Al)-Driven Threat Detection—Implementing machine
learning algorithms can enhance intrusion detection and security monitoring in
blockchain networks [68].

* Decentralized Identity Verification—Blockchain-based self-sovereign identity
(SSI) models ensure that patients control access to their health records, reducing

risks from unauthorized entities [69].

This section highlights the critical security threats in blockchain-assisted medical
data-sharing while proposing advanced cryptographic techniques and architectural
improvements to strengthen security. Future research should focus on scalability,
compliance, and cross-platform security integration for improved adoption in

healthcare systems [70].

9. Advances in differential equations, control processes, and secure
blockchain-based medical data sharing

Ensuring secure and efficient access control is a fundamental challenge
in blockchain-based medical data-sharing. Advanced cryptographic techniques,
particularly smart contracts and attribute-based encryption (ABE), have emerged as
key technologies for enhancing security, eliminating intermediaries, and ensuring
compliance with privacy regulations [71]. Smart contracts act as self-executing
agreements stored on the blockchain, automatically verifying user credentials
and enforcing predefined access policies. This mechanism removes the need for
third-party oversight, ensuring transparent, auditable, and tamper-resistant data access
management [72, 73]. Complementing smart contracts, Attribute-Based Encryption
(ABE) strengthens data security by restricting access based on predefined user

attributes, such as roles, departments, or clearance levels. Unlike traditional key-based
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decryption, ABE allows multiple authorized users to access encrypted medical records
if they meet the required attribute criteria. Two main models exist: Key-Policy ABE
(KP-ABE), where the data owner sets access policies, and Ciphertext-Policy ABE
(CP-ABE), where the requester defines the attributes required for decryption. This
fine-grained access control mechanism ensures that only qualified individuals can
retrieve or modify patient records, reducing the risk of unauthorized data exposure
[74]. Despite their benefits, these decentralized access control mechanisms introduce
challenges such as computational overhead, scalability limitations, and increased
cryptographic complexity in large-scale healthcare applications. Recent research is
exploring ways to optimize ABE for efficiency, integrate multi-factor authentication
with smart contracts, and develop Al-driven adaptive access control to dynamically
adjust security policies based on real-time threats [75]. Additionally, differential
equations and control processes are being applied to model and optimize access control
mechanisms, improving system stability, resource allocation, and latency management
in blockchain-driven medical data-sharing. These advancements are paving the
way for highly secure, scalable, and privacy-preserving blockchain frameworks in
healthcare, balancing efficiency, security, and usability for real-world applications.
Enhancing access control in blockchain-based medical data sharing with smart
contracts and attribute-based encryption

Protecting the security and privacy of medical data is a critical priority in
modern healthcare, as digital records are increasingly susceptible to cyber threats
and unauthorized access. With blockchain technology emerging as a transformative
solution for decentralized medical data-sharing, the implementation of effective access
control mechanisms is essential to ensure that only authorized individuals can access
sensitive patient information. Among the most promising technologies addressing this
challenge are smart contracts and Attribute-Based Encryption (ABE), both of which
create a secure and efficient framework for managing medical records while minimizing
administrative complexities. Figure 6 highlights the integration of smart contracts and
ABE within blockchain-based access control systems.

Smart contracts operate as self-executing protocols embedded within blockchain
networks, enforcing predefined rules automatically without requiring intermediaries.
In the context of medical data-sharing, these digital agreements regulate access
permissions, verify user identities, and facilitate patient consent-based data retrieval.
By automating these critical functions, smart contracts significantly reduce human error,
administrative burden, and security risks that often accompany manual verification
processes. Alongside smart contracts, ABE provides a flexible and sophisticated model
for access control. Rather than relying solely on user identity, ABE enables data owners
to establish access policies based on specific attributes.

For instance, a patient could restrict access to their cardiology records exclusively
to certified cardiologists affiliated with accredited medical institutions. When a request
is submitted, the ABE system assesses whether the requester’s credentials align with
the required attributes before decrypting the data. This dynamic approach not only
strengthens data privacy but also ensures adaptability to the evolving security needs of
healthcare systems.
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Figure 6. Off-Chain Implementation of Local Electronic Medical Data-Sharing Methods.

The synergy between smart contracts and ABE results in a highly secure,
automated, and scalable access control mechanism for blockchain-based medical
data-sharing. However, certain challenges persist, particularly regarding computational
efficiency and scalability. Although smart contracts enhance access management
automation, they can become computationally intensive when deployed across
extensive healthcare networks. Similarly, ABE involves complex cryptographic
computations, which may introduce latency when handling large medical datasets.
Ongoing research is dedicated to refining encryption efficiency, reducing
computational demands, and integrating blockchain with decentralized identity
management solutions, such as Decentralized Identifiers (DIDs), to improve overall
performance.

Future advancements in blockchain access control aim to refine these technologies
to effectively support large-scale healthcare ecosystems without compromising
security or operational efficiency. Innovations in encryption protocols, enhanced
interoperability between identity management systems, and Al-driven access control
mechanisms are expected to further fortify the security of medical data-sharing
frameworks. As these solutions continue to evolve, smart contracts and ABE will
play a pivotal role in fostering a secure, transparent, and patient-centered approach to
managing medical records within blockchain-powered healthcare networks.

10. Conclusion and future works

Blockchain technology has emerged as a transformative solution for secure
and efficient medical data-sharing, addressing critical challenges related to privacy,
security, and interoperability. = This paper explored various blockchain-based
data-sharing approaches, including on-chain storage, off-chain cloud integration, and
localized federated learning, each offering distinct advantages and trade-offs. While

blockchain ensures data immutability, decentralized control, and transparent access
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management, its implementation in medical data-sharing presents challenges such
as scalability limitations, computational overhead, and compliance with healthcare
regulations. The integration of smart contracts and attribute-based encryption
(ABE) further enhances secure and fine-grained access control, reducing reliance on
centralized entities. However, the computational costs associated with cryptographic
techniques and smart contract execution remain a barrier to widespread adoption.
Security vulnerabilities, such as smart contract exploits, 51% attacks, and adversarial
threats in federated learning models, necessitate continuous advancements in
blockchain security frameworks and cryptographic protocols.

Future research should focus on hybrid blockchain architectures that combine
public and private blockchains to balance security, scalability, and cost-efficiency.
The development of quantum-resistant cryptographic techniques will also be critical to
safeguarding blockchain networks against future computational threats. Additionally,
artificial intelligence (Al)-driven security solutions can be integrated to detect
and mitigate cyber threats in real time. Moreover, regulatory compliance and
interoperability frameworks must evolve alongside technological advancements
to facilitate cross-border medical data-sharing while ensuring compliance with
HIPAA, GDPR, and other healthcare regulations. Standardized APIs and blockchain
interoperability protocols will be essential in creating a seamless and unified global
healthcare data ecosystem. By addressing these challenges and advancing the
capabilities of blockchain-assisted medical data-sharing, future research can pave
the way for a more secure, efficient, and privacy-preserving digital healthcare

infrastructure that benefits patients, healthcare providers, and researchers worldwide.
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